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INTRODUCTION TO THE 2025 EDITION

Central London’s Hyde Park Gate, with its well-kept white painted Georgian houses and neatly tended flowerbeds, conveys an air of tranquillity. It projects the very idea the English have of themselves: calm and in control. It was here that Winston Churchill drew his last breath, and where Virginia Woolf lived.

Over at number 45, a two and a half storey mansion, the situation was usually serene, but on this particular day, the atmosphere was somewhat fevered. Stoke Lodge, as it’s known, is the home of the Australian high commissioner to the United Kingdom. Midsummer dawn is early in the northern hemisphere, but Stephen Smith had been up when the sun’s first rays lit up the mansion’s garden beds and an unusual topiary, a bush cut in the shape of a kangaroo.

He had a big day ahead.

At 6 a.m. three of the world’s most prominent barristers would be at his gate. Smith wasn’t just Australia’s leading diplomat in the United Kingdom, he held the passport of the world’s most famous prisoner, his fellow Australian citizen, WikiLeaks founder Julian Assange. If everything went according to plan on that day, 24 June 2024, Assange would need that passport.

Smith welcomed the three barristers: Gareth Peirce, who had represented Assange during his interminable UK court hearings; Barry Pollack, his US attorney; and Jennifer Robinson, who had been by Assange’s side since he became a US target for exposing evidence of Washington’s war crimes in 2010. As they planned the day ahead in the high commissioner’s luxurious home with its glittering chandeliers, grand piano, elegantly upholstered furniture and Regency wallpaper, there could not have been a greater contrast to where they would be travelling.

Twenty kilometres away at Belmarsh Prison on the banks of the River Thames in East London, Julian Assange was already up. The prison guards had woken him at 2 a.m. An austere gulag of a place, Belmarsh Prison is rightly called Britain’s Guantánamo. It’s where terrorists and murderers are held. Assange had been imprisoned there for more than five years, since he was arrested in 2019— dragged out of London’s Ecuadorian Embassy, where he had been given political asylum in 2012.

Smith and the legal team made the drive across London to meet Assange and plan their next moves. Although Belmarsh was not that far away, the journey took 50 minutes; that Monday morning, London traffic was already clogging the roads.

Assange hoped he had spent his last night in prison, but there were still a number of legal processes to go through, and Assange had learned from bitter experience not to be too optimistic. Until Labor’s election win in 2022, he had received little support from his own government; Smith, a Labor appointee, was the only high commissioner who had visited Assange in Belmarsh. The hatred for Assange, particularly from Australia’s former conservative governments, was palpable. His crime wasn’t that he’d killed anyone—he’d simply pointed the finger at those who had. In 2010 his WikiLeaks organisation had revealed documentary evidence of war crimes committed by the United States, aided by the United Kingdom and Australia, during its 2003 invasion and occupation of Iraq. Instead of investigating the crimes, the United States began building a case against Assange for revealing the truth.

They hunted him for nearly a decade, and it had taken a toll on both his physical and mental health. As Assange huddled down every night in his six metre by three metre cell, the victim of what the United Nations described as torture, the architects of the war the UK’s Tony Blair, US President George W Bush and Australian Prime Minister John Howard—slept, apparently untroubled by the horror they had unleashed on the Iraqi people and the hundreds of thousands they had been responsible for killing.

Assange’s prosecution had been a demonstrable case of payback. He had been charged with seventeen breaches of the US Espionage Act of 1917 for what national security journalists do every day: reveal unpleasant truths about the actions of executive government. Journalists and publishers have always been protected from prosecution by the US Constitution’s First Amendment, which guarantees free speech—until now. Assange’s prosecution was the first.

And now, in 2024, came another turn in the legal process. At the highest levels of government in Australia, the United States and the United Kingdom, a deal had been struck to free Assange. This wasn’t a plea deal cooked up by the US Department of Justice prosecutors. There had been lengthy direct talks between US President Joe Biden and Australian Prime Minister Anthony Albanese. All but one of the charges against Assange would be dropped—at least that was the arrangement.

But on that summer’s day in London, as they travelled to Belmarsh Prison, it was touch and go whether or not the deal would go through. For an organisation like WikiLeaks, dedicated to transparency, it might have seemed ironic but the whole operation needed to be kept secret—particularly from the media. Even the bail hearing that would allow Assange to leave prison had needed to be covert. If word leaked out, the whole deal might fall apart.

It might have been reasonably assumed that since Assange was headed for freedom he wouldn’t try to escape. He could have been taken quietly from Belmarsh Prison to Stansted Airport, north of London, an hour’s drive along the M11 motorway. Instead, handcuffed in the rear seat of a police car (part of an eight-car convoy) with a helicopter hovering overhead, Assange was driven at top speed towards Stansted.

As the cavalcade pulled up at the airport, the only people disappointed at what was happening were the young Taylor Swift fans who had turned up in their hundreds. Whether or not they were Assange supporters has never been investigated but there was one agreed fact: they were avid followers of planned flights for the Bombardier Global 6000 private jet Swift had once hired, which would now be used to fly Assange out of the United Kingdom. If it was at Stansted, she couldn’t be far away, the Swifties reasoned.

Kristinn Hrafnsson, the WikiLeaks editor-in-chief, recounts the look on the Swifties’ faces when instead of Swift, they saw a middleaged man with a shock of white hair making his way towards the plane. It would be true to say that they were ‘a bit taken aback’, he said. Only later did Swift arrive, to catch another plane. It was a bizarre day at Stanstead. Locked inside the airport terminal with a police guard, the legal team plotted their next move. For the first time in more than five years, Assange was able to surf the internet. Robinson handed him her phone. Using a mapping website, Assange began zooming in on a tiny island chain on the other side of the world. They were trying to work out exactly where they were going. This was not going to be a normal flight.

As Assange clambered aboard the private plane he was joined by Robinson, Pollack and Smith. Assange would have been greatly relieved for more than the obvious reason. A few days earlier he’d had a lengthy discussion with Robinson about paying $782,000 to hire the plane. The terms of his release meant he couldn’t fly with a commercial airline. The trouble was, if the extradition was delayed or even cancelled he would lose his non-refundable deposit. Like at many other times in his life, Assange took a calculated risk.

Onboard, Assange couldn’t have hoped for better company. Unlike many in the Labor camp, Smith had fared well in the thousands of US cables WikiLeaks released, which had revealed the inner thoughts and assessments of the country’s worldwide network of embassies. In 2006 the US ambassador in Canberra had signed off on a report back to Washington that Smith had ‘a sharp mind and a calm manner’. That Smith was viewed favourably by a US administration would reinforce the strong relationship the former prime minister and now Australian ambassador to the US Kevin Rudd had with the Biden administration. Rudd had been an early supporter of Assange when WikiLeaks first burst on to the world stage in 2010, standing by him when the Labor attorney-general at the time, fearing retaliation from the United States for the leaks, threatened to take away his Australian passport.

Just as Rudd had been supportive, Smith had assured Assange that Prime Minister Albanese’s repeated mantra ‘enough is enough’—that Assange should be brought home—was more than an empty platitude. The fact that Smith visited Assange in Belmarsh in his official capacity as Australian high commissioner may not have seemed a bold move in trying to end what the United Nations Special Rapporteur on Torture and Arbitrary Detention described as the torture of an Australian citizen, but it was a big step up from the previous government of Scott Morrison, which had done nothing to help Assange.

Morrison had been in lockstep with the Trump administration and his fellow Christian Evangelist friend, Mike Pompeo, the former director of the US Central Intelligence Agency (CIA). The CIA had spied on Assange while he discussed his defence with his lawyers. It had even drawn up plans to kidnap or kill him while he was in the Ecuadorian Embassy. Little wonder then that the Morrison government showed no interest in helping a citizen who had caused such angst to its great and powerful friend by revealing evidence of their crimes. Morrison and his party were only too happy to allow Assange to languish in prison, arguing disingenuously that he needed to ‘face the music’ in court. It would have been more honest if Morrison had admitted that whatever the United States wanted was fine with him.

Despite a change of government in Australia, the hostility in the United States, particularly from the CIA, continued to haunt Assange. Even on that fine summer’s day as the aircraft taxied down the runway at Stansted, ready for take-off, there was only cautious optimism that the nightmare would soon be ending.

Assange’s ultimate freedom would only come after he signed an agreement with the United States admitting to having broken the Espionage Act of 1917, a dangerous precedent for journalists around the world and one that Assange would fight against in his first public appearance. But before that Assange would have to visit the United States to sign a plea deal.

Even a cursory glance at the globe reveals the quickest way to the United States from the United Kingdom is straight across the North Atlantic. That flight plan had major problems—it would land Assange in the mainland United States, where he had many potentially vengeful enemies.

His legal team had tried hard for a deal that would allow Assange to avoid landing on US soil. If the United States would accept that Assange had committed a misdemeanour—a relatively low-ranked offence—it would be possible for him to plead guilty without having to travel to the United States. But Washington was adamant: Assange would have to face a criminal charge. And that meant having to appear before a US court.

It was then that Rudd came up with an ingenious plan: instead of flying over the North Atlantic, the plane would fly east, refuel in Bangkok and then head further east to its destination, a remote US outpost. It removed the necessity to overfly vast tracts of the United States with all the inherent risks of ending up in an unfriendly jurisdiction where the judge might challenge the deal. It wasn’t possible to remove all the potential problems but risk minimisation mattered immensely to Assange.

The answer to Assange’s fears would be found on a Pacific Island chain in the North Pacific. The US territory of the Northern Mariana Islands, midway between Papua New Guinea and Japan, was as close to judicial heaven on earth that Assange could ever find. While it was part of the United States and bound by US laws, it didn’t have the full status of a state. And whereas its 41 000 residents are US citizens, they can’t vote in US presidential elections. It was unlikely that WikiLeaks had ever been a hot topic on the main island of Saipan, where one of the local US district courts is housed. It’s doubtful, too, that until she got the call from the Department of Justice that a very important prisoner was on their way to her court that the local judge had paid much attention to Julian Paul Assange.

The Northern Mariana Islands’ complex relationship with the United States was intriguing. A perfect location at the perimeter of US legal reach, Assange might not be completely safe there, but he would certainly be safer than sitting in a courtroom in Washington. And he was comparatively close to Australia, if you can call 2800 kilometres close.

As Assange emerged into the bright sunlight from the car that had brought him to the courthouse he looked more like a senior prosecutor than a defendant—a remarkable achievement and a testament to his extraordinary resilience. He was accompanied by Smith and Rudd, who had travelled separately from the United States for Assange’s final flight into Australia.

Inside the court Assange answered that he understood he was pleading guilty to one charge of breaching the US Espionage Act. Chief Judge Ramona V Manglona committed him to 62 months in prison, time already served. In what must have felt like vindication for Assange, the judge added that had he appeared before her twelve years earlier, the sentence might have been different, as she would not have been inclined to accept the deal. It was exactly the reason why Assange had fought so hard to resist extradition to the United States where he had faced the prospect of 175 years’ jail. But with the passage of time, the judge accepted there had been no physical injury as a result of his actions, and he had already served five years in one of the UK’s harshest prisons.

Assange had one major point to make to the court. He couldn’t say he hadn’t done anything wrong, because that would be in breach of his plea deal, but he came close to it.

‘Working as a journalist, I encouraged my source to provide information that was said to be classified in order to publish that information,’ Assange told the court when asked to explain his understanding of the charge.

‘I believed the First Amendment protected that activity. I believe the First Amendment and the Espionage Act are in contradiction.’

* * *

This plea deal had involved long and torturous negotiations. For years the US Department of Justice kept it secret that Assange had been found to have a case to answer by a US grand jury. But there was no hiding from public view in 2019 when the Metropolitan Police stormed the London’s Ecuadorian Embassy where he’d been granted political asylum and dragged him out. Assange was charged with breach of bail conditions and, curiously, a computer intrusion, a ‘holding charge’. Later, seventeen other charges under the 1917 Espionage Act were added. The United States knew that prosecution under the Espionage Act would be more tricky and they believed what amounted to a hacking charge would be easier to prosecute. Assange, on the other hand, had clearly published secret US documents but hadn’t hacked any computers.

With Joe Biden elected US president in 2020 it might have been reasonable to expect a change of tone in the pursuit of Assange. It had been Donald Trump who had resurrected Assange’s prosecution, a move that the Obama administration had stopped, fearful of the backlash if he prosecuted a journalist. Even so, many Democrats erroneously blamed WikiLeaks’ damaging disclosures of how senior Democrat Party executives tried to rig Hillary Clinton’s selection as its presidential candidate for her loss to Donald Trump in 2016, ignoring the fact that she had not been a brilliant candidate. It was only midway through Biden’s term in office, and with the election of a federal Labor government in Australia, that matters changed for the better for the Assange campaign.

But it took time.

In the early days of the Albanese government it was business as usual at Australia’s embassy in Washington. Kevin Rudd, who would play such a prominent role in Assange’s release, had yet to take over. It would be kind to say that Ambassador Arthur Sinodinos had been too busy helping Scott Morrison engineer a secret deal to acquire US nuclear submarines for Australia to help Assange, but more accurate to point out he was following Morrison’s orders to let ‘justice’ take its course.

The warning signs about how Sinodinos would behave were apparent from the moment Morrison won the 2019 federal election and appointed him to Washington. Sinodinos had only been in office a short while in 2020 when Robinson called to brief him on the Assange case. Robinson believed there was a chance he would help, because he had worked with former prime minister Howard to negotiate the release of David Hicks from Guantánamo Bay. Hicks had been arrested by the United States and held on suspicion of training in Al-Qaeda camps.

If Robinson had had access to the Australian Cabinet documents released in 2023, she might have been less hopeful that Sinodinos would play a positive role. While there was huge debate about whether Hicks could be legally held for fighting with the Taliban troops against the invading US military, Cabinet papers revealed that the Australian government had no doubt. They showed that Howard’s government regarded the detention of Hicks as ‘lawful’. Britain and a number of other countries disagreed, and their nationals were freed. It wasn’t until the United States itself investigated cases of wrongful imprisonment years later that Hicks’ conviction was overturned. Hicks had been cut adrift by the Howard government, which had handed over an Australian citizen to the United States, and went along with whatever Washington wanted.

Nearly two decades later Assange would face a similar fate. Sinodinos, Howard’s chief of staff when Hicks was fighting to clear his name, agreed to meet Robinson. Given what we now know might explain how he behaved. It was Robinson’s job as Assange’s legal representative to brief Sinodinos before he headed off to take up his ambassador’s position in Washington.

It is customary for lawyers to represent their clients in confidential briefings. At the levels of ambassador and a well-respected UK-based barrister such as Robinson, recording the conversation indicates a lack of respect and trust. Robinson said she had never experienced that kind of treatment before.

‘He recorded our whole conversation.’ She believed Sinodinos thought she might brief against him to other people. ‘I found it pretty insulting,’ Robinson said.

Sinodinos did nothing to help Robinson, who had gathered signatures from Australian political leaders, including from former foreign minister Bob Carr and former deputy prime minister Barnaby Joyce, for a letter to ask Trump to pardon Assange before he left office.

‘I asked Sinodinos to convey it to the White House and he said “No”, that it was political and he wouldn’t do it. He wouldn’t even convey a letter.’

For Julian Assange and the campaign, it was further evidence that his case was political—persecution for embarrassing the most powerful country on earth, and Australia’s closest ally.

What particularly vexed Robinson was the artifice of not only the argument that Assange had committed a crime, but that politics did not have a role to play in the decision to prosecute. It was just a matter for the US Department of Justice. What riled her most was the argument, particularly advanced by the Morrison government, that the Australian government couldn’t intervene because the law needed to run its course. (Yet the Trump administration had intervened to prosecute Assange, after the Obama administration had decided not to take action.)

‘It was just so frustrating,’ Robinson said. ‘Shouldn’t it be appropriate to intervene to stop a political prosecution that was itself the product of political interference?’

Back in Canberra with a change of government, Robinson was having better luck. She had been briefing Albanese about Assange for the previous decade, long before he became the most powerful politician in Australia. They had a good relationship. However, in the battle for public support being seen as too close to the government could also be counter-productive.

Albanese had made his position clear that ‘enough was enough’ and he wanted the case resolved. His outreach on the case started immediately after he came to power. While Robinson worked closely with Albanese behind the scenes, that did not mean that her public advocacy or work for Assange would change. Albanese and Rudd both understood that she had to keep up the pressure for a resolution—and that there would be times when she would criticise the government if she needed to. She also understood that Albanese and Rudd were having conversations she would never be privy to but trusted that they were doing what they could to get Assange home. As Robinson explained: ‘He had his job as prime minister, I had my job as counsel. Because of our roles, there were a certain amount of things I couldn’t tell him, and a certain amount of things he couldn’t tell me, but I knew we both wanted the same outcome and trusted that we were all doing what we could to get it done. When things stalled or we faced obstacles in the United States, I knew I could talk to Rudd and to the prime minister to see what could be done to keep things moving.’

There was a strategy emerging on how to run the campaign. If Robinson was the ‘good cop’, Assange’s brother Gabriel Shipton was definitely the bad cop. Gabriel put it bluntly: his role was to attack Albanese for not being tough enough on the United States. He was ‘the antagonist’ saying that Albanese ‘hasn’t got any balls’ whereas other members of the team would be ‘nice, sort of warm’ towards the prime minister.

What first ignited Gabriel’s strident activism was a visit to the United Kingdom, linking up with his father John Shipton and the late John Pilger—the Australian journalist and great friend of Assange—to visit Assange in Belmarsh. Gabriel was shocked at what he discovered. He said he had never seen Julian that way before. He was in a terrible state. Usually Gabriel found his brother to be very kind, even in the hard conditions of Belmarsh. ‘He would hold his cool and be very thoughtful.’ But when he visited Assange in 2019 his brother was ‘very intense’ and ‘shrill’; he was ‘scared’. Gabriel said Assange had been placed on ‘suicide watch’. He remembers thinking, ‘if we don’t do something, if I don’t do something, then, um, yeah, might not see him again? I literally left that day thinking that. You know, shit, he could, he could be gone. If I don’t do something then he might not make it.’

From that moment on Gabriel, Pilger and John Shipton knew that time was running out. Only a concerted campaign could save him. It was little wonder that Assange was worried and unsettled. The United States was operating a campaign of vicious vilification against him—a plan ironically first revealed by WikiLeaks when it published a secret military intelligence document. The United States had developed a plan to strike at the gravitational centre of WikiLeaks— in other words, to target Assange with a psychological operation to destabilise the group. Part of that campaign asserted that Assange was not a journalist, in an attempt to peel off the support he’d gained from his disclosures, and the journalism awards he had won as a result. At first the media resisted the obvious attacks on a journalist working with some of the world’s most prestigious newspapers, including Le Monde, the Guardian and the New York Times.

In 2012 I reported on a Four Corners story called ‘Sex, Lies and Julian Assange’ that exposed many of the falsehoods levelled against him and WikiLeaks. By 2017, after years of smears and disinformation, the tide had turned. On Four Corners former presidential candidate Hillary Clinton blamed her loss to Donald Trump the year before on Assange for publishing damaging Democrat Party internal emails (found by an FBI investigation to have been hacked by Russia). After the program went to air, the executive producer Sally Neighbour retweeted that Assange was ‘Putin’s bitch’, a tweet she later removed.

In 2018 ABC breakfast presenter Michael Rowland awarded Ecuador a ‘big gold star’ on Twitter (now X) when the country’s new pro-US administration terminated Assange’s internet access at its London embassy. Rowland criticised those, including me, who questioned his support for Ecuador’s attempts to silence ‘a fellow journalist’. His co-host Lisa Millar, who now presents the ABC TV program Muster Dogs, chimed in on X that those who called Assange a journalist were part of a small camp.

It is important to remember that Assange is a member of the journalists union; the MEAA, the UK High Court and the International Federation of Journalists describe him as a journalist and he has won multiple awards for his journalism. Yet all of this seemed to be of no account. In the following year, 2019, Four Corners reported a two-part program on Assange, ‘Hero or Villain’. It was what New York University’s Associate Professor of Journalism Jay Rosen calls ‘he said, she said journalism’, which allows outrageous and unverifiable claims to be made, provided they are rebutted. The program attempted to undermine Assange’s credibility and painted him as a malign and destructive force. The Sydney Morning Herald, which had benefited from many WikiLeaks stories, relegated the coverage of a US plan to abduct or poison Assange to page 23 of the newspaper.

Confronted with this kind of opposition, Gabriel decided to turn the clock back to the days of the travelling picture show man, the mobile cinema that went from town to town in outback Australia, screening movies. If WikiLeaks couldn’t get their story out through the media it would make its own film and go on the road to promote Assange’s case. The production drew together some of Australia’s best creative talent, telling the personal story of John Shipton and Assange’s wife Stella as they navigated the corridors of power, drumming up support for the cause. Sixty cinemas in the United States screened the film Ithaka, and it was broadcast by the national television network in Mexico, which had the added benefit of allowing millions of people living along the Mexico–US border to see the program on free to air. Ironically, in Australia, it was the ABC—the home of Four Corners—that gave the film star billing, promoting it as a behind-the-scenes view of the campaign waged by Julian Assange’s father and Julian’s wife Stella, revealing ‘the personal cost paid by Julian and the true cost of truth’.

Gabriel told me that the strategy involved creating enough space in the public domain for the politicians to move in their support for Assange. The more the Assange campaign raised public awareness, the easier it was for governments to call for Assange to be released. As the WikiLeaks team travelled the world, they pulled in some notable supporters. Brazilian president-elect Lula da Silva called for Assange to be released. In 2022 Mexico’s president Andrés Manuel López Obrador gave a letter to Joe Biden defending Assange, pointing out that he had not committed ‘any serious crime, did not cause anyone’s death ... and that arresting him would mean a permanent affront to freedom of expression’. The president of Argentina Alberto Fernández added his voice. In 2023 Stella Assange was invited to meet Pope Francis in the Vatican, evidence, she said, of the Pope’s ‘ongoing show of support for our family’s plight’.

But Washington held on. The charges against Assange still stood.

Struggling to break the impasse, in 2023 Gabriel Shipton floated the idea of gathering a delegation that crossed party lines to go to Washington to argue Assange’s case. The Greens’ defence spokesperson David Shoebridge cites Gabriel’s work as fundamental to forming the group, making what he said were ‘the core phone calls’ to draw together what he called a ‘liquoriceliquoriclie all-sorts’ coalition. First to join Shoebridge were Senator Alex Antic and the National Party’s Barnaby Joyce. Both Shoebridge and Joyce found common ground in the issue of Australia’s sovereignty and Assange’s treatment as an Australian citizen.

It’s difficult to imagine a more disparate collection of politicians united by a common cause: Joyce, the former deputy prime minister and former member of the Cabinet national security committee on the Right; Independent federal MP Andrew Wilkie, the only serving intelligence officer to blow the whistle on the fiction of Iraq’s weapons of mass destruction; David Shoebridge, the Greens’ defence spokesperson; Independent MP Monique Ryan; Greens senator Peter Whish-Wilson; and Labor MP Tony Zappia.

Bringing them together had been no easy task but Gabriel Shipton possesses an unusual combination of skills: not only is he a filmmaker and accountant, he is also extremely persuasive. The momentum was now swinging back in Assange’s favour. Polling showed the majority of Australians wanted him returned home and the charges dropped—something that the United States dismissed or didn’t consider important enough to properly brief the Secretary of State Antony Blinken about.

What happened next only helped the campaign.

It’s not usual for the secretary of state for the United States to stumble so badly. But in July 2023, on a warm winter’s day in Brisbane, Blinken did just that. Maybe it was the never-ending international flights dealing with the Ukraine–Russia war or dealing with Israel’s duplicitous prime minister Benjamin Netanyahu that had worn him down, but when Antony Blinken was asked a straightforward question about Julian Assange, he revealed just how little he’d been paying attention to the political climate in Australia. With nearly 60 per cent of the population wanting the prosecution dropped and Assange returned home, Blinken, standing alongside Australia’s Foreign Minister Penny Wong, launched into a diatribe against Assange, asserting that he had undermined US national security and put lives at risk by his disclosures. Yet again, the United States was citing arguments where the evidence pointed in the opposite direction—neither of the claims was true. Blinken rammed home the message that nothing was changing in the United States, saying, ‘just as we understand sensitivities here, it’s important that our friends understand sensitivities in the United States’. In other words: we’ll do what we want with Assange, no matter what the government of Australia wants.

It was a public slap in the face for Australia. What Blinken apparently didn’t understand at the time was just how his arrogance would play out in Australia. Instead of Assange’s supporters cowering to US demands, exactly the opposite happened: the number of Assange supporters swelled to near record levels. As Gabriel Shipton said: ‘It united us like never before.’

The timing was perfect.

In September 2023, the cross-party delegation headed for Washington. Politicians who would hardly have shared the time of day were now travelling together. Shoebridge was nervous: ‘I wasn’t sure how that would work,’ he said. It was an odd place to come together, but that’s what happened as the group met up in the queue at Los Angeles airport. They were changing planes on their way from Australia to Washington. Shoebridge began talking with senators Antic and Joyce. They disagreed on many things, but they were united in one common cause: to get Assange out of prison and back home to Australia.

They arrived late in the afternoon in Washington and after settling in at a hotel on Dupont Circle, not far from the Capitol building, they all went off to dinner. Assange, repeatedly accused of being divisive (as if that was always a bad thing) had pulled off a remarkable achievement from his tiny cell in Belmarsh Prison: he had managed to unite politicians from the extreme Left to the extreme Right. In an increasingly polarised political landscape it was a win for the overarching power of truth and justice.

The plan in Washington was straightforward, Shoebridge explained. The group would meet anyone who would meet them. It might have been expected that they would receive a warm welcome from the Australian Embassy. But, according to Gabriel, that wasn’t the case. It seemed that word hadn’t reached some in the Australian diplomatic corps in Washington that with a change of government in Australia had been a shift in policy.

Some of the staff were operating under the rules of the old Canberra regime. The message was blunt, according to Gabriel. They were told by a senior Australian diplomat who met them, ‘Our position hasn’t changed.’

Gabriel was rightly flabbergasted. He accused the diplomat of being ‘very dismissive ... just a piece of work’. At one meeting with the cross-party delegation, the embassy diplomat sat there and said, ‘Look, none of us want Julian to become a martyr.’

The comment annoyed Gabriel. ‘Become what, sorry?’, he asked. ‘None of us want Julian to be a martyr?’

Gabriel believes the diplomat was being deliberately provocative. The situation became so tense that Barnaby Joyce patted Gabriel on the back to calm him down.

Assange’s father, John Shipton, was less easy to pacify. ‘I just remember that John got very, very angry and started lecturing about how the government had changed position.’

For Gabriel it was disheartening. ‘There had been a change of government, a long struggle, all the ducks lined up, and then, the turkeys who are representing the country in Washington say, well, it’s the same old order.’

As Rudd asserted his control over all embassy activities, the mood changed. ‘They basically got us everything we wanted,’ said Gabriel, but it was still a struggle.

Media coverage was the key: the more the Assange campaign received, the more responsive the embassy became.

‘The government was supportive, but they always needed help— that’s what I really saw our role as doing—assisting the government to do the right thing,’ John Shipton said.

The team drew up a list of people they thought would be crucial. Senator Jim McGovern was near the top. He was close to Biden and had good connections with the Republicans. But McGovern wasn’t answering the phone or responding to emails. It’s not usual that the train from New York to Washington plays a role in Australian politics, but just as Gabriel was about to give up hope, it did just that. Gabriel was travelling to the US Capitol after meetings in New York. As the train clattered past the scenic countryside, Gabriel retreated to the dining car, where he could make phone calls and avoid the frowns and glares from fellow passengers who wanted to travel in silence. As he ordered a coffee, he saw someone who looked like McGovern. Gabriel noticed he was wearing a congressional pin in his lapel and took a chance it was him. It was. Gabriel fixed an appointment.

For the Assange campaign, meeting with McGovern was a big win, but they had their doubts when they entered his office on Capitol Hill. McGovern was sitting under a huge poster from Hillary Clinton’s Senate campaign. A few months earlier a meeting like that would never have happened, Gabriel told me, but it was a real sign that there was a willingness in the Democrat Party to accept that the persecution of Assange was pointless. There was a growing realisation that any journalist would have published the WikiLeaks revelations that showed connivance inside the party executive to give Clinton help to beat her opponent in the primaries, the progressive Left candidate, Senator Bernie Sanders. WikiLeaks hadn’t been responsible for Clinton’s defeat. Even so, it was hard work and McGovern was no pushover. In the middle of one of the conversations, the division bells began ringing, signifying he was needed for an important vote on the floor of the House of Representatives. As if to underscore the labyrinthine nature of the negotiations Gabriel and the others followed him along the corridors and down into the tunnels that connect many of the buildings under the Capitol, pitching the Assange case right up to the door of the chamber.

Not all conversations were as convivial. In what at first hearing appeared to be the kind of folksy homespun yarn that American politicians embrace so fondly, Joyce delivered a strong rebuke. Shoebridge recounts that Joyce told the US politicians: ‘I was the minister responsible for customs and border control. I had two dogs, Pistol and Boo, illegally brought into the country by Johnny Depp and Amber Heard, and I had all the material in front of me to prosecute. We take our border control very seriously. It’s a very serious offence.’

Their Hollywood star had committed a criminal offence in Australia, Joyce told the US politicians, but Australia had decided not to prosecute. The question was: why are you doing this to Julian Assange? We weren’t shits to you, so why are you being shits to Australia?

Shoebridge said he heard Joyce tell the story so many times he thought he was going to suffer a ‘meltdown’ if he heard it one more time.

Over at the State Department the officials sent to deal with the Australian delegation received a similar straightforward message— this time about AUKUS, Australia’s $368 billion deal with the United States and United Kingdom to buy nuclear-powered submarines. It was becoming increasingly unpopular in Australia as the population learned about the details of the deal. Shoebridge, who opposed AUKUS, told the officials that the continued prosecution of Julian Assange gave him a political weapon to use against the United States. Shoebridge says he told them that by ‘you continuing to prosecute Assange serves part of my narrow political interests’.

This whatever-it-takes strategy led the group into some extraordinary coalitions. The Left–Right divisions in Australia are one thing, but in the United States, the Right is sometimes on another planet. They met with Marjorie Taylor Greene. Known for her extreme views and conspiracy theories, she supports the fraudulent claim that the 2020 US election was stolen and denies that global warming is caused by burning fossil fuel. She has also said that the US government can control the weather. It was a measure of the desperation that many in the group felt that they agreed to meet Taylor Greene.

For Shoebridge, it was a moment of political expediency. ‘Bloody hell, if you want to know a weird moment in my career, it’s sitting in Marjorie Taylor Greene’s office, furiously agreeing on something.’ Taylor Greene had long supported Assange’s work linking up with the Left’s Alexandria Ocasio-Cortez and fourteen other members of Congress to write to President Biden, urging the United States to drop its extradition attempts against Assange and halt the prosecution immediately. The group warned that continuing the pursuit of Assange risked their country’s bilateral relationship with Australia.

‘It is the duty of journalists to seek out sources, including documentary evidence, in order to report to the public on the activities of the government,’ the letter to Biden read. ‘The United States must not pursue an unnecessary prosecution that risks criminalising common journalistic practices and thus chilling the work of the free press. We urge you to ensure that this case be brought to a close in as timely a manner as possible.’

In all this political manoeuvring, Gabriel Shipton played a pivotal role. Behind the scenes he was working the phones, but in public he maintained strong pressure on the prime minister to take stronger action to free his brother. It seems that the pressure had some effect.

Time was running out. In the following year, 2024, there would be a US presidential election and it was unlikely that Biden would risk doing a deal during the campaign. On the back of the cross-party campaign in Washington, the Albanese government started ramping up the pressure. It had a dramatic effect. In November 2023, the Department of Justice prosecutors met Assange’s legal team. The WikiLeaks lawyers—led by US lawyer Barry Pollack, with Gareth Peirce and Jennifer Robinson—began working on a possible plea deal in which Assange would plead guilty to the relatively lowly offence of mishandling classified information. The lawyers all had their roles: Peirce handled the UK legal issues, Pollack the negotiations with the US government. Robinson was Assange’s key go-between with the Australian government, trusted by Albanese and Rudd. She was also Assange’s longest serving lawyer with a forensic knowledge of and involvement in the case across all jurisdictions.

As mentioned, the US Department of Justice had originally chosen the crime of ‘computer intrusion’ as a way to settle a plea deal. It was the weakest of all the accusations made by the United States—and the basis for the public accusations about hacking. But it was the one the US prosecutors most favoured because they didn’t have to deal with all the complications that might flow from a successful prosecution of a journalist under the Espionage Act.

There had been problems with that charge. Firstly it ripped away Assange’s protection as a journalist and, just as importantly, it was not a sustainable allegation: in other words, the charge wouldn’t stick. Assange had simply helped Chelsea Manning try to hide her identity when she was legally logging into a secret US military site containing the documents she eventually passed on to WikiLeaks. Any judge would throw it out of court and there wouldn’t be a deal of any kind. The United States wanted to run on their weakest argument, which was bad for them and Assange.

Time was running out. With negotiations now focusing on the publishing of classified material, the question was: could the charge be limited to a misdemeanour rather than a felony—a crime?

Negotiations became extremely difficult. Assange’s legal team was rarely in the same place at the same time, and Assange was in Belmarsh. Word by word, they worked their way through the various drafts of an agreement, making sure that, whatever happened, Assange could not be charged with any other offences. After dozens of phone calls and cross-checking with Assange, the legal team finally reached agreement with the US prosecutors. Assange would not be charged with a felony, which would have meant he had to appear in court in the United States, but he would plead guilty to a series of misdemeanours for handling classified information. He would be able to appear by video link and settle the case without having to be in the United States.

‘The plan was, he’ll do a remote plea from the United Kingdom, get on a plane and go back to Australia,’ Robinson said. The Americans were told: ‘Let’s do a series of misdemeanours because that allows us to protect the red line. You get your guilty plea and Julian doesn’t have to go to the United States.’

After months of negotiating, the deal was done—or so the Assange team thought.

Robinson said she told Albanese, ‘We have done our job. Julian has agreed to this, we have got the agreement with the prosecutors, everybody’s on the same page. The prosecutors have recommended the deal to the Department of Justice, and [they] have recommended it to the Attorney General. We’ve done all we can do, it’s now in the DOJ machine.’

* * *

Weeks passed and nothing happened. What is now clear is that there were huge ructions inside the US Department of Justice opposed to any deal with Assange that would see him charged with anything less than a felony—a crime. A misdemeanour charge was out of the question.

In a highly unusual move, the hierarchy in the Department of Justice removed the Assange brief from the prosecutors and sent it to the deputy attorney-general for national security Lisa Monaco, whose past jobs also included overseeing counterterrorism and espionage cases for the justice department. These actions underlined what had always been the case: the Assange prosecution was not just a legal issue. Now intelligence would have a greater say in what happened as attorneys from the justice department’s national security division picked up the negotiations with Assange’s lawyers.

In Canberra, Robinson urged Albanese and the Australian attorney-general Mark Dreyfus to put added pressure on the United States. They had a deal and they should act on it. On 31 January 2024, Dreyfus made an unexpected trip to the United States. With some fanfare Dreyfus revealed he was in Washington to announce a deal that would help Australian law enforcement access material held on overseas servers. No-one asked the Australian attorneygeneral why he needed to fly all the way to Washington to do that. As important as the agreement may be for Australia’s police, a press release would have been sufficient. What can now be revealed is that Dreyfus had more urgent business: he was there at Albanese’s direction to sort out the Assange case. The photo the attorneygeneral’s department posted on Instagram showed Dreyfus shaking hands with his US counterpart Merrick Garland. Kept secret were the discussions Dreyfus had about Lisa Monaco. The Assange case had been on her desk for over a month—and nothing had moved.

Robinson and Pollack were frustrated at the delay. Robinson understood from Pollack that this was unusual—normally, if he was to negotiate a deal with prosecutors, it would then go before a judge and be done. But this case was being treated differently: it had to go up the chain in the Department of Justice to the attorney-general. Robinson said, ‘It shows again how political this case was.’

In Washington Rudd feverishly worked the phones and his contacts in Congress, the Department of Justice and the intelligence community. It was becoming increasingly important to get the matter resolved. The problem the Assange team had wasn’t just the fast-approaching US election campaign; there was also an upcoming election in the United Kingdom that would complicate matters. If there was anything that might encourage the United States to speed up its decision on Assange, it wasn’t happening in Washington, but on the other side of the Atlantic, in London. Less than a month after Dreyfus flew home to Australia, two UK High Court judges began hearing what many believed would be Assange’s final attempt to stop his extradition. A single judge had rejected his appeal against the UK Home Secretary’s decision to send him to the United States. Now two other judges would decide whether or not he had the right to appeal that decision.

The pressure was building. A week before the decision was to be handed down, Independent MP Andrew Wilkie introduced a motion in the House of Representatives calling for Assange to be returned to Australia. Albanese voted in favour, as did Labor MPs. The Opposition, led by Peter Dutton, largely voted against; there would be no backward step by the hard man of the Australian Right, who like Morrison before him, followed the lead of the United States.

On 26 March, after hearing the arguments from both the lawyers for the United States and the Assange legal team, the court’s King’s Bench Division President Dame Victoria Sharp gave its ruling. It was a dramatic win for Assange. The appeal would go ahead—unless the United States provided guarantees that Assange would not face the death penalty—and that US First Amendment rights could be invoked in his defence.

The death penalty was comparatively easy to deal with, but there were huge problems with the promise that Assange would be able to use the First Amendment to defend his journalism. In a 2020 civil case, the US Supreme Court said that ‘foreign organizations operating abroad have no First Amendment rights’. Rulings from the court in other cases have held that foreign nationals do not have the same free-speech rights as US citizens. The Justice Department was becoming extremely nervous. On 4 April, a US Justice Department lawyer in Europe sent an email warning that the United States was in danger of losing the case. ‘The urgency here has now reached a critical point,’ the Justice Department trial lawyer wrote in an email viewed by the Washington Post. ‘The case will lead to appeal and we will lose.’

On 11 April 2024, with just five days to go before the Justice Department was scheduled to give the UK High Court the assurances it needed to prevent the appeal against extradition being heard, Joe Biden ran into some unexpected questioning as he strolled along the famous White House colonnade. It was the fifth anniversary of Assange being evicted from the Ecuadorian Embassy, and Biden was asked by a reporter: ‘Do you have a response to Australia’s request that you end Julian Assange’s prosecution?’

Biden said, ‘We’re considering it.’

Had Biden misheard the question? Did he, as Kristinn Hrafnsson believes, think he’d been asked if the United States was considering ‘bringing the case to an end’ or a different proposition put to him by the reporter—dropping the prosecution altogether?

Whatever Biden did or did not mean to say, the White House was embroiled in some tricky manoeuvring. No-one in the Assange camp expected what happened next. Robinson received a phone call from Pollack, who had just spoken to the Department of Justice. The plan was as audacious as it was exotic, and it marked the beginning of the end of one of the world’s most extraordinary and important legal battles over freedom of speech and journalism. To overcome demands that Assange plead guilty to a felony but also deal with his refusal to enter the United States, the Department of Justice proposed that Assange fly to Guam and settle the case there. The location was later switched to Saipan in the Northern Mariana Islands. Given what we know now it doesn’t seem so crazy, but when Pollack told Robinson she was truly astounded. She now understood what had happened to the agreement which had been sitting on Monaco’s desk—it had been torn up.

‘He said “they want a felony and they want the Espionage Act”. And I said: “they actually want him to plead guilty to journalism? This is wild”.’

On 20 May the UK High Court decision put increased pressure on the Biden administration. The United Kingdom had accepted American assurances that Assange would not be subjected to the death penalty but had allowed his appeal to go ahead on the basis that he might not be able to use the First Amendment as a defence for publishing US secrets. It looked like the Assange team were on the home stretch. With the High Court decision in its favour, the Assange legal team could now wring out a list of concessions from the Americans, who feared that if this deal fell through, Assange could opt to go through with the appeal—an appeal he seemed likely to win.

The worldwide campaign of his thousands, if not millions, of supporters plus the election of a federal Labor government had finally brought Assange home. His legal team had negotiated a number of agreements with the United States, which meant he couldn’t be prosecuted and would not have to fear the risk of being extradited again for his activities. Significantly, the agreement said that the release of the WikiLeaks documents had not caused any harm to any individual and the US government could not identify one individual who was entitled to restitution as a result of the WikiLeaks publications. As Robinson points out: ‘Now, this comes after years and years of government statements saying that WikiLeaks put lives at risk, that people were killed because of these disclosures.’

‘The second point that’s really important, is after years of accusing him of hacking, of somehow doing something different to journalism, if you read that statement of facts by the US government, there is no reference to hacking—it is all about receiving and publishing information from a source—and that is absolutely journalistic activity.’

As the aircraft descended into Canberra airport on 26 June Robinson received a phone call from her father and another from Jeremy Corbyn, the former UK Labor Party leader. She passed the phone over to Assange. Assange also received a phone call from the person who had done more than anyone else to gain his freedom— Albanese. Assange told the prime minister: ‘You saved my life.’ It was not an exaggeration.

For all the long struggle, the case had brought some clarity to the vexed question of what journalists have the potential to do every day—publishing documents that governments claim are endangering national security. By attempting to extend their reach around the world, the United States had over-reached. It exposed a double standard of justice. American journalists might be guaranteed the protection of the First Amendment, but there would be no protection for any journalist who wasn’t a US citizen operating overseas. There was one rule for the United States, and another for everyone else. The calling out by the UK High Court of this clear case of prejudice might make US governments in the future think twice about taking on organisations like WikiLeaks. Journalists always have to contend with a US government that was prepared to break the law, and the threat to Assange’s life is evidence enough of that possibility. Unfortunately for Assange, as part of the plea agreement, he is prevented from bringing any legal action against the United States. The only way to overcome that obstacle would be if he received a pardon. If that were ever to occur, he would have a good case, particularly against the CIA and their illegal activities against him while he was holed up in London’s Ecuadorian Embassy.


INTRODUCTION [2020]

A sunny spring evening in Madrid. WikiLeaks editor-in-chief Kristinn Hrafnsson and the organisation’s Spanish lawyer Aitor Martínez meet up at a café in the palatial Reina Victoria hotel in the city centre. Three men approach their table and introduce themselves. One is a journalist, the other two are ‘computer experts’, but what they are doing on that April evening in 2019 involves neither journalism nor any particular expertise in computing. They’ve turned their hands to something far more dangerous and potentially rewarding.

On a laptop they show Hrafnsson and Martínez an extraordinary sight: video and audio recordings of the WikiLeaks founder Julian Assange inside London’s Ecuadorian Embassy where he had taken refuge in 2012, talking with his lawyers, and meeting journalists and supporters.

The three men want money for the footage and believe they can get 9 million euros. They will sell to the highest bidder and mention that a foreign TV station is interested. Although Martínez and Hrafnsson want to know why it’s worth anything to see Assange in the embassy, Hrafnsson negotiates with them and discusses the sum of 3 million euros. What the amateur extortionists—who claim to be working for freedom of expression and who support Assange— don’t know is that every word is being recorded. Both Hrafnsson and Martínez are wired for sound.

Martínez asks them, ‘If you are benefactors working for freedom of expression and for Assange’s legal battle, why do you want money?’

‘We have to put food on the table too’, replies one of the men.

Hrafnsson had been alerted that the material was on offer on Twitter. He had made contact, but he’d also tipped off the Spanish police. Several officers from the Kidnapping and Extortion department are nearby recording every word of the conversation. The deal has hardly been clinched when the police pounce. The audio recordings and surveillance footage, covertly shot by Hrafnsson as he sat at the table, are enough to arrest two of the men.

It could be reasonably argued that uncovering the espionage operation against Assange might have tipped the scales of justice in his favour. The only charge Assange faced in the United Kingdom at the time was the relatively minor offence of skipping bail when he entered the Ecuadorian Embassy. Sex allegations against him by two Swedish women had long been dropped. But on 11 April 2019, within hours of Hrafnsson calling a press conference in London to reveal the covert operation at the Ecuadorian Embassy, the Metropolitan Police stormed in and dragged Assange out. Exposing the internal surveillance had seemingly forced the British Government’s hand.

* * *

For the seven years that Julian Assange lived there, the Ecuadorian Embassy, just around the corner from Harrods the luxury department store in Knightsbridge, was publicly recognised as one of the most surveilled places in the world from the outside. In the early days, shortly after Assange sought political asylum in 2012, the security was obvious. Dozens of police surrounded the ornate Queen Anne style red brick building in a show of force.

As the months passed, the number of uniformed police dwindled, but in their place arose a more insidious threat. Across the road from the embassy high resolution cameras peered down on every person who entered the building.

When I first visited Assange at the embassy in November 2013 I was stopped at the door by a uniformed officer from the Metropolitan Police who demanded my name. I told him he had no right to ask and he went no further. It was an act of mild intimidation.

Inside, as we sat down to talk in the booklined conference room, Assange opened the window. Along with a fresh breeze the noise of trucks delivering goods to Harrods entered the narrow room, making it harder for us to be overheard. During another meeting, although the window remained closed, Assange turned on a machine that created ‘white noise’ to make the job of eavesdropping that much harder. He had every reason to be concerned about his conversations being overheard. Just a few months earlier a bugging device had been discovered under the desk in the ambassador’s office in the next room. Exactly who planted it there is still a mystery, but suspicion fell on everyone from the US Central Intelligence Agency (CIA) to the UK’s domestic spies at MI5 to renegade Ecuadorian intelligence officers opposed to the then Ecuadorian president Rafael Correa who had granted Assange asylum. Just who was spying on whom at the embassy became what former CIA counterintelligence chief James Jesus Angleton famously described as ‘a wilderness of mirrors’.

Without taking into account what other countries were up to, the British Government itself was spending £4 million a year on watching the embassy. British security agencies photographed and identified everyone who entered the embassy. Assange estimated that employed thirty people a day.

The embassy already had its own security and surveillance operations in place. They were run by a little-known company based in the Spanish town of Jerez de la Frontera. Twelve kilometres inland from the Atlantic Coast, close to the Cádiz mountains, Jerez de la Frontera is better known for its fortified wine than spying. But not far from the ancient city centre, former Spanish naval officer David Morales had managed to build a successful business, Undercover Global (UC Global), specialising in security and surveillance. In 2015 Ecuador signed a contract with Morales to protect its London embassy. What we now know is that sometime later, according to documents filed in a Spanish court, UC Global began working as a double agent, around January 2017. The material the company gathered wasn’t only being collected for the Ecuadorian Government; secret access to the UC Global server had been given to others, with the explicit instruction from Morales that the Ecuadorian Government was not to be told about this special arrangement.

Morales boasted repeatedly to his staff in emails that ‘I have gone to the dark side’ and that ‘those in control are the American friends’. Morales spoke of ‘US intelligence’ and believed ‘the North American will get us a lot of contracts around the world.’ Questioning the euphemistic references to ‘Americans’, one employee demanded to know exactly who they were working for. According to a court statement, Morales replied: ‘la inteligencia de los Estados Unidos’ (United States intelligence).

Whatever the truth of that, material from surveillance of the Ecuadorian Embassy certainly ended up with the US Government. Detailed evidence pieced together during research for this book unmasks at least some of the secret recipients of Assange’s private conversations. As we shall see in the final chapter, the trail goes all the way to the US State Department and a Trump family advisor.

UC Global’s spying activities might have remained secret but for that clumsy attempt to extort 3 million euros from WikiLeaks. It was bad luck for Morales. The extortionists had nothing to do with his company, but their greed exposed what he had been up to. When the Spanish police raided Morales’ home, they found 20 000 euros and guns with their serial numbers filed off. Morales was charged with privacy violations, illegal possession of guns and money laundering. At the company headquarters police seized computers, mobile phones and thousands of records. As they sifted through the material, details of UC Global’s secrets began spilling out.

* * *

At first UC Global recorded just the vision from cameras monitoring the embassy, consistent with their contract to provide security and to prevent break-ins. But in December 2017 the company installed microphones. They also started paying closer attention to visitors’ telephones, photographing them when they were left at the front desk, and logging each phone’s IMEI (International Mobile Equipment Identity)—its unique identifying number.

Whoever had access to this material knew who had visited Assange, and could track their conversations while they were in the embassy and after the visitor left. The phone became a mobile tracking device which revealed where its owner lived, worked and travelled. Its microphone could be turned on at will and conversations recorded, even while the phone was not in use. Most importantly, according to the documents, Assange’s conversations with his legal team were being recorded. Assange’s barrister, the Australian human rights lawyer Geoffrey Robertson QC, can be seen in the surveillance footage entering the embassy and walking into the room with Assange. My name was logged in the UC Global records. Morales also instructed that special attention be given to recording the conversations between Assange and another of his lawyers, Australian Jennifer Robinson. The significance of this level of intrusion is a clear breach of lawyer–client confidentiality and could render the US charges against Assange invalid. It forms the basis of one of the charges against Morales that he violated the law relating to confidential discussions between a lawyer and client. Morales has told prosecutors he was merely working for the Ecuadorian Government.

Yet Assange knew nothing about the information being assembled against him. All he knew was that the United States had empanelled a grand jury—the US system of gathering information and compelling witnesses to attend in secret—to investigate him and WikiLeaks. It’s a dark joke among US lawyers that a grand jury is so easy to persuade it would indict a ham sandwich. Any prosecution would take place in the Alexandria courthouse in the Eastern District of Virginia, where most national security cases are heard. The chances of a successful defence for anyone brought before this court is remote. It has a very high percentage of successful prosecutions, possibly because its juries are selected from a community where 85 percent of the population work in national security—the CIA, the NSA, the Defense Department or the State Department. The fortresslike courthouse, where the United States would prosecute Assange under the Espionage Act 1917, is just eight kilometres south of the Pentagon.

It would have seemed impossible only a few years ago for a journalist, who had committed no crime in the United States, and who was not a US citizen, to be charged under a law which alleged the journalist was working as a spy, when there was no evidence they had passed the information on to anyone but the general public. The far-reaching consequences of a successful prosecution are there for all to see: US President Donald Trump, who had labelled the media the ‘Enemy of the American People’ would try to use his country’s extradition treaties to silence any journalist anywhere in the world who exposed American wrongdoing. In Assange’s case it meant the possibility of life in prison, a maximum sentence of 175 years.

As the grand jury gathered its evidence, Morales was on one of his regular visits to the United States. Who he was meeting is not known, but his internet provider (IP) address on emails he sent his staff places him in the vicinity of the Alexandria courthouse, and not far from the Pentagon. Morales was so concerned about anyone knowing where he was that he demanded his staff be careful about disclosing his whereabouts—‘especially my trips to the US’—and to be very careful about the information they ‘send over’.

Morales’ emails also give an insight into one of the most intriguing media stories about supposed Russian involvement with WikiLeaks and how the investigating journalists got it so wrong. On 22 November 2018, in what appears to be an attempt to crosscheck information received from an inquiry from outside UC Global, Morales asked his employees whether they had any records of visits to the embassy in 2013, 2015 and 2016 by Paul Manafort, Donald Trump’s election campaign manager.

Just five days after the Morales email, on 27 November 2018 the Guardian splashed a sensational story that Assange had met Manafort at the Ecuadorian Embassy. The years that the Guardian story quoted when the meetings were supposed to have taken place matched exactly the dates in Morales’ email: ‘2013, 2015 and 2016.’ What is problematic for the veracity of the Guardian story is that if Manafort had visited the embassy his name would have been recorded in the list kept by embassy staff (as mine was). Even according to the Guardian report, there was no record of Manafort ever being at the embassy. It’s inconceivable that he would have been able to enter unnoticed. There would have been at least one photograph or video of such a recognisable person as Manafort at the highly surveilled building.

Perhaps unsurprisingly, the Guardian ‘exclusive’ remained just that—a story only the Guardian had: not one other news outlet in the entire world managed to corroborate the report. Curiously the original Guardian print edition report of the Manafort story carried three bylines: Luke Harding, a reporter who had written extensively on WikiLeaks; Dan Collyns, a freelance reporter based in South America; and a third person, whose name mysteriously disappeared from the online report once the veracity of the story was questioned.

The person whose name vanished, Fernando Villavicencio, has been closely linked to right-wing groups in Ecuador that were funded by the United States. Villavicencio, a former union representative in the oil industry, made a name for himself writing articles in Ecuador’s media—particularly about WikiLeaks. Luke Harding, as well as sharing a byline for the Manafort story, also cited Villavicencio as a source for an earlier Guardian report which boasted it had access to the UC Global embassy surveillance tapes. The Guardian clearly had second thoughts about the story, as it changed some of the wording of the original report on Manafort, and altered the headline from ‘Manafort Held Secret Talks with Assange in Embassy’ to a qualified claim that ‘Manafort Held Secret Talks with Assange in Ecuadorian Embassy, Sources Say.’ There has been no clarification from the Guardian about why the story was so wrong. As WikiLeaks editor-in-chief Kristinn Hrafnsson said: the Guardian had been duped by ‘relying on information from a CIA operation’.

Harding’s report undermines the Guardian’s remarkable record as a newspaper which holds the powerful to account. If Harding were misled, he would not have been the first reporter to have suffered that indignity, but the editors who allowed him to publish a story that lacked evidence or corroboration for its assertion should be held to account. For such an important story, fiddling with the headline and some of the wording does not let Harding or the Guardian off the hook. Harding’s journalism has a history of sailing close to the wind. Private Eye awarded him Plagiarist of the Year in 2007 for quoting material without attribution, and his book Collusion—detailing Russian attempts to influence the 2016 US presidential election— might have topped the New York Times bestseller list but it was not as accurate as its title suggested.

The investigation by FBI director Robert Mueller suggested Trump might have a case to answer for obstruction of justice but he couldn’t find what Harding said he had discovered—collu- sion—between Russia and the Trump 2016 presidential campaign. The Harding story played a key part in the attack on WikiLeaks. If Assange was linked to Russia it would make the espionage element of the charges he faced much easier to prosecute—stripping away his defence that he was working as a journalist and was thus covered by the free speech protection of the US Constitution’s First Amendment. If Manafort had met Assange the only missing link was Russian involvement. Without the Manafort connection the collusion was far more difficult to prove.

Assange was under assault from both sides of US politics. Trump wanted him prosecuted but didn’t want the prosecution linked to Russia. The Democrats were convinced Russia was involved and also wanted Assange prosecuted for very clear reasons.

* * *

In 2016 WikiLeaks had released a tranche of emails that revealed that the Democratic National Convention (DNC) executive had briefed Hillary Clinton about the strategy of her rival, Senator Bernie Sanders, before they debated each other in the race to become the party’s presidential candidate. That the emails were true and the story was accurate did not stop the attack on Assange. The media accused him of being a Russian stooge.

By 2017, with Robert Mueller and his FBI team digging deep into a possible conspiracy between Russia and the White House, Trump was desperate to keep the Russians out of the frame. As extraordinary as it might seem, as we shall see, there were even attempts at deals with the US Department of Justice through back channels which might have seen Assange help the CIA tighten up its lax security. In exchange, Assange would have been free to leave the embassy. The fact that they came to nothing seemed more like an attempt to weaken Assange’s resolve than to reach any genuine settlement.

The US actions fit a tight narrative that can be turned on or off at will. It has seen Assange vilified by an often compliant media—part of a US psychological and disinformation operation that involves in part planting false stories. The strategy was first outlined back in 2008, two years after Assange set up WikiLeaks. A top secret report marked NoFor (No Foreigners)—not to be shared with anyone other than US officials, not even the US’s Five Eyes intelligence partners, the United Kingdom, Canada, New Zealand and Australia—suggested that the best way to destroy WikiLeaks, which it identified as a threat to the US military, was to undermine its credibility. Wikileaks.org used ‘trust as a center of gravity’ according to the report produced by the US military National Counterintelligence and Security Center. And the best way to destroy that trust was ‘the identification, exposure, or termination of employment of or legal actions against current or former insiders, leakers, or whistle-blowers [which] could damage or destroy this center of gravity’.

The ‘insider’ most likely to affect this ‘center of gravity’ at WikiLeaks was, of course, Assange.

* * *

The pursuit of Assange plumbed unimaginable depths of pettiness. I witnessed some of those events. In late May 2014, Australia House, the iconic Edwardian building that houses the nation’s diplomatic mission in London, was unusually busy. There hadn’t been so much activity since a film crew used its ornate marble entrance hall as the backdrop for a Harry Potter movie. Now the building had a newly installed high commissioner, Alexander Downer, who had inherited a more upmarket event: a festival showcasing Australia’s literary talents to the world. Downer would be mixing with Australia’s literary giants; Tim Winton and the late Clive James were but two of the stars scheduled to attend.

For Downer, who had been Australia’s foreign minister, the appointment at the end of a long career in politics was, to be blunt, expected. His father had been high commissioner (there’s even a room named after him) and now it was his turn—a plum posting for loyal support of the Liberal Party.

Downer had argued viciously for the invasion of Iraq and was a loyal supporter of the 2003 US–UK led coalition. He had taunted his opponents: yes, there were definitely weapons of mass destruction, he asserted, and if you didn’t agree with the invasion you supported a dictator. Hardly politically sophisticated, but it gained him huge support among the party’s right. In recognition of what a right-wing political warrior Downer was, Australia’s prime minister, Tony Abbott, broke tradition and shifted the incumbent high commissioner—a Labor appointment—out of London eighteen months before his term ended to make way for Downer.

Downer showed little interest in hosting the literary event that Australia was co-hosting with New Zealand. As Australian author Tim Winton spoke eloquently about his home state of Western Australia, casting a dark shadow over the work of mining companies there, Downer sat in the front row, conspicuously texting. What Winton had to say would not impress the new Australian prime minister. Abbott’s politics were far to the right of any previous Australian prime minister. His nationalist, Anglocentric, Christian, climate-change denying political positioning was several years ahead of Trump. Like Downer, Abbott was also an ardent monarchist. The late Clive James tapped into the mood when he walked on stage wearing khaki, suggesting the colour was in recognition of the changing political direction of the government ‘back home’. The age of any kind of enlightenment was over. The literary event only occurred once more and then it was axed. There would be no more celebrating openness and free expression while Downer was high commissioner in London. Australia was entering a dark period.

Assange had accepted an offer to appear via Skype at the conference. Several weeks earlier I had been approached to chat about the original edition of this book. As the most significant publisher to come out of Australia since Rupert Murdoch, the conference was keen to add Assange’s name to the list of luminaries. The Australian newspaper, one of the event’s sponsors, even carried a report just a few days earlier saying how it was hoping to persuade Assange to appear.

But at the last minute the conference organisers said they’d changed their minds. They had no room for Assange. I was told that the New Zealand High Commissioner Sir Lockwood Smith, a career politician from the right-wing National Party, had directly intervened, threatening to withdraw funding for the conference, effectively killing it, if Assange appeared. Sir Lockwood did not appreciate the work of WikiLeaks. Its US diplomatic cables released four years earlier in 2010 had caught him out, worrying about how successful the New Zealand economy had been under Labour.

Downer would not have stood in the way of removing Assange. He later revealed just how close he was to the United States and in particular the Clintons.

In May 2016 Downer met with one of Donald Trump’s foreign affairs advisors, George Papadopoulos, at a wine bar in London. Despite the location, the tipple of choice was gin. Downer describes the meeting as a casual affair, but Papadopoulos should have been on his guard, for Downer arrived not alone but with the Australian High Commission’s political officer, Erika Thompson, who was described as being in a relationship with the Israeli Embassy’s political officer. The title ‘political officer’ is often used as cover for intelligence officers working overseas. Towards the end of the evening Papadopoulos apparently told Downer he had learned that the Russians had dirt on Hillary Clinton, which could help Trump win the election. Within a few hours of the meeting Downer fulfilled his diplomatic duty and sent a cable to Canberra revealing details of the conversation. But it is what he did six days later, after WikiLeaks released the damning Hillary Clinton emails, that casts Downer in the role of an informer for US intelligence.

According to the Wall Street Journal Downer passed the information directly to the US Embassy in London. He even admits as much when he is quoted as saying, ‘I had a conversation with this guy [Papadopoulos], I passed on one element of the convo [conversation] to the Americans.’

The Australian prime minister at the time, Malcolm Turnbull, said Downer had ‘no authority from Canberra’ to pass on that information directly to the United States. But Downer, it appeared, went unpunished, and the FBI was given permission by Turnbull to interview him. Deputy FBI director Andrew McCabe characterised Downer’s statement to the US Embassy as a ‘tipping point’ in the July 2016 decision to open an investigation into whether Russia was meddling in the 2016 US presidential election campaign.

Clinton’s supporters blame the release of the emails by WikiLeaks for Clinton’s election loss without asking the question: why did Clinton need such significant levels of support using underhand tactics, if she was such an outstanding candidate? Journalists too often point to the release of the emails as a reason to attack Assange without asking themselves how they would have handled the emails. Would they have not published them because they might help Trump? In the best press tradition of publishing without fear or favour the WikiLeaks editor-in-chief Hraffnsson told the National Press Club in Canberra in December 2019 that he would have resigned if Assange had decided not to publish the Clinton emails.

* * *

Hraffnsson exhibited a principle which often escapes those in high office. Labor’s former foreign minister Bob Carr openly boasted he had lied when he said, ‘No Australian has received more consular support in a comparative period than Mr Assange.’ Carr’s comments were only slightly less combative than Prime Minister Scott Morrison’s public response in 2019 to calls for Assange to be returned to Australia: ‘Assange’, he said, should ‘face the music’.

The Australian Government’s response to Assange’s treatment was in marked contrast to the way it has responded to the plight of others in legal trouble in foreign countries. Assange, it appeared, was being dealt with differently because he exposed the truth about the killing of innocent civilians and the callous and potentially criminal nature of the US-led war in Iraq. If he had been a drug runner, historical precedent indicates he would have received full diplomatic, and even legal, support from the Australian Government.

In 2015 the Sydney Morning Herald’s Mark Kenny reported that Prime Minister Tony Abbott had been criticised for perceived overreach when he invoked a billion dollar aid payment to Indonesia as he tried to save convicted drug smugglers Andrew Chan and Myuran Sukumaran from the firing squad.

In 1986 Prime Minister Bob Hawke intervened in the case of two Australians, Kevin Barlow and Brian Chambers, who were facing the death penalty in Malaysia for smuggling drugs. His appeal went to the top of the Malaysian Government, but the two men were hanged. In 2005 Schapelle Corby, an Australian citizen, was convicted of importing 4.5 kilos of cannabis through Bali’s Denpasar Airport. She was found guilty and sentenced to twenty years’ prison. After the sentence, Prime Minister John Howard immediately called a press conference to offer his ‘sympathy’ to Corby and her family and announce that the government would provide two QCs to assist with a legal appeal.

Editorials deplored the ‘barbaric’ Indonesian prison system and radio shock jock Malcolm T Elliott called the judges and President Susilo Bambang Yudhoyono ‘monkeys’. Elliott and broadcaster Alan Jones were appalled that the Corby trial was not conducted in English.

In 2017 Australian filmmaker James Ricketson flew a drone over an Opposition rally in the Cambodian capital of Phnom Penh to gather vision for a documentary. It was not a particularly unusual thing to do for a filmmaker, but Cambodia’s authoritarian leader, Hun Sen, facing elections in the following months, was nervous and his government had already begun closing newspapers and social media sites. Ricketson, whose documentaries featured the lives of ordinary Cambodians, including their grinding poverty, was arrested and convicted of ‘espionage and collecting harmful information that could affect national defence’. He was sentenced to six years’ jail. And there he would have remained but for the efforts of then Prime Minister Malcolm Turnbull who lobbied Hun Sen for Ricketson’s release. Exactly what transpired when the two men met in Sydney at the ASEAN meeting in March 2018 is not known but Ricketson certainly received more than the normal consular support that the Department of Foreign Affairs says it provides any of its citizens when they are in trouble. The argument that the Australian Government cannot intervene in the legal proceedings of another country is highly questionable. The evidence suggests in the Ricketson case that the deal was done in March, before the trial even started. Shortly after his trial and conviction in August, Ricketson was given a pardon by Hun Sen and freed.

There is a pattern emerging regarding how the Australian Government deals with Australians in trouble overseas. There is one rule if our citizens are in trouble in Asia, where Australia believes it can throw its weight around, and another rule with the United States, where the power balance is inverted.

As in the Assange case, the United States wields its power to impose its rules on the rest of the world. And whereas other countries, particularly the United Kingdom, did fight back when its citizens were sent to face a US tribunal after 9/11, Australia did just the opposite. Mamdouh Habib, an Australian citizen, was picked up by the United States in Pakistan, transferred to Egypt and then taken to Guantánamo Bay, where he was held for more than a year, and tortured. The Australian Government dismissed Habib’s torture claims, even after the infamous Abu Ghraib photographs and evidence revealed exactly what he—and the Red Cross—had described: pictures of hooded inmates and dogs terrorising near-naked men. Then Attorney General Philip Ruddock said he had every faith in the United States to abide by the laws of the Geneva Convention. In the case of David Hicks, it was a similar story. Hicks was forced to sign a confession that he had helped terrorists, which allowed him to return home to Australia. The US courts recognised it was a fake confession and ruled so. There was no recognition from the Australian Government that Hicks had been illegally imprisoned, tortured and forced to make a false confession for his freedom.

Fifteen years later the response by the Australian Government to the way Assange was being treated was the continuation of a well-worn path of complicity, allowing the United States to exercise its authority over Australian citizens anywhere in the world.

Yet there was a cross-party support for Assange seldom seen in Australia among politicians, uniting the ex-intelligence officer and now Independent MP Andrew Willkie with the libertarian right’s George Christensen, MP.

* * *

That Assange was being treated differently from any other prisoner in a western democratic country was unquestionably the case. There was a sneering disregard for Assange, particularly from members of the British establishment, as his searing intellect has continually challenged the attitudes of the entitled. Shortly after being dragged from asylum in the Ecuadorian Embassy, Assange, still clutching a copy of Gore Vidal’s History of the National Security State, appeared before District Court Judge Michael Snow charged with breaching his bail conditions. Assange’s lawyers argued he had no choice but to seek asylum because he wouldn’t have received a fair trial. Assange had only uttered a few words before Judge Snow erupted in fury and denounced him as a ‘narcissist’. It’s important to understand that the unjudicial ‘narcissist’ slapdown occurred after Assange’s lawyers had criticised Snow’s immediate superior, the chief magistrate, the judge in charge of all magistrates courts, Lady Emma Arbuthnot, at an earlier hearing.

In 2018 Assange’s lawyers had hoped they could persuade Judge Arbuthnot that Assange had suffered enough, and since Sweden had dropped its prosecution plans the charge against him for skipping bail should not be enforced: seven years in the Ecuadorian Embassy was surely sufficient punishment. There had also been a damning report released by the United Nations Special Rapporteur on Torture and Arbitrary Detention in 2015. A top panel of jurists found that Assange had no choice but to seek asylum and had thus been deprived of his liberty because of the way the Swedish and UK judicial services had acted in his case. The British Government, which had championed the UN Special Rapporteur’s findings in other cases (such as Burma’s Aung San Suu Kyi) when it suited its political agenda, appealed the decision. Although the British Government lost the appeal, they refused to grant Assange his freedom. The then Home Secretary dismissed the UN panel as a lay group who were not legally qualified, even though this was demonstrably not the case. The lawyers in the working group took their legal duties so seriously that an Australian expert in international law recused herself because her nationality produced what she believed to be a conflict of interest. The decision stood in stark contrast to that taken by Judge Arbuthnot.

It’s difficult to know what was going through Judge Arbuthnot’s mind when she wrote her reasoning for denying the revoking of Assange’s arrest warrant for skipping bail. It was a lengthy deliberation that displayed a wilful ignorance of what had happened to Assange.

She said Assange should have gone to Sweden ‘after he had exhausted the appeals process in this country’. Yet Assange had wanted to take his case to the European Court of Human Rights, something that was denied him when the UK’s Crown Prosecution Service— which represented the Swedish prosecutors—shifted his extradition date forward, thus preventing Assange from lodging an application to have his case heard. Judge Arbuthnot made the staggering claim that ‘he would not have been rendered to the US by this country, nor by Sweden.’ How she knew this is a mystery. On the question of Assange’s confinement and its effect on his health, she suggests he could get some fresh air using the embassy balcony onto the street. This of course did not make sense. Assange’s life was in danger. That is why he had sought political asylum in the Ecuadorian Embassy. Becoming a sitting target might have been what those who wanted Assange dead recommended but not anyone with a reasonable judicial perspective. Perhaps in allowing her to take the case, the Home Office believed they were certain to get the result they wanted. However, her reasoning and findings were so lacking in rigour that they simply drew attention to why she might have brought down such a comprehensively biased finding.

In case UK judges might get muddled in their thinking about what it means to be compromised, the Home Office has published a handy booklet titled appropriately Guide to Judicial Conduct. It pointed out in clear prose:


Judicial independence is a cornerstone of our system of government in a democratic society and a safeguard of the freedom and rights of the citizen under the rule of law. The judiciary must be seen to be independent of the legislative and executive arms of government both as individuals and as a whole.



Perhaps more pointedly for Chief Magistrate Arbuthnot, it added:


Where a close member of a judge’s family is politically active, the judge needs to bear in mind the possibility that, in some proceedings, that political activity might raise concerns about the judge’s own impartiality and detachment from the political process and should act accordingly.

Judges should bear in mind that the principle of judicial independence extends well beyond the traditional separation of powers and requires that a judge be, and be seen to be, independent of all sources of power or influence in society, including the media and commercial interests.



It could not have escaped her legal mind that Judge Arbuthnot should not have been anywhere near the case of Julian Assange. She was deeply compromised on a number of levels. Firstly, her husband, Baron Arbuthnot of Edrom, an ex-Conservative Defence Minister, is a member of the House of Lords. He was also a paid consultant to a security company part-owned by the former head of MI6, Sir John Scarlett, who helped produce the ‘dodgy’ dossier used to justify the invasion of Iraq. This posed a direct conflict with the work of WikiLeaks exposing mass killings and the cover-up of civilian deaths, estimated to be 200 000 by the Iraq Body Count organisation. Lord Arbuthnot is a deeply entrenched member of the military establishment. Between 2005 and 2014 he was chair of the Defence Select Committee, the body overseeing the Ministry of Defence and Britain’s armed forces. He is currently co-chair of the UK advisory board for defence manufacturer Thales and is an advisory board member of the Royal United Services Institute for Defence and Security Studies. So why was Judge Arbuthnot appointed to this case? As chief magistrate she would normally preside over terrorism and complex national security cases, but not if she was so clearly compromised.

* * *

As we sat chatting in the Ecuadorian Embassy, the white noise machine shssshing quietly in the background, masking some of the conversation but not the video of the secret cameras, I asked Assange about the philosophy which underpinned his resilience to the increasingly bellicose threats from the political establishment. The then US vice-presidential aspirant Sarah Palin had called for him to be hunted down like Al-Qaeda leader Osama Bin Laden; others were calling for his execution. The then Secretary of State Hillary Clinton apparently asked if it was possible to drone him, in other words kill him with a drone strike. WikiLeaks had released 2 million classified or sensitive documents, including the famous Collateral Murder video, which showed US helicopter gunships gunning down unarmed civilians, including two Reuters news staff; Cablegate, which revealed the tens of thousands of dead in Iraq; and the Afghan War logs, which exposed US assassination squads and their killing of innocent civilians. Despite the anger from the United States, none of the WikiLeaks revelations had resulted in a single death. How do we know? The Pentagon investigated precisely this issue during the prosecution in 2013 of US Army intelligence officer Bradley Manning who leaked the documents to WikiLeaks. And the answer? Not one single death.

Much has been erroneously asserted about Assange having a callous disregard for others, but the WikiLeaks acts of revealing the truth without violence by publishing these documents is consistent with Assange’s philosophy. During one of the three occasions I met Assange at the embassy he talked about where he saw himself on the political spectrum. He does not link himself to any particular political philosophy but is close to a kind of libertarianism which has its roots in the US West Coast. ‘Part of this philosophy is one of non-violence’, he says. But of course people have a right to defend themselves. It’s a philosophy in which, Assange points out, any ‘person has the right to be left alone.’ Significantly for a campaigning journalist who has exposed so much of the secret workings of the militaries around the world, he emphasises the ‘avoidance of becoming involved in foreign wars’, a central plank of West Coast libertarianism.

‘The military might be necessary to prevent another group taking over your country’, he says. ‘You have to put up with the State, whether you like it or not’, but people needed to assess how much personal power they would accede to these authorities. Assange describes himself as a ‘romantic realist’.

The intertwining of national security laws and judicial oversight by those briefed on the inner workings of the intelligence community might be an unavoidable part of the modern nation State, but it creates huge difficulties in the transparent, open and independent exercise of justice. Assange was caught in the middle ground, arguing for openness for the public and accountability of the powerful, a place where his libertarian-leaning philosophy best placed him. Not the greatest place to be in a system that pays lip service to your freedom but in reality wants to throw you in jail. Judge Arbuthnot’s comments reveal just how successful the smearing of Assange has been, or what the UN Special Rapporteur on Torture Nils Melzer described in 2019 as ‘overwhelming and clear’ evidence that ‘Mr. Assange has been deliberately exposed, for a period of several years, to progressively severe forms of cruel, inhuman or degrading treatment or punishment, the cumulative effects of which can only be described as psychological torture.’

Melzer, who visited Assange in London’s Belmarsh prison accompanied by an independent team of doctors, said he condemned ‘in the strongest terms, the deliberate, concerted and sustained nature of the abuse inflicted on Mr. Assange and seriously deplore the consistent failure of all involved governments to take measures for the protection of his most fundamental human rights and dignity ... by displaying an attitude of complacency at best, and of complicity at worst, these governments have created an atmosphere of impunity encouraging Mr. Assange’s uninhibited vilification and abuse.’

Melzer sent official letters to the four governments involved— the United Kingdom, Sweden, the United States and Australia—to urge them to refrain from further disseminating, instigating or tolerating statements or other activities prejudicial to Assange’s human rights and dignity and to take measures to provide him with appropriate redress and rehabilitation for past harm. He further appealed to the British Government not to extradite Assange to the United States or to any other State failing to provide reliable guarantees against his onward transfer to the United States. He also reminded the United Kingdom of its obligation to ensure Assange’s unimpeded access to legal counsel, documentation and adequate preparation commensurate with the complexity of the pending proceedings.

‘In 20 years of work with victims of war, violence and political persecution I have never seen a group of democratic States ganging up to deliberately isolate, demonise and abuse a single individual for such a long time and with so little regard for human dignity and the rule of law,’ Melzer said. ‘The collective persecution of Julian Assange must end here and now!’

* * *

Assange’s situation raised numerous moral, legal and ethical questions. No one has been held to account for the lies and deceptions which led to the destruction of a flourishing country on the pretext it had weapons of mass destruction. Not the US president George W Bush. Not the British prime minister Tony Blair. Not the Australian prime minister John Howard. Only those who revealed evidence of criminal acts have been held to account. Bradley Manning, who provided the Cablegate documents and the Afghan and Iraq War logs was sentenced to thirty-five years in prison. President Obama commuted the sentence so he was released after serving seven years. But Manning, who legally changed her name to Chelsea in 2014, was back in detention on 8 March 2019 for refusing to give evidence to the grand jury investigating Assange. If Assange did not die in Belmarsh and was extradited to the United States, he faced the probability of a multiple life sentence.

As problematic as that was to any reasonable person who doesn’t find comfort in cynical acceptance of US hegemony and authoritarianism, Assange’s prosecution reached even deeper into the definition of who we are as human beings with concern for the suffering of others.

The question is: how did the United Kingdom, the United States of America and Assange’s home country, Australia, manage to enforce this dictate of overwhelming power and the destruction of the open democratic values which at least domestically they hold up as an example to the rest of the world?

They appeared to be operating out of fear. Not the fear that public disclosure would endanger national security, but that the State would lose its firm grip on power to control the flow of information about its sometimes criminal activities. The emergence of WikiLeaks marked the first time the propaganda machine used by governments to sway public opinion and counter opposition to war had come under real and sustainable threat. It had taken Daniel Ellsberg a year to find anyone interested in the contents of the Pentagon Papers and Seymour Hersh’s My Lai revelations were rejected by two news organisations before he found a publisher.

WikiLeaks changed the power relationship. Leakers knew they could expose crimes to an organisation that would not buckle. WikiLeaks would work with other mainstream media outlets, but the threat was always there that if no one else was interested, WikiLeaks could go it alone and publish directly on the internet. Governments could be challenged in real time to explain their actions, before they had time for a counterattack. For Assange the issue of public accountability was the driving force of his new endeavour created in a terrace house near the University of Melbourne in 2006.

Shining a light on opaque processes and illuminating evidence of immoral, corrupt or criminal behaviour was why WikiLeaks was so dangerous to the rich and powerful. It has managed to harness the power of encrypted digital communications, which protected its sources, with the values of conventional journalism.

The WikiLeaks website is a repository of millions of pages of information, much of it highly classified, but not all. It is free, easily searchable with a user-friendly indexing system and open to everyone—journalists, academics and the general public. WikiLeaks provides a cold hard view for anyone who is interested in how power is exercised and, in particular, how politics is practised. Assange’s idea was founded on the notion that the public had the right to make its own judgement. They should be able to view the original documents, wherever possible, and decide whether the journalist was accurately reporting the essence of their source material. Everyone would be able to access the news report under Assange’s original WikiLeaks system, adding their own analysis and polishing the story. It would democratise journalism and break the cosy relationship between the media and government. Many investigative journalists produced often brilliant exposés of wrongdoing, but just as many towed the line, cosying up to governments and waiting for the official ‘drop’. And if they discovered anything that might upset the government they would check with it first before publishing the material. It gave the government time to cover its tracks or work out a cover story— or simply spin a lie. It was WikiLeaks which fired the equivalent of a missile into that cosy relationship between journalism and the government—in particular its military.

The internet was an area rich for exploitation if only organisations such as WikiLeaks could be tamed, or even destroyed. And the US Government and its military had plans for both. They would slowly emerge as the powerful forces of authoritarian politics which first drew Assange deeper into its clutches in the London winter of 2010.

* * *

The first snow arrived early in London, dusting Westminster with a white blanket. On the morning of 7 December, the sun had broken through grey cloud cover, making life a little more bearable for those who had begun queuing in the street since well before dawn.

Outside the drab, 1970s City of Westminster Magistrates Court the first television crews were setting up behind steel barricades, separated from the passersby who were already hurrying to work. Back home that night, viewers around the world would be entertained and intrigued by the goings-on that would take place there later in the day. A couple of centuries ago, not far from where the courts now stand in Horseferry Road, there were public floggings to keep the crowds amused. Now they gawped at a new kind of entertainment: 24-hour news, and its bottomless appetite for sensation and celebrity.

In Julian Assange they had both. His WikiLeaks organisation had stunned the world with its sensational exposés of leaked material, culminating in ‘Cablegate’—thousands of classified diplomatic dispatches from US embassies around the world that gave an extraordinary insight into American foreign policy: from spying on the UN to how Arab nations wanted Washington to bomb Iran. It was the biggest single leak in history.

In the furore that followed there were calls for Assange to be hunted down and even assassinated; in the United States, Vice President Joe Biden had called him a ‘high-tech terrorist’. Adding to the clamour, Assange was wanted in Sweden to answer allegations of ‘suspected rape and sexual molestation’ by two women—resulting in an Interpol arrest warrant for him to be extradited to answer the accusations.

Earlier that morning, Assange’s lawyers had phoned to say that he would be handing himself in, at North London’s Kentish Town Police Station, an event somewhat quaintly known as ‘arrest by appointment’. It was close to the journalists’ Frontline Club, where Assange had stayed in Paddington. The club name might suggest it’s only for foreign correspondents but its well-stocked bar and convivial atmosphere attract a wide range of members. It says much about the powers of investigative journalism that, despite Assange’s appearance at the club to announce one of WikiLeaks’ biggest secret document drops, no one thought to look for him there when he was supposedly ‘in hiding’.

Understandably concerned about his safety, WikiLeaks had played games with the media, putting out false stories about his where-abouts. One newspaper reported he might be in Abu Dhabi; his media assistant’s mobile said she was out of the country. By 9.25 a.m. that same day the games were over and Julian Assange was on his way to a less glamorous location to fight attempts by Sweden to extradite him on the sex allegations.

Though clearly eager to defend himself against the sexual allegations, they weren’t Assange and his legal team’s principal concern. He was more worried about possible extradition from Sweden to the United States, where the Obama administration was investigating the possibility of prosecuting him for espionage. In raising the likelihood that, charged with spying, Assange could face the death penalty in the United States, his lawyers were pushing his case to the limits.

The journey to court took Assange on a tour past some of WikiLeaks’ most powerful targets, down Whitehall and past Downing Street, once home of former British Prime Minister Tony Blair, who was forced to defend the disclosure that his government had promised to protect US interests during an inquiry into the Iraq war. On the opposite side of the road stood the massive Ministry of Defence headquarters, with its buff, off-white exterior.

Assange had posted the Ministry of Defence’s Manual for Security on the WikiLeaks site. It put journalists in the same category as foreign intelligence services, criminals, terrorist groups and disaffected staff when it came to posing threats to the security of the country. In his present predicament it was hardly a comforting thought. Further south came the imperial neoclassical splendour of Thames House, the home of Britain’s counterintelligence organisation MI5. Assange had given them a diplomatic headache by upsetting Britain’s oldest ally, the United States, and exposing deception in its prosecution of the Iraq war. He’d revealed the grim truth about America’s invasion of Iraq, exposing potential war crimes, the torturing of Iraqi prisoners and revealing the true number of civilian casualities Washington had so carefully kept from the public. As the MI5 building disappeared in the rear window, the car turned into the court’s underground car park. The seven and a half kilometre journey had taken just nineteen minutes. For the next five hours, Assange sat in the bowels of the building in one of the twenty-nine ‘holding cells’ used for male prisoners about to appear before the court.

At a little after 2 p.m., following a hectic morning dealing with Tube fare-dodgers and traffic infringements, the court was ready for Julian Assange. The man in the neatly pressed dark suit and off-white shirt looked strangely out of place. His pasty face, synonymous with his challenge to authority, had made him one of the most recognisable people in the world. Yet here he was, as far from the freedoms he claimed for others as it was possible to get. In an area looking more like a terrorist’s top security pen than a court, Assange stood confined behind the reinforced transparent bars of a small cage in the far corner of the room, whispering through the gaps to talk to his lawyer.

The maximum number of journalists allowed in the court is twenty-five. By the time Julian Assange entered nearly fifty had shoehorned themselves in. Like rival football crowds, the journalists had separated themselves: the reserved dowdy British on one side, the comparatively excitable blond Swedes a good distance away. They’d sparred outside in the corridor about the various rights and wrongs of the Swedish case—neither side letting the facts get in the way of a good argument. The French sat in the middle, clearly delighted by the story of politics, power and sex unfolding in the courtroom.

Assange’s legal representative Mark Stephens, in a grey pinstriped suit and dark patterned tie, listened intently as Judge Howard Riddle began Assange’s bail hearing for an extradition case not scheduled to start until February 2011. Stephens is known in the trade as a media lawyer. It is not a kind description. There were questions about whether he was wearing more make-up than his sharp-minded and telegenic offsider, Jennifer Robinson, an Australian lawyer who made up for what Stephens lacked in finesse. Behind them sat the supporters, including a solicitor and a high-ranking academic. John Pilger, the Australian journalist whose exposés of government wrongdoing are legendary, listened intently, having earlier given the judge the benefit of his legal assessment. Pilger who, like Assange’s other high-profile supporters offered £20 000 (AUD$31 600) bail, told Judge Riddle in a cadence normally reserved for well-rehearsed TV pieces to camera: ‘These charges against him in Sweden are absurd and were judged absurd by a senior Swedish prosecutor.’ This was true, but another prosecutor had found that there was a case to answer—which was why Interpol had issued a warrant for his arrest.

Julian Assange, the once obscure Australian computer hacker, had become—through design or default—the biggest cause célèbre of the decade.

So who was this extraordinary individual who now threatened the political and military establishment of the world’s most powerful nation? He had no fixed address, often dressed himself in worn-out, second-hand clothes, and travelled the world economy class with just a backpack and a computer. Like a beggar from the Buddhist philosophy he apparently once embraced, Assange repeatedly relied on the WikiLeaks community for sustenance. He developed the unusual habit of turning up at friends’ places unannounced and staying for sometimes days on end. ‘He’d just come out of nowhere and flop for a few days ... then he’d be gone’, according to one acquaintance. He’d been known to eat discarded takeaway food, fast going cold, with the question: ‘Has everyone finished with this?’ On any particular night he would stay with friends who he said loved and cared for him.

He marshalled hundreds of people around the world to work for WikiLeaks for free—supporting the organisation and its banks of secret computer servers that hosted some of the most sensitive, highly classified information in the world. And he’d done it very quickly. It would be wrong to think that WikiLeaks has been an overnight sensation—it has been a long time in the making. But it is also true that in just four years, WikiLeaks had produced an impressive strike record. At the start, however, its releases had been revelatory, rather than revolutionary.

In its short history, WikiLeaks had attracted serious attention and admiration, in particular from one of the world’s most celebrated whistleblowers, Daniel Ellsberg. It was Ellsberg whose dump of classified material in the early 1970s, known as the Pentagon Papers, revealed how repeated US administrations had lied about their conduct of the Vietnam War. Ellsberg had paid a high price for being so outspoken—he was the first person in the US ever to be prosecuted for leaking to the media. And, he points out, the first person to be accused of espionage for ‘revealing information to the American public’.

Ellsberg was called The Most Dangerous Man in America by President Nixon’s national security advisor, Henry Kissinger. Now Ellsberg, an articulate and energetic seventy-nine years old, was passing on the baton to Assange—and going one step further. He agreed that Assange was a ‘good candidate for being the most dangerous man in the world’ and he should be ‘quite proud of that’. He also had some advice for Assange. He was ‘not safe physically wherever he is’.

Ellsberg knew first-hand how unsafe it is to make enemies in high places in Washington. At the height of the Pentagon Papers drama, the Nixon White House sent a CIA-sanctioned hit squad to ‘permanently incapacitate’ him. There were reports that the Pentagon had drawn together a group of operatives to track Assange down, using the vast array of America’s intelligence-gathering and surveillance machinery in an attempt to trap him.

Assange’s WikiLeaks’ message was simple yet unsettling for his political opponents, and particularly for those who saw his WikiLeaks website as anti-American. The enigmatic Assange strongly believed in the US Constitution’s First Amendment that enshrined freedom of speech. ‘We are, if you like, enforcing the First Amendment around the world,’ he said. The Most Dangerous Man in the World would be campaigning on a platform of free speech for all—a noble, but dangerous course. But then Assange has seldom shied away from danger. His two biggest qualities are ‘He stands up for what he believes in’ and, as one of his friends confided, ‘He enjoys taking risks’.

The problem, in Assange’s view, was the veil of secrecy surrounding government: ‘The citizenry have a right to scrutinise the state.’ But the question of what to publish and what not to publish would be an issue that would return time and again to haunt WikiLeaks as it fought to define itself in the unchartered waters of whistleblowing in cyberspace and journalism.

Much of the debate would settle around WikiLeaks’ legitimacy as a media organisation deserving the same privileges as any other, including newspapers, in the way it operates with respect to leaked material and the protection of sources. It’s a grey and slippery area for newcomers.

The way WikiLeaks arrived on the world stage in early 2010 proved it was no ordinary media organisation. It posted a leaked video of a US military helicopter killing unarmed civilians in a Baghdad street and provocatively called it ‘Collateral Murder’. When we tracked Assange down in Melbourne for an interview for ABC TV’s Foreign Correspondent program, he was keen to lay out his views about the old media, much of which he described as ‘stillborn’—in other words, dead. He wanted to build a more open relationship with the public where they too, not just the journalists, could see the raw data and make their own decisions.

The gunship video, showing US troops killing unarmed civilians, had been part of that, but the title ‘Collateral Murder’ drew fierce criticism that WikiLeaks had a hidden agenda. Assange was making steadfast enemies, particularly in the US military. He seemed well aware of that, and moved around and slept in a different house almost every night.

Seven months later he wasn’t hiding out anymore, but living in a friend’s English country mansion in Norfolk—confined and under surveillance and curfew as part of his bail conditions while he waited for the Swedish extradition hearings to start. As we sat eating quiche and drinking tea in the kitchen of the rambling manor, the editorin-chief of WikiLeaks had the air of an exiled country squire. A few hours earlier, outside the local police station Assange attended as part of his bail conditions, he had been asked whether he thought his life would ever return to normal. ‘I hope not,’ he replied. Julian Assange wasn’t embracing the trappings of wealthy living, but relishing the difference he believed he had already made to the world and to journalism.

It was shaping up to be an extraordinary struggle that would determine the parameters of freedom of speech in the years and decades to come.


1

FATAL ATTRACTION

Magnetic Island, off the north-east Queensland coast, is about as far away from Melbourne as you can get without leaving the country. Named by Captain Cook, who believed the island distorted his ship’s compass readings, it now has another kind of attraction: it’s where people go to retire, as well as a popular destination for holiday-makers looking to escape the blistering heat of Australia’s summers. It also attracts artists and travellers who revel in its beauty and tranquillity.

It was to Magnetic Island that Christine Assange, an artist, made her way in 1971. She’d just given birth to her son Julian at the local hospital in Townsville back on the mainland. Known as the capital of northern Queensland, it is in fact a big country town. Its biggest claim to fame is that for many years it was home to Australian golfing legend, Greg Norman. As Christine made her way on to the ferry wharf, she must have wondered what life had in store for her and her newborn boy. There was no husband in tow. The two of them were on their own.

As a nonconformist Christine was used to coping by herself. She’d had a tempestuous relationship with her father, and has been described as ‘very strong-willed’. At one time in an act of defiance she burned her school books—which, considering she was the daughter of a college principal, was clearly designed to have maximum impact.

By all accounts Christine’s father, Warren Hawkins, was a strict disciplinarian at the college and was probably not much different with his family. He is remembered by one person who worked with him as a ‘staunch traditionalist’. In the early 1970s, when she was seventeen, Christine ran away from home, having bought a motorcycle and a tent with the profits she made from selling her paintings. In Sydney, she joined a thriving counterculture community where she fell in love with a ‘rebellious young man’ she met at an anti-Vietnam War demonstration. His name was John Shipton. But the relationship didn’t last long and a few months later she was heading back north, pregnant and single. Shipton would re-enter Julian Assange’s life much later as a supporter.

Now as the ferry turned north-east and headed out into the sevenkilometre channel that separates Magnetic Island from mainland Australia, Christine prepared for their first night on the idyllic island. She’d managed to rent a cottage for $12 a week at Picnic Point, on the island’s southern shore, just metres from the water.

Not much has changed along the palm-lined bay where Julian spent his first few months. It’s like a time capsule of a bygone era of Australia: quiet, open roads and quarter-acre blocks. It’s always been this way. Such is the pace of life on Magnetic Island that it’s still a matter of heated debate there whether or not Christine Assange shot a taipan snake as it nestled on Julian’s bed.

Even in his first months of life, Christine saw there was something special about Julian. She would hang intricately woven scarves across his pram so he could look at them, and Christine says he was fascinated by the patterns—he seemed to be unpicking them in his brain. Not far from where Julian and his mother lived, it’s possible to gain a glimpse into their past, in the visitor book of the local cultural centre and museum. Christine left a note in there in a firm, elegant hand. She wrote that she lived ‘in a bikini’ and was ‘going native with my baby and other mums on the island’.

Luckily, their nearby house had been built to withstand the massive tropical storms that intermittently hammer the coastline of northern Queensland. On Christmas Eve 1971, Cyclone Althea roared in from the Pacific, producing winds in excess of 200 kilometres an hour. The house survived the battering, which damaged or demolished 90 percent of other homes on the island.

Five years later, Christine and her young son returned to Magnetic Island with someone she describes as a ‘new husband’ of three years, Brett Assange—a fellow artist. Together they had travelled around Australia with Christine’s puppetry company, spending much of their time ‘in Lismore and the Adelaide Hills’. Julian attended many schools—thirty-seven he says. His mother says that although he’s super smart, he does get muddled at times—the number of schools was in fact thirteen. At one point they rented a house on an abandoned pineapple farm in Horseshoe Bay at the northern end of Magnetic Island, where they had to ‘slash [their] way to the front door with a machete.’

For the rebellious Christine, Julian’s upbringing was consistent with her view that formal education could instil an unhealthy respect for authority. Julian seemed to thrive. For a boy his age he showed an extraordinary interest in mathematics and even philosophy— remarkable for an eight-year-old. He devoured dozens of books on the subjects. One of his distant relatives in Lismore is quoted as saying, apparently without a sense of the obvious: ‘He was a geeky, smart kid.’ Even at such a young age Julian gave an early indication of what lay ahead for him. His stepfather, Brett Assange, remembers, ‘He always stood up for the underdog’. He had a very good sense of equality and equity and was ‘very angry about people ganging up on other people’.

Julian Assange says he was happy with the peripatetic life. ‘We were travelling and touring around many different places, so this was quite a rich environment.’ He particularly enjoyed the country: ‘I was living like a Tom Sawyer.’ He built his own raft, ‘had other boys steal it and reclaim it’. He also had his own horse. ‘I have no complaints at all about this part of my childhood,’ he told me.

The principal of the Lismore school Assange attended said he is not surprised that Julian Assange was a former pupil. ‘We try to develop free thinkers and people of independent thought here and Julian would be the ultimate example of that,’ he said.

In 1979, Christine and Brett Assange separated. She moved to Lismore and met up with a musician, Keith Hamilton. They had a son, but by 1982 the relationship had broken down.

Christine became involved in a ferocious custody battle and fled to her old haunt, Magnetic Island, with her two boys. Seeking safe sanctuary in Picnic Bay, she rented an apartment on The Esplanade overlooking the flat, sandy beach and remarkably clear azure sea. But the sanctuary didn’t last long.

Julian says he remembers ‘having to move very suddenly’ to avoid detection by Hamilton. For the next five years, Christine and her two sons played a tormented game of hide and seek across Australia. The old days of moving around the countryside began again, but this journey had a very different flavour from the earlier happy-go-lucky odyssey. Just who Keith Hamilton was is still not clear. Julian says he understood during their days in hiding that he was the son of a notorious cult leader, Anne Hamilton-Byrne.

* * *

Anne Hamilton-Byrne led a secretive sect that called itself The Family, or The Great White Brotherhood. At one time she had twenty-eight children. Some of them were hers but most had been adopted, a number of them through false papers. From what has been learned about the sect it would be safe to say that what it did was as close to evil as it’s possible to be.

Hamilton-Byrne was certainly delusional. Not content with being the ‘reincarnation of Jesus Christ’ she suggested she was related to French aristocracy. Her elegant clothes and long flowing hair meant she may have looked the part but, like a great deal of her life, it was built on fantasy.

Anne Hamilton-Byrne was in fact Evelyn Edwards, one of seven children born to a railway engine cleaner in Sale, Victoria. It appears her family had a history of mental illness. Her mother was known for setting fire to her hair and talking to the dead. Other relatives were institutionalised and her aunt suffered from psychiatric problems, too.

In the 1960s Anne Hamilton-Byrne developed an interest in Hatha Yoga, and for a while she taught it in Melbourne. By all accounts the business worked well. Exactly how she started The Family isn’t clear, but like many sects this one had a benign beginning. Its first meetings were held on a property near Ferntree Gully west of Melbourne, owned by the then head of Queen’s College at Melbourne University, Dr Raynor Johnson.

Perhaps Johnson chose the area to settle because it reminded him of his north of England birthplace. Ferntree Gully, with its European-style gardens, is famous for its lack of native vegetation. At between 400 and 500 metres above sea level, it is also one of the wettest suburbs of Melbourne. However, the house had one major benefit— its remoteness from prying eyes.

After retiring from Melbourne University, Johnson began giving lectures to discuss the problems of human spirituality. How he got the crowds in is difficult to imagine, with lectures called ‘The Macrocosm and the Microcosm’, but he did. It was said Dr Johnson’s goal was to ‘understand the meaning of life’ and that ‘he was always ready to help others in their quest’. These lectures are possibly where Hamilton-Byrne got to hear about him, or it might have been because Hamilton-Byrne’s second husband worked for Johnson as a gardener. According to one of Hamilton-Byrne’s ‘children’, she apparently turned up on Johnson’s doorstep one Sunday and soon after, the Family was born.

Its recruits came from a broad section of the community: lawyers, teachers, nurses and doctors swelled the ranks. A particularly strong recruiting ground turned out to be Newhaven private psychiatric hospital in the Melbourne suburb of Kew. The owner was a member of the cult and Anne Hamilton-Byrne was given a place on the board. Patients, often at their most vulnerable, were given experimental treatment as they struggled with their psychiatric illnesses. The treatment included heavy doses of LSD—a drug much favoured by Hamilton-Byrne. The hospital proved to be a highly successful recruitment for the Family.

Hamilton-Byrne bought land next door, naming it after the Johnson’s property Sentiniken Park—Hindu for ‘Peaceful Abode’. She also splashed out a sizeable sum of money for a home on the shores of Lake Eildon. The drive there, along winding roads and through kilometres of rocky and forested countryside, takes about three and a half hours. But every year thousands of holidaymakers believe it’s worth the trip, as they head out of Melbourne eager to enjoy the camping grounds and the fresh mountain air. Set in acres of wooded bushland the house would have made a perfect holiday retreat. But the double-storey, wood-panelled home with panoramic views of the lake would instead be used for hiding children, and much worse.

In Hamilton-Byrne’s mind they were a happy family. The children were dressed alike and had their hair dyed blonde, reinforcing the impression that they were all related. As Victorian police officer Lex De Man (who later investigated the sect) told the Australian Sixty Minutes program: ‘Bleached blonde hair, singing like the Von Trapp family, living out Anne’s fantasy of—in her thoughts, I’m sure—it was something like an Aryan race. Horrific.’

As holiday-makers just a few hundred metres away enjoyed life on the lake, there was no joy for the children. Instead, they were subjected to sadistic attacks. For wetting their beds they were beaten unmercifully with a collection of instruments—pieces of wood with nails and canes specially designed to cut the skin. Sometimes the children were hit in front of the others as a warning. In her book Unseen, Unheard, Unknown (the sect’s motto) Sarah Hamilton- Byrne, taken from her mother at birth, says: ‘We watched them trying to stifle their sobs, trying to be brave. And then, almost inevitably, we watched them break down, howling and screaming for mercy.’ For failing to do a menial task, or for too much weight gain, they were starved; forced to ‘miss’ several meals at a time. A word out of place could mean being sent outside to sleep on the ground in sometimes freezing temperatures.

Yet what the children feared most was something that many cultures celebrate—puberty. They knew that they would be subjected to horrific experiments. Locked in a dark room they were forced to take LSD while Hamilton-Byrne and psychiatrists or doctors who were members of the sect looked on. There they humiliated the children as they struggled to deal with the effects of the hallucinogenic drug, which Anne Hamilton-Byrne said would ‘cleanse their spirit’.

Sometimes Hamilton-Byrne targeted ‘special qualities’ which she called ‘blocks’ to enlightenment. The children were supposed to ‘look at’ these and ‘work on’ them while under the influence of the drug. The effect was terrifying for a fourteen-year-old. Sarah remembers examining her hands in the dimness of the room. ‘They were shining and then the skin seemed to writhe and crawl off my hands like it had become maggots feeding on a corpse.’ Through this drug-induced haze, ‘Anne appeared God-like’ and even ‘said she was Jesus Christ’.

In her twisted logic, Hamilton-Byrne told them the discipline would make them into better human beings. Instead it turned them into tragic and terrified individuals fearful of the world—and psychologically damaged. Only in the past few years have some of the children, now adults, managed to speak about what happened. Little wonder it’s taken them so much time. When they went to the police all those years ago no one believed their stories. They were returned to the Eildon Lake house, and severely beaten. In 1987 police raided the house, but by then Hamilton-Byrne and her husband had fled. For the next six years they stayed one step ahead of the law as agencies from Australia, the United States and Great Britain tried to track them down. Eventually they were arrested by the FBI, hiding out in a Midwest American town, traced after making phone calls to Australia. Extradited to Melbourne they were charged with conspiracy to defraud, perjury and falsely registering the births of unrelated children as their own triplets. The Hamilton-Byrnes pleaded guilty to the lesser charges and were fined a paltry $5000. They were never charged with child abuse, according to Lex De Man, because the victims were ‘so damaged they would never have been able to withstand cross-examination in the witness box’.

The Assange family escaped the devastating impact of The Family. Assange said neither he, nor his mother or half-brother, had ever been involved in the cult. Christine said she could not be completely sure Hamilton was a member of The Family, but he behaved very oddly at times, dyed his hair blond and bore a striking resemblance to Anne Hamilton-Byrne before ‘she had her face lift’. Keith Hamilton had also used the surname Meynel—the same name as Hamilton- Byrne’s supposed favourite poet, Alice Meynel. For Christine, that was more than enough evidence.

During the period they hid, Assange said he was told Hamilton used several different identities. They were forced to change their hiding place, sometimes very suddenly. He says he believed The Family had a large network of people and they ‘always managed to find out where we were’. But the Assange family managed to stay ahead in the chase.

One of many houses Christine rented while they were on the run happened to be across the road from an electronics shop. At just eleven years old, Assange was already showing extraordinary mathematical capabilities. He would go to the shop and write programs on its Commodore 64. One of the first mass-produced computers, the Commodore 64 was the model T Ford of its day. He sharpened his skills, unravelling well-known programs and discovering how they were written. Encouraging her son’s extraordinary capabilities, Christine bought the computer for him. The price of nearly $600 might not be much in today’s money, but back then it was several weeks’ wages. Such was the cost of this computer that Christine had to move the family to cheaper accommodation to pay for it. It was a sacrifice that would have far-reaching effects, something they never could have envisaged as the single mother and her two boys continued their nomadic existence.

Assange had an intellect that set him apart from most children. He gave an insight into that life on his blog IQ.org (an eclectic collection of political musings and aphorisms), citing findings that ‘children with IQs up to 150 get along in the ordinary course of school life quite well, achieving excellent marks without serious effort’. But children who rose above an IQ of 170 were liable to regard school with indifference or with positive dislike. Assange had an IQ ‘in excess of 170’ according to a friend. Christine said she understood very well the problems Julian faced as a child with a ‘high level of genius’. He got easily bored and when he suffered from an illness similar to glandular fever she took the opportunity of taking him out of school. For eighteen months he was home-schooled by specialist teachers. His academic life took off. By the time he returned to school he had taught himself machine code—a computer programming language.

Over the next few years after high school Assange became more closely drawn to the subterranean culture spawned by the dawn of the computer age. It allowed him to interact with the outside world, without having to personally engage with those he contacted. It was reminiscent of his high school days where Assange’s bookishness earned him the title ‘The Prof’ among his contemporaries. He said he liked learning ‘and telling people what I learnt’ so The Prof was ‘a kind of natural label to use’. Assange wrote of himself and a teenage friend: ‘We were bright sensitive kids who didn’t fit into the dominant subculture and fiercely castigated those who did as irredeemable boneheads.’

In 1987 Assange added the equivalent of mag wheels and a hotted-up engine to his computer. A modem transformed it from a machine that mainly played games to a supercharged device that could link directly to other computers. The World Wide Web, and the Internet didn’t exist then—but computer networks and telecom systems were already connected in a little known subterranean system. And Assange desperately wanted to find the key that would let him in. By the age of sixteen, Julian, his mother and half-brother were living on the outskirts of Melbourne. The town of Emerald, forty kilometres south-east of Melbourne, was a perfect place for an artist like Christine. Famed for its steam train, Puffing Billy, which carries thousands of tourists on a gentle journey along the twisting tracks from Emerald, over picturesque bridges spanning idyllic valleys to Belgrave, it is also home to a vibrant theatre community.

While Christine continued her artistic work, Julian would head to his room—and his computer. He had teamed up with two other teenagers just as obsessed by the exciting new world of computerisation, and more importantly, with hacking. They sent simple messages to each other’s computers and talked about expanding their knowledge. Back then hackers were seen as oddities in society, certainly not the major threat they are today. Not wanting the world to mistake them for wimpy nerds they would call themselves The International Subversives.

Though they didn’t realise it at the time, Melbourne would provide just what The International Subversives needed. It wasn’t just, as Assange half-jokingly pointed out to me, ‘The weather and the beaches were bad and that’s what kept people indoors’. There were other more serious reasons. Melbourne is seen as the intellectual capital of Australia, as well as the centre of a collectivist culture and politically active community. But there was something else far more prosaic that made this group of Australians among world leaders in the art of computer hacking.

Back in those days, high-speed cables and wireless were still twenty years away. The hackers connected to each other in the same way Graham Bell did when he made his first phone call, by a pair of copper wires. What set Australia apart from many other nations was the fact that local phone calls were cheap. And better than that, the price was fixed. For just a few cents you could have the connection between several computers open for days on end. It didn’t matter if they were in different cities or even different states—the cost would still be the price of a local call.

As Assange points out, people using computers in other countries were ‘paying [for] every second’. In Australia, the cheap local calls provided the perfect environment for The International Subversives ‘to develop their skills and training without paying for it’.

They didn’t just talk to each other; they picked the brains of the best and brightest to help them better understand the fast-developing electronic world around them. They used what were known as BBS—bulletin boards to post messages for anyone to read. The BBS was likened to a community information board outside the local town hall, where passersby could read what was posted, or add their own comments.

For the group, the title ‘International’ caused its biggest challenge. It’s relatively easy to be a local subversive, but if they were going to be true to their name they would have to make it overseas—which effectively meant in the United States. Assange remembers: ‘Back then there was no Internet. [It] was just in an embryonic pre-Internet stage. There was Internet in the United States but [it was] not connected to Australia.’

First they had to find a way to add a considerable amount of grunt to their still somewhat puny computer systems. The easiest way to get more power back then was to piggyback on another computer. There were a couple of easy options: one was just down the road— the Royal Melbourne Institute of Technology (RMIT). An imposing institution, it had been among the first to embrace the beginnings of computerisation. Students were given their own accounts and access codes, which enabled them to hack into the RMIT mainframe. The International Subversives didn’t do any damage, they just wandered around to see what was there. But then they started using their RMIT accounts to attack other institutions.

Four hundred kilometres north of Melbourne, Canberra is home to the Australian National University (ANU). Set amid sprawling grounds, it was established to provide Australia’s federal administration and government with a local intellectual hub to draw on. As a university heavily driven by research, it demanded and got some of the best computers at the dawn of the Internet age that could crunch numbers and information faster than anything else on earth. Naturally enough, Assange and the International Subversives were keen on getting inside, and not just to look around.

In Melbourne the Australian Federal Police (AFP) had been tipped off about the activities of The International Subversives. They had no idea who they were but they knew what these hackers were after. They wanted processing power to further their ability of getting into other computer systems. And that is exactly what the ANU computer could give them. Ken Day understood the problem only too well. He’d been commissioned to set up the Australian Federal Police Computer Crime Investigation Unit. Under-resourced at the start, he’d resorted to using superseded computers that a local bank had destined for the rubbish tip. ‘We just had to make do with what we could get our hands on,’ he says. ‘Computer crime back then wasn’t seen as being sexy or worth spending money on.’

When Assange and the others broke into the ANU computer system, their elation at having cracked the code must have been tempered by the discovery that, despite its lack of resources, the AFP was on their tail. As Day put it: ‘We were watching them watching us.’ Assange was now nineteen years old and had moved out of home to live with his girlfriend. They soon had a son, Daniel, but Assange still found time for The International Subversives. The group started a magazine under the same name, which was solely distributed to contributors.

* * *

The Lonsdale Telephone Exchange in the centre of Melbourne, with its black marbled façade, is an eye-catching building. In the late 1980s it was a gateway to other telephone exchanges and organisations linked to super computers around the world. One of the hackers who knew Assange describes breaking into the network as being like a shipwrecked man washed ashore on a Tahitian island populated by 11 000 virgins just ripe for the picking. But first they had to do it. And, of course, not get caught. They were motivated by the desire to gain knowledge and prove themselves against the best systems in the world. But The International Subversives were also bound by a code of ethics: nothing was to be altered in any of the data they saw and everything had to be put back exactly the way they found it. The International Subversives called it ethical hacking.

In the underground world of hackers everyone has a nom de guerre. Assange called himself Mendax. The New Yorker claims Assange took the name from the Roman poet Horace’s ‘splendide mendax’, or ‘nobly untruthful’. But it’s just as likely he named himself after the 1920s Australian science-fiction writer Erle Cox’s Major Mendax, an eccentric inventor. Mendax experimented with ‘matter transmission’, ‘invisibility’ and ‘extracting gold from seawater’—an alchemy that might have delighted the teenage Assange. For Major Mendax the experiments never quite worked out. For Julian Assange it was just the opposite.

Just how Mendax broke into the Lonsdale Exchange is covered in the book Underground by Suelette Dreyfus and its co-author and researcher, Julian Assange, published in 1997. It required a lot of guile and intelligence, as well as a huge amount of nerve. When Assange, thinly disguised as ‘Mendax’, tried to dial in to the Exchange on a phone line with his computer, the Exchange at first refused to accept his connection. Assange was confronted by a blank screen. He tried again, but still no response. After several minutes he made it to the next stage, but he was unable to log in. To trick it, he entered the command ‘log out’. The Lonsdale Exchange failed to accept his command. ‘Not logged in,’ it said. So Assange deduced: ‘I have to type in log in, not log on.’ He was right. In he went.

It asked for a username and password. Again Assange’s deductive reasoning gave him a head start over the computer he was trying to outwit. Assange knew that Telecom was dealing with the giant Canadian telecommunications provider Nortel. It stood to reason that their technicians would have to have access—and the username and password would have to be straightforward and easy to remember.

Nortel?

Nortel.

He was in.

The problem was that the telephone switch had a strange language, and without an interpreter Assange was like a man in a foreign bar trying to order a complicated cocktail. Drefyus tells us what happened next:


[Assange] wanted something innocuous, which wouldn’t screw up the 1000 lines permanently. It was almost 7 a.m. and he needed to wrap things up before Telecom employees began coming into work. ‘RING’ seemed harmless enough. He typed the command in. Nothing happened. Then a few full stops began to slowly spread across his screen: ...‘RUNG’.



The system had just rung all 1000 numbers at the same time. One thousand phones ringing all at once. Assange decided he’d had enough. He’d got in to the Exchange and in to its mainframe computer. He unplugged the computer and relaxed.

But it wasn’t long before Julian Assange and another member of The International Subversives were back. Once in, they headed straight for Nortel. Inside there were more than 11 000 computers all linked to each other around the world. The computer system had been heavily firewalled against Internet intrusion, but inside there was virtually no security. By coming in the ‘back door’ via a Telecom phone line, The International Subversives were free to roam around one of the biggest and most powerful networks in the world. And that’s exactly what they did, from the Nortel site in Melbourne’s St Kilda Road, to the company’s headquarters in Toronto.

As the AFP team tried to keep track, Day knew how significant the break-ins were becoming: ‘They were into the core systems, the heart of our comms, and so if you ever wanted to pick a pivotal place where we’re vulnerable, back then that was it.’

What Nortel gave the Melbourne hackers was the key to the world they didn’t particularly like. The late 1980s was a time when the two Superpowers—the USSR and the United States—faced off in a game of nuclear high noon. Every Easter millions of people around the world marched in the streets to demonstrate their opposition to nuclear weapons. Melbourne always guaranteed a big turnout. The hackers were developing another way of demonstrating their opposition; as Assange told me, it was an ‘extremely educational experience that you were able to do a little bit about the things that were pissing you off’.

Using a program written by Assange, they hacked into dozens of top-secret US military installations through Nortel, including the US Air Force, the aerospace company Lockheed Martin, the US Naval Undersea Warfare Engineering Station, and TRW Redondo Beach California, the top satellite communications organisation where Christopher Boyce had worked. He was jailed for selling classified documents to the Soviet Union and claimed he had seen evidence of CIA covert operations against the Whitlam Labor Government in the 1970s.

But what seemed to drive the hackers most was the fear of nuclear war, and they wanted to get their message across. While living on the outskirts of Melbourne, Assange vividly recalls the siren from the local fire brigade sounding like ‘the start of World War Three’. In his sleep he would ‘be dreaming that everything was going, going to be ash’.

Assange managed to make his way deep inside the computer system of the Los Alamos nuclear research site in the US state of New Mexico—one of the most highly secure places on earth— without being detected, again through Nortel. He says they were moving through the installation ‘at high speed’, which he describes as being like ‘trophy hunting’; the fact it gave you bragging rights was important. He dismisses that he did anything dangerous by breaking in because the computers were ‘air gapped’, which means the ones that were linked to very sensitive nuclear operations could not be accessed from the outside. ‘We were not blind fools on the keyboard.’ He claimed that they were bound by ‘ethical codes and ethical standards’, ideologies they pushed strongly in the Melbourne hacker community—the most important thing was to do no harm.

As they trawled through the most secret and sensitive sites in the US, what amazed Assange was the discovery of ‘a backdoor’ to the US military national security coordination centre—an area that is supposed to keep US computer systems and installations secure. ‘We had total control,’ he says. He could scroll through the list of reports about ‘a suspected break-in’ from anywhere, ‘a US base in Greece or any country’. All the attacks ‘would be reported back to this machine’. What Assange found most disturbing was that the ‘US military had its own computer hackers’ who were using the national coordination centre for ‘target practice’. Assange believed hackers should be anarchists, not working for the military.

What happened in October 1989 would be an act of anarchy that was hard to beat. It gave the US a fright and it thumped home hard an anti-nuclear message with a distinctly Australian flavour.

* * *

The weather at the Kennedy Space Center in Florida had been unsettled for some days, with squalling rain and high winds. Still smarting from the destruction of the Challenger mission a few years earlier with the loss of all on board, NASA didn’t want a repeat performance when it launched its Galileo probe. There had been several delays, but now the weather was clear. As hundreds of NASA staff across the United States turned up for work and turned on their computers, all was not well. Instead of the normal screen saver with the NASA logo, a rude sign popped up across their terminals: Your Computer Has Been Wanked.

The US workers apparently had no idea what the word wanked meant. If they had they might have suspected where the message came from. If they’d looked at the bottom of their screens they may have read: ‘You talk of times of peace for all, and then prepare for war.’ Followed by the word: ‘oilz’. But just as they hadn’t known what wanked meant, they were equally oblivious to the Australian rock band Midnight Oil, nicknamed ‘The Oilz’, and its anti-nuclear and anti-military lyrics.

The computers were telling their users—who were, by now, nearly hysterical—that all their confidential and top-secret files were being deleted. Each time the operator pushed the command button to retake control of the computer, the message ‘Delete, Delete, Delete’ showed up instead. Ron Tencati, head of NASA cyber security, wrestled to deal with the flood of panicked staff. The Galileo probe was heading for a mission to Saturn, powered by a plutonium engine—not the first time that nuclear fuel had been used to give missions extra reach. As well as going further than any other probe to the outer edge of the solar system, it would also pass very close to the earth before it started its journey.

‘We had a shuttle on the launch pad about to launch that had plutonium energy canisters for its power source. If this blew up like the Challenger did, all of this plutonium was going to kill everybody in Florida,’ he pointed out. You didn’t have to be a genius to work out what Worms Against Nuclear Killers meant.

Eventually, the launch took place, with great applause and even more relief at mission control. As the NASA staff returned to their desks they discovered none of their files had been deleted. It had been a hoax. Even so, Tencati says he’s not exaggerating when he describes the attack at the time as feeling like ‘an electronic Pearl Harbour’.

NASA began trying to unpick the course the worm had taken and the provenance of the attack. After days of analysis they had the country: France. But French intelligence officials working feverishly on the case at the headquarters of the Directorate Securite Territoire (DST), were not convinced. Sure it had passed through France on its way to NASA. But exactly where had it originated? Days later, they had the answer: Nortel, the very company that provided the hardware and infrastructure for Telecom Australia.

Although nobody was ever charged with the Wank Worm attack, Assange admits it came from the Melbourne hacker group. But he is coy about the involvement of The International Subversives. No one knows who wrote the program for the worm, he maintains.

Meanwhile, the challenge of trying to balance his life as an international hacker and a father took a big toll on Assange. By 1991 his world was coming apart. His wife walked out on him, taking their son with her. Their break-up was acrimonious and it devastated Assange. He had trouble coping. By all accounts, Assange fell into a deep depression. He’d even stopped using his prized computer. And, just as importantly, he’d started to become careless, leaving his hacker’s library of computer disks, containing user-lists, encrypted passwords, and telephone numbers, scattered on the floor. By now he knew that the Federal Police were tracking The International Subversives’ every move. He’d read an email to that effect while he was rifling through the computers at the ANU. There was no evidence that Assange wanted to be found out, but he was certainly acting as though he did. On 29 October 1991 there was a loud knock at the door. It was the AFP’s Ken Day, flanked by several police officers.

‘I’m Ken Day. I believe you’ve been expecting me.’ Day says he can’t remember what Assange said in reply, but Assange says it was something like: ‘Aren’t you too short to be a cop?’

Assange was wrestling with the classic dichotomy of a hacker’s personality. He needed to be anonymous, to ‘fly below the radar’ as Day described it. But at the same time Assange sought recognition within the hacking community of ‘being the best’ to feed his own ego. Aware that the AFP was closing in, he still couldn’t resist talking on the phone to other hackers about his exploits—and the AFP had been listening to every word.

It was a strong indicator of the way Assange would behave in the years to come.
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CYPHERPUNKS

Having the federal police burst in the door and discover enough criminal evidence to lock you away for ten years would have a big impact on most people, but not on Julian Assange. If anyone believed Assange was going to slip back into a quiet life after being arrested, they were gravely mistaken. Even with the AFP still digging into many of his underground hacking ventures, Assange continued to live life on the edge.

Among fellow hackers, his tangle with the authorities had turned him into a minor star. He signed his communications as ‘The Prof’ and such was Assange’s recognised ability, he’d managed to position himself at the forefront of the struggle over the direction of the Internet. Some saw only its commercial opportunities—that millions of dollars could be made. Many others, including Assange, stood for an open and free system, where collective action and community benefit always came before cash.

From his home in suburban Melbourne, Julian Assange linked up with kindred spirits around the world. They called themselves the Cypherpunks, a pun on the words cipher, the art of encryption, and punk. The name was created by a computer programmer who had been a member of what she described as ‘a lefto-revolutionist programming commune’ in Berkeley, California, which built the first public online computer system in the 1970s. The Cypherpunks were an elite club of hackers, mathematicians, nonconformists and activists. Their manifesto firmly wedded them to the notion that an individual’s right to ‘privacy is necessary for an open society in the electronic age’. They believed they could not ‘expect governments, corporations, or other large, faceless organisations to grant us privacy’.

The Cypherpunks were among the first to use a new system of communication that would later be acclaimed as the precursor of ideas like Facebook and other social networking sites. Instead of having to post individual messages on a noticeboard, a system called Usernet allowed its users to ‘talk’ to many people at the same time.

Assange operated one of the Usernet first chat rooms. ‘Suburbia’ which became famous as an open forum for new ideas, a place where anyone from anywhere in the world could speak their mind. The recurring topics focused on attempts by the government to control free speech, the possibility of nuclear war, the role of US military bases overseas, and how to crack computer encryption codes.

But of greatest interest to Assange at this time were plans by the underground computer community to target the controversial Church of Scientology, which teaches its members that human beings are immortal aliens trapped on earth in a human body. Scientology had recently clocked up a victory over Melbourne radio station 3RRR, forcing it to make an on-air apology for ‘gratuitously vilifying’ it. Around the world it was the same story: the Church of Scientology was taking legal action against everyone—from former members who revealed its inner workings and beliefs, to journalists and news organisations.

For Assange and the other Melbourne hackers, Scientology embodied everything they stood against: a rigidly conformist and opaque organisation that exercised great power over what its members said, thought and did. It had recruited powerful and influential people to its ranks, particularly the rich and famous who might attract others. The Church seemed perfect for the ‘me’ generation; it not only guaranteed immortal spiritual life and made you feel good, for a price it taught you how to have power over others. Assange aired his views to his friends, and anyone else who was plugged in to his bulletin board. ‘What you have then is a Church based on brainwashing yuppies and other people with more money than sense,’ Assange wrote. ‘If Nicole Kidman, Kate Ceberano, John Travolta, Bruce Willis, Demi Moore and Tom Cruise want to spend their fortunes on learning that the earth is in reality the destroyed prison colony of aliens from out of space then so be it. However, money brings power and attracts the corrupt.’

He soon received a call. When the phone rang on Assange’s silent number he might have expected an intelligence agency to be on the other end. Instead the voice he heard belonged to a private investigator working on behalf of the Church of Scientology. The Church was particularly interested in David Gerard, one of Assange’s friends. Gerard ran his own chat room, encouraging open debate about alternative religions. When an ex-Scientologist confirmed during one discussion that it was part of ‘secret Scientology scripture’ to try to communicate with plants, the Church took him to court bizarrely for ‘copyright violation’. His house was raided and his computer taken away.

The private investigator asked Assange how long Gerard had had an account with ‘Suburbia’? Assange refused to hand over any information. Instead he tipped off Gerard—and posted a call to arms. ‘The fight against the Church is far more than the Net vs a bunch of wackos with too much money. It is about corporate suppression of the Internet and free speech,’ Assange posted on his site. The Internet, he argued posed the greatest threat to Scientology in that it was, by its very nature, ‘a censorship-free zone’. He wrote that ‘censorship, concealment and revelation (for a fee) is the Church’s raison d’etre’.

How Assange tackled Scientology provided an insight into his ability to transfer his mathematical logic to a political cause. He warned that ‘the precedents the Church sets today’ would become the ‘weapons of corporate tyranny tomorrow’. If ever there was a cause célèbre for underground hackers, the Church of Scientology provided the perfect target. Its former four-storey building, worth millions, fronted on to Russell Street. Assange saw it in stark terms. ‘It is about ... the big and rich versus the small and smart.’ He called up his Cypherpunk mates for a demonstration on the following weekend, outside the building in the centre of the city.

Saturday 16 March 1996 produced a near perfect day. Overnight rain had given way to a few showers, leaving the city’s buildings bathed in the watery glow of the autumn sun. Only eleven people turned up, carrying placards that read ‘Hands Off the Internet’ and Scientology ‘Suppresses Free Speech’. The fact that Scientology’s officers—on guard outside the building, watching and filming— almost outnumbered the demonstrators was an indicator that the battles over freedom of speech had already shifted ground.

In future they wouldn’t be played out on the streets. They would be fought on the disputed territory itself—in the electronic world of cyberspace. It would certainly give the underground activists the home team advantage. But they knew if they weren’t smart they stood a good chance of getting caught. The Church had already won several court cases by what Assange called ‘its manipulation of the legal system’. Computer networks had been ‘seized’ and operators ‘forced to reveal their users’ personal details’. In the end the Church managed to silence the Cypherpunks by their aggressive legal actions, as they had with other opponents.

Meanwhile, the Cypherpunks started building up an armoury. Assange began creating free software to make the now emerging Internet more accessible for all, and developed systems to wage cyber warfare against his enemies. Just a few months earlier, he had created an extraordinary device capable of scanning hundreds of thousands of computers at any one time to find their weaknesses. It was called a Strobe port scanner, and once a connection point or ‘port’ was discovered without sufficient protection to stop intruders, it was like an open door—anyone could walk in. Once inside, a skilled hacker could read emails, bank statements, passwords and keys to other computers. All the most sophisticated defences of governments and big companies were vulnerable to one weak entry point. Millions of dollars spent on securing computers and ensuring high-level encrypted passwords would be useless if a ‘port’ was poorly guarded.

It was just like a huge mansion equipped with the most sophisticated security—everything double-locked and barred—but the bathroom window left open. Strobe could also be used by a company to test its own defences against its vulnerability to attack, but no one took that as a serious reason for its creation.

Assange and the Cypherpunks prepared to target governments around the world—communist or capitalist, it made no difference. The big advance in technology at the time involved low earthorbiting satellites, known as Leos. Governments like China, which strictly controlled everything its population heard and saw, were particularly vulnerable. As Assange pointed out, it was very difficult to ‘build a firewall against satellites’. But there were other systems of control that China wasn’t alone in using. Both the United States and Australia banned reception from satellites on ‘non-government-approved frequencies’. In the last few years, he told the other Cypherpunks that ‘oppressive governments’ had controlled the possession of everything, from short-wave receivers to computer printers. Even typewriters in Iraq had to be registered, and the government had to be supplied with an example of how the machine printed, creating a kind of mechanical fingerprint. It wasn’t difficult to imagine that governments would try to register and regulate the possession of modems, the electronic gateway that connected early computers to the emerging Internet.

* * *

June 1996 was a particularly humid and unsettled month in Washington. The US capital had recently been hit by floods, thunderstorms and power blackouts. As Phil Zimmerman, a genial, bearded computer programmer, made his way towards the Capitol for a special Senate committee hearing investigating the use of encryption, it wasn’t just the weather that was depressing him. The FBI was investigating Zimmerman because he’d developed a public version of a system that would allow all text sent by email to be heavily encrypted. It was doubtful even the biggest code-breakers in the world, just up the road from Washington at the National Security Agency (NSA), could read this kind of encrypted material. Zimmerman called his encryption system Pretty Good Privacy, or PGP. For the underground activists it was more than that—it was a fantastic tool to protect civil liberties against the state and corporations.

For nearly a decade they’d been suspicious that the NSA, which was responsible for the collection and analysis of foreign communications, was standing in the way of what they saw as the right to privacy. They argued there was no contradiction between the individual’s right to a private life and demands that the state and large corporations should be more transparent. For them, it was the issue of the state having too much power by collecting individual data and using the knowledge as a weapon to control and intimidate. Against that, they argued, the individual should be protected. It came as no surprise that the NSA supported a level of encryption that was woefully weak. One estimate said it would be possible to crack the 56-bit Data Encryption Standard (DES) being proposed for all US computers in just two minutes. Zimmerman thought that with its budget the NSA would be able to ‘do it in seconds’. Few doubted that Pretty Good Privacy, with its 1024-bit key, was going to be difficult and time-consuming for any intelligence agency to decipher.

Back in 1991, the US government had called on manufacturers of secure communications equipment to insert special ‘trapdoors’ in their products, so that the government could read anyone’s encrypted messages. The US National Security Council had been told three years earlier that the FBI, the NSA and the Department of Justice were demanding tough laws that would mandate the public to use only ‘government-approved encryption products’ or adhere to ‘government encryption criteria’. For the Cypherpunks, it was the equivalent of a rule outlawing the use of letters sealed in envelopes and forcing everyone to use postcards for their personal mail.

Fearing the net tightening, Zimmerman acted first, releasing his new system because he ‘wanted cryptography to be made available to the American public before it became illegal to use it’. Zimmerman became so worried he gave it away for free to increase the uptake. The result was beyond his wildest dreams. His encryption program ‘spread like a prairie fire’, and within months it wasn’t just the Cypherpunks like Julian Assange who were encrypting their inner thoughts. The biggest users, human rights groups, used it to encode evidence and protect the identities of witnesses.

As he walked into the air-conditioned room to speak to the Senate Committee on Communication, Science and Space, Zimmerman prepared to give them both barrels. ‘The government has a track record that does not inspire confidence that they will never abuse our civil liberties,’ he told the assembled senators. The FBI had a bad record with civil rights, and also with targeting groups merely because they opposed government policies, spying on the anti-war movement—even wire tapping Martin Luther King’s telephone.

Zimmerman knew what it was like to have the FBI on his case. Four years earlier when he’d put his PGP encryption online, special agents had raided his home. It took until January 1996, just a few months before he fronted the senators, for the Justice Department to finally drop the possibility of prosecution. But even then, the export of encryption systems remained classified as dangerous to the security of the US as fighter-bomber aircraft, tanks and guns. Just why the Justice Department didn’t proceed with a case against Zimmerman isn’t clear. It’s possible the US First Amendment— enshrining freedom of speech—put the prosecutors on shaky ground.

Whatever the reason, the Pretty Good Privacy encryption was now well and truly out of the bag. As he left the hearing, Zimmerman made one final observation: PGP was a force for democracy. ‘I want to read you a quote from some email I got in October 1993, from someone in Latvia, on the day that Boris Yeltsin was shelling his own parliament building: “Phil, I wish you to know, let it never be, but if a dictatorship takes over Russia your PGP is widespread from the Baltic to Far East now and will help democratic people if necessary. Thanks.”’

Few had embraced Pretty Good Privacy more enthusiastically than Julian Assange, who used it to encrypt his emails. His stand against authoritarianism and what he saw as the unnecessary intrusion of the state grew more robust as the date for his court appearance and sentencing loomed closer.

James Carter, who was involved in the same computer-hacking adventure as Assange, had received a relatively light sentence, requiring him to ‘be of good behaviour’ for three years and pay $2100 reparation to the Australian National University for breaking into its powerful computer. Yet it had been a close call. The twenty-six charges he’d pleaded guilty to—involving breaches of the Crimes Act and fraudulent use of a telecommunications network—could have put him in jail for several years. The judge suggested to Carter that he get a copy of the judgment, ‘put it in a frame and put it on your wall to remind you to be a good boy for the next three years, otherwise you will be in terrible trouble’. Carter demurred, but it would be a different story with Assange.

A little more than a year later, on 5 December 1996, Julian Assange made his way to the Melbourne County Court, marching briskly past the waiting TV crews, his hair tied in a ponytail, his fawncoloured raincoat flapping in the breeze. Of his experience in court, Assange told me later: ‘It’s an unusual experience when the judge says “the prisoner will rise” and no one else stands up.’

As uncomfortable as Assange appeared, within a few seconds Judge Ross delivered the good news. He wouldn’t be facing a jail sentence because it would have been unfair to treat him more harshly than his co-defendant, Carter. The judge also took into account that Assange hadn’t made any money out of the operation. And—in a line which could have come out of the Cypherpunks manifesto itself—he said Assange had merely hacked into computers to access material that empowered him. His ‘unstable personal background’ during his formative years was also a factor in the judge’s decision. In a judicial flourish, which Judge Ross mistakenly believed would be the end of the matter, he said that if Assange was the ‘highly intelligent’ person that had been described to the court ‘it is very unlikely you will come back’.

Assange, however, was not pleased with the outcome. ‘Your Honour, I believe the prosecution has made several misleading claims in terms of the charges, and therefore I elect to continue this defence if Your Honour would let me,’ Assange said. The judge told Assange he ‘would be well advised’ to come forward and sit down behind his defence lawyer. Assange pressed on defiantly: ‘I feel a great misjustice [sic] has been done and I would like to record the fact that you have been misled by the prosecution in terms of the charges ... and a number of other matters.’ The judge suggested that the defence lawyer have a word with his client.

In the end, Assange decided not to go for a jury trial. He had already spent five years on the legal process and, as he told me, ‘had other things to do with his life’. He signed the agreement and walked out of the court into a Melbourne summer’s day. Assange still argues that the law he was ‘supposedly’ guilty of breaking was a bad law. What seems to annoy him most is that the charges suggest he broke not so much the law of Australia, but the ethical standards of The International Subversives. He says he was charged with ‘inserting data into a computer without authority and later deleting data from a computer without authority’. While that was true, he points out that the program he’d deleted was the very program he’d inserted, his own program. Assange says he’d been abiding by the ethical code of The International Subversives, which was ‘to leave things as you found them and not damage anything’. This clear sense of ethics in action was consistent with Assange’s belief that nothing should stand in the way of knowledge. The startling simplicity in his thinking would later come under serious challenge in the murkier world of WikiLeaks.

* * *

In his cheap student digs, Assange slowly set about creating a clandestine form of communication every bit as brilliant as PGP. Any form of encryption is only as strong as the keys that protect it—no matter how strong the encryption, the weakest link is the person who holds the key. Assange and another computer programmer decided to create a system wherein important information could be made to ‘disappear’ on a computer.

There are two ways of cracking open an encrypted file. One is to use a mathematical system using a high-powered computer to run millions of combinations of possible passwords in the hope of unlocking the files. It requires a lot of effort and, some say, a bit of luck. The alternative is to try to persuade the owner of the files to give up the keys to unlock the encrypted material either by psychological pressure or an old-fashioned beating. In the shadowy world of espionage and counterespionage, getting the keys and unlocking the files in this way is known as rubber hose decryption. In other words, if you aren’t smart enough to crack the code itself, you do your best to force the person who knows the code to crack under a beating with a rubber hose or any other weapon that comes to hand. The system Assange had developed was known as ‘deniable encryption’, a method of not only hiding the encrypted material, but, just as importantly, hiding the fact that it was encrypted.

Assange posted his invention on the underground Cypherpunks network, with the tongue-in-cheek name, ‘Rubberhose’. Assange added a trap that, under duress, would hand over a key, supposedly to unlock the entire computer. This key would provide access to distracting information, but not the kind that was being searched for, leaving the other extremely sensitive material untouched and buried in the computer hard drive. Of course it wasn’t just human rights workers who would benefit from ‘Rubberhose’ deniable encryption.

Around this time, a quietly spoken New York architect had begun setting up an organisation that would pose the biggest challenge yet to government secrecy. John Young, who would play a major role in the future of WikiLeaks, sharpened his radical politics in the 1960s as a student at Columbia University. Like many of his friends, when Young left university he went on to work for the big end of town, but unlike the great majority of them he maintained the libertarian leanings of his youth. Young had already signed up to the Cypherpunk mailing list, and made regular contact with Julian Assange.

In June 1996, Young celebrated his first year of membership with a present for the Cypherpunks. He set up a website called Cryptome with his wife specifically dedicated to freedom of speech, exposing ‘government impropriety’ and hosting leaked government documents. The architect began building one of the most significant ‘counterculture’ websites of the Internet age, cramming computers, scanners and servers into his Manhattan home. Young says he and his wife, registered the site because, as he told Wired magazine: ‘We like to put up original documents so people can make up their own minds. We see it as a librarian service.’ Young’s home was a library like no other. Although it had panelled walls and exquisite rugs on its parquet floor, that’s where the similarity ended. It became a repository for thousands of leaked documents—classified material as well as hefty texts which, while not top secret, were inaccessible to most people until they were scanned on the Cryptome website. This wealth of painstakingly sorted information wouldn’t be possible, Young said, without the Internet and the Cypherpunks mailing list. ‘It’s the greatest thing since love.’ John Young might not be wearing flowers in his hair anymore, but his anarchic spirit remained unchanged. Within the first three years, the site had accumulated thousands of documents and was receiving hundreds of hits a day. The juicier postings included a list of people who were working for the British overseas intelligence agency MI6. Readers Digest described the website as ‘an invitation to terrorists’.

Perhaps not surprisingly, Cryptome was also attracting the interest of the NSA. Every day at 7 a.m., the spy agency would drop in on the site using an automatic information gatherer called a robot, download two copies of the latest files, and then leave.

But John Young says he was left scratching his head about what the spooks at the Korean Information and Security Agency (KISA) were up to. The South Koreans, like the NSA, had sent a robot, but instead of gathering the information and heading off home it kept on requesting access to the same three files—a little like asking the same question over and over again on the phone and driving the other person crazy. The requests tied up the line, causing a logjam in the system and threatening to crash part of the Cryptome server. Young called KISA’s website, but the phone rang out. He tried blocking access by the robot to the Cryptome site, but that didn’t work either. The west-side Manhattan apartment was taking on the look of Mission Control on a bad day. Even the webmaster who administers US internet traffic weighed in, telling the South Korean spooks that ‘It would be unfortunate to have to block all traffic from KISA to the US to prevent the problem’. By the following day, KISA explained it had been having trouble with its robots and ‘cordially apologise[d]’ for ‘an unintended attack’ on Cryptome. The reason the agency hadn’t been able to get back sooner was ‘because we had Chu-Suk holidays, similar to Thanksgiving Day’. The official explanation was that the person in charge of robots had had the day off.

Watching from the sidelines in cyberspace, Julian Assange had been closely interested in Cryptome. The whistleblowing website perfectly fitted his campaign for more open government, accountability and the protection of free speech around the world. In October 1998, Assange decided to meet some of his Cypherpunk friends, who until then had mostly been just an email address. Gently ribbing his adopted home town, which often wins tourism awards, he posted his plans for a round-the-world trip on the Cypherpunks email list, saying he was ‘about to escape from the perils of a summer in “the planet’s most livable city” and go trekking about the worlderful [sic] world of snow, ice, slush, and imploding communism’. His trip would take him to the US and Europe, but also to countries where democracy was either in its infancy, or had not yet been born, and where the Internet, too, was only nascent.

He would be ‘hopscotching’ through Russia, Mongolia and China, and visiting Poland and Eastern Europe, he said. If anyone felt like ‘getting together for beer, vodka, Siberian bear steak, or just a good yarn, please let me know’. On this trip he looked for both physical and intellectual support. Writing of San Francisco, the heart of technology and Internet innovation and the birthplace of the Cypherpunks, he said ‘no hovel, couch or spare room is too small’.

It might have been the itinerary of any wandering young back-packer, but it also had all the hallmarks of someone on a mission who was looking for meetings with kindred spirits; a recruitment drive to build a team for what was to come. Assange signed off his Cypherpunks message quoting the French aviator and author, Antoine de Saint-Exupery: ‘If you want to build a ship don’t drum up people together to collect wood and don’t assign them tasks and work, but rather teach them to long for the endless immensity of the sea.’

While Assange would shortly register Leaks.org as a domain name, the idea of exactly how an information whistleblowing site would operate was still forming in his mind. Clearly seduced by the politics of direct action, and influenced by the success of Cryptome on the Internet, he also understood that big battles were still to be fought on traditional territory. Just a few months earlier, an estimated 40 000 people had taken to the streets of Seattle to protest against a World Trade Organization meeting downtown. The year 2000 was shaping up to be a defining one, not only in the history of activism, but for the Internet too. There was a real fear of the ‘Millennium Bug’, the theory that when the world’s computer clocks registered 0000 they would trip all the world’s major servers, crashing the Internet. The activists were pouring in to Melbourne—some to see if the world would end, others to prepare to change it with a demonstration in Melbourne against globalisation, partly organised by Assange. Yet another group was there for both reasons. They were the computer geeks, straddling the activist world between cyberspace and the streets.

At this time Assange was balancing his activism with regular employment, which provided a sizeable income. He insists that though he worked for large corporations, he only did consultancy work. And he was unimpressed with the culture of his fellow workers in Silicon Valley. ‘They were all totally obsessed by their stock options,’ he said. What’s more, he felt that the ‘heavy lifting’ connecting Australia to the emerging World Wide Web had been done and there were other challenges ahead. An insight into his thinking is revealed in the blog he wrote called IQ.Org, in which he spoke of establishing a ‘foundation ... which holds some of my copyrights’—computer software codes he had written. He would use income from it to fund his activities. ‘Normally NGOs [non-government organizations] beg, but I’m no good at that sort of thing,’ he said.

With enough funds to see him through, Assange had time to gather his intellectual resources. For all his acclaimed ability in writing computer programs, Assange had never completed university. Now at the age of thirty-two he took the plunge, taking up a full-time course in physics and mathematics at the University of Melbourne. The art of couch-surfing that Assange used so successfully to make his way across the world kept him in good stead when he arrived back in Melbourne. By some accounts, the place he stayed in resembled a squat, but it seems someone was paying the rent. He spent restless nights wrestling with the mathematical complexities of computer algorithms. Much to the amazement of the other occupants of the house, Assange would sleep with a red light permanently on because he said the colour it cast across the room made it easier for him to think when he woke in the night, something that often happened. Unable to find any paper, he would scribble the code for his latest programming idea on the nearest thing that had a writing surface. He covered the doors and the walls with hundreds of concepts and ideas, the list of characters stretching sometimes up to a metre long.

He seemed to revel in the experience. In 2004 he turned up at a maths camp at the University of NSW. The campus may have been a long stretch from the centre of Sydney, but it was close to open parkland and the gentrified suburbs that butt onto the ocean. Run by the Australian Mathematical Science Institute, it allowed students to mix the discipline of numeracy with the delights of a Sydney summer. Assange fitted in well. Unlike the stereotypical computer whiz, he chatted as easily face-to-face as he did over the Internet. He stayed in touch with the friends he made there the following year when the camp moved to the Australian National University in Canberra. He formed a particularly close relationship with one woman student, Lisa*.

Like Assange, she studied at Melbourne University and attended the course with the idea of getting extra marks for the honours degree she was completing in physics. Assange made himself irresistible, according to Lisa: he was intriguing, a gifted storyteller, and intelligent. The relationship blossomed as she got to know him better. ‘He can put the charms on when he’s interested.’ One time he courted her with an unusual present. ‘It sounds corny now saying it but he wrote poetry on a Styrofoam cup and put it outside the door at the maths camp.’ She doesn’t remember what the poetry said, but she was flattered: ‘He was special to know. He was different from people, unique, and that’s the sort of person you want to know. Initially.’

They went on bike rides together and fed the swans in the creek that ebbs and flows through the ANU campus. As the relationship developed it provided a rather unusual insight into not only his romantic view of the world, but his version of crisis management, at least in his personal life. He and Lisa revelled in their travels together. ‘He’s very good at going on adventures, because his whole life is an adventure,’ she said. Lisa also learned that Assange had another startling quality: ‘He doesn’t plan ahead’, a trait that in the future would create friction inside the WikiLeaks camp and at the same time baffle his opponents in the outside world. On the spur of the moment, Assange and Lisa decided to go to a concert by former Australian Idol contestant Chanel Cole. As they travelled down through the twisting roads from the highlands that separate Canberra from the New South Wales coast, Lisa remembered she’d forgotten to bring any blankets to sleep in. Unperturbed, Assange said: ‘Why don’t we just knock on doors and see if there are any blankets we can have?’ Assange’s ability to get help from strangers was both charmingly naïve and mildly exploitative. It would become a constant theme of his nomadic days as the head of WikiLeaks. ‘He has the confidence,’ she said. ‘You become more confident when you’re around him.’

When the camp ended, Lisa and Assange headed back to Melbourne. Lisa moved in with him, a simple terrace in Grattan Street, Carlton, just across the road from the main Melbourne University buildings. Its ornate extravagance born of goldrush money was in stark contrast to Assange’s home, furnished with the austerity of an impoverished student. As Lisa pointed out: ‘Half his house was salvaged from the dumpsters of Melbourne Uni.’ One day in the second half of 2005, she recalls coming home, swinging open the wrought-iron gate, and opening the front door. She walked up the stairs and into Julian’s room where he had installed a huge whiteboard on which he had written just one word: WikiLeaks. Assange had been secretly working on the concept for months. Lisa took it all in her stride: ‘He was always telling me about ideas.’ He explained to her that the concept of WikiLeaks would be a place where ‘anyone in the world can post documents, anonymously’. Lisa said she quite liked the name, but challenged Assange, pointing out it might be better to drop the ‘s’. She said: ‘Wouldn’t it be better to be Wikileak?’

‘No,’ said Assange. ‘W-i-k-i-l-e-a-k-s.’

In a tiny terraced home in the middle of Melbourne was born the concept of an Internet whistleblower site which would challenge the mainstream media and put governments and major corporations on notice.

* * *

By early the following year 2006, Assange was reaching out to one of his old Cypherpunk friends, John Young, who founded Cryptome a decade earlier. Though they’d never met, Assange was about to entrust him with one of his greatest secrets, and to ask for his help. ‘Dear John, you knew me under another name from Cypherpunk days,’ he said. He told him he was ‘involved in a project that you may have a feeling for’. He said he would ‘not mention its name yet’ in case Young did not feel able to take part. Assange described his plan as ‘a mass document-leaking project’ that required someone ‘with backbone’ to hold the .org domain registration. But even Young, if he accepted, would not be told where the master servers would be housed. Their location would remain secret, ‘obscured by technical means’. Assange warned Young he expected his new enterprise ‘to come under the usual political and legal pressure’. In asking Young to register the name, Assange made it clear he would ‘not need to claim any other knowledge or involvement’. In other words, Julian Assange was asking the founder of Cryptome, an organisation whose idea it could be argued he was now in part appropriating, to be the silent partner in his venture.

Young replied by encrypted email saying he had registered the WikiLeaks.org site in California for Assange, but contained in the message was the hint that he was less than happy. He’d obviously been flattered that Assange had come to him for help but Young understood the type of people who are drawn to the world of covert activity, including himself. He quoted Machiavelli that a conspirator could not act alone, and that ‘those he works with will likewise be malcontents’. The trouble is, Machiavelli pointed out: ‘As soon as you have opened your mind to a malcontent you have given him the material with which to content himself.’ If Assange didn’t take that as a warning, perhaps he should have done.

* not her real name


3

LIFT-OFF

The long sliver of sparkling water that snakes inland from the northwest is known as Puget Sound. It carries the clear currents of the Pacific Ocean south to the bustling city of Seattle on America’s northwest coast. With Puget Sound on one side and Lake Washington on the other, Seattle nestles in a sea of tranquillity. From the front deck of Microsoft founder Bill Gates’ lakeside home, a remarkable city skyline is revealed at dusk. Other high-tech moguls have flocked to Seattle’s shores, some to innovate new products, others to serve the insatiable demands of Boeing and the computerised aircraft it makes just down the road.

As well as being one of the best paid and highly educated communities in the United States, Seattle is also one of the most liberal. The vast majority of the population favour strong anti-gun laws and support same sex marriages. They were among the first to rail against the prevailing economic wisdom of free markets—during a World Trade Organization meeting in 1999, an estimated 40 000 took to the streets.

Seattle’s thriving counterculture extends to Riseup, a secretive organisation dedicated to opposing ‘capitalism and other forms of oppression’. Riseup’s registered address is an office in a rather stark brick building. It’s from here that Riseup promises to provide ‘secure communication’ for people involved in ‘struggles for liberation’ who don’t want governments snooping on what they say. In the second half of 2006, Riseup delivered to Julian Assange what he was looking for: a secure network to help his nascent WikiLeaks organisation communicate with its supporters around the world. Secrecy was of paramount importance for Assange, not just for those already working for the organisation, but also for those yet to be recruited. WikiLeaks began running a covert operation to muster support, warning those it contacted not to refer to the organisation by its full name but to use the initials WL instead. Part of its recruitment drive assured supporters in emails that Riseup had an established lawyer and ‘plenty of backbone’.

WikiLeaks had not even been launched yet, but it was already evolving at breakneck speed. Eager for help, it revealed to Riseup that it had developed the technology for ‘untraceable, unstoppable mass document leaking ...’ The primary targets would be ‘highly oppressive regimes in China, Russia and Central Eurasia’ but WikiLeaks would also cater for those in the West ‘who wish to reveal illegal or immoral behaviour in their own governments and corporations’.

WikiLeaks aimed for ‘maximum political impact’, using technology that was fast and usable by people who weren’t tech-savvy. In a line that could have come straight from Harvard Business School, WikiLeaks pointed out the efficiency of its new whistleblowing system: per hour spent provided the greatest ‘positive impact’ on the world. It was also, they declared, ‘within our means to achieve’.

WikiLeaks wanted Riseup to be one of the ‘stable and trustworthy’ locations for document drop-offs in different countries. And in the language of underground activism, WikiLeaks explained how it would handle leaked material. A ‘deniable drop-off’ would most protect those receiving leaked material; any person in possession of a leaked CD/DVD or thumb-drive with encrypted information on it could legitimately deny knowing what it contained and protest their innocence. A ‘regular drop’ was far more dangerous because the receiver became a go-between, passing on unencrypted media and printed documents to WikiLeaks. Anyone caught with that material would have to be a fast talker, unable to argue that they weren’t in the know. WikiLeaks already had drop-off points in New York and California and was looking for one in Seattle. Whether or not Riseup officially took up the offer to become involved in WikiLeaks’ clandestine activities is not clear, but what is known is that one of Seattle’s most famous cyber secrecy advocates Jacob Appelbaum, became a WikiLeaks supporter—and a huge admirer of Julian Assange. It was something he would pay for dearly later as he became drawn in to a ferocious battle over the future of WikiLeaks.

By being so open with Riseup and his supporters, Assange had taken a gamble and risked compromising his plans. But with the organisation growing at a phenomenal pace, Assange felt he had little choice but to widen his circle. WikiLeaks had by now expanded beyond the initial group of Chinese dissidents, mathematicians and those who WikiLeaks refers to as start-up techies from the United States, Taiwan, South Africa and Australia. Assange quickly put together an advisory board of cryptographers, reporters, representatives from Russian and Tibetan refugee communities, and one former US intelligence analyst. CJ Hinke, the founder of Freedom Against Censorship Thailand (FACT), confirmed he had regularly been consulted by WikiLeaks ‘on such issues as credibility and importance of leaked materials’. He admitted to Wired that he was initially concerned by ‘WikiLeaks’ Secret Squirrel approach’; its determination to keep not only it sources secret, but also many of the activities of the organisation itself. But he has since developed ‘great regard and trust for their mission’.

Like much of Assange’s business practices, the advisory board was very big picture and it didn’t care much for detail. When contacted by US magazine Mother Jones in 2010, several of the supposed advisory board members said they had been listed without their consent. Even John Laurie, one of the Internet’s early proponents and a big supporter of Assange’s work, found it hard to explain why he’d been included on the advisory board list. Australian broadcaster and public intellectual Phillip Adams was also on the list but Adams says he resigned early on because of health issues and workload. Some of the others had never even been contacted.

WikiLeaks had already captured the activists by recruiting John Young, the head of the similar organisation, Cryptome, to its board of advisors. What WikiLeaks needed was credibility with a broader part of the population. Assange reached out to Daniel Ellsberg, a skilled military analyst and famed whistleblower. He wasn’t a typical dissenter: Harvard-educated, he had served two years in Vietnam as a civilian in the State Department and earlier worked for the Pentagon on nuclear weapons policy. Commissioned by Defense Secretary Robert McNamara, Ellsberg contributed to a review of Vietnam War history and discovered what successive administrations really thought of the conflict. Unable to remain silent about the White House’s belief that the war was ‘unwinnable’, in 1971 he leaked the Vietnam history, known as the Pentagon Papers, to the New York Times and other US newspapers, defending his actions as upholding the highest principles of the US Constitution. Amid the clamour for his prosecution from the White House, Ellsberg handed himself over to US law enforcement agencies, saying he was prepared to accept the consequences of his actions and face charges under the Espionage Act of 1917. In the end, the case against Ellsberg was thrown out of court, not because—as is popularly believed—he was protected by the Constitutional First Amendment which guarantees free speech, but because the White House illegally wiretapped Ellsberg’s phone and broke into his doctor’s office. In a major victory for Ellsberg’s campaign, however, the US Supreme Court ruled that only a free and unrestrained press could effectively expose deception in government.

Ellsberg says that he wasn’t particularly surprised to receive an encrypted email from WikiLeaks at his home near San Francisco. He might have been seventy-five years old, but he still had the old fire. Just a few years earlier he’d been arrested during a demonstration against the Iraq invasion. Though Assange had always been a great admirer, what really put Ellsberg on the radar for WikiLeaks was a piece he wrote in Harper’s Magazine in September 2006, expressing hope that someone would leak information about the US Government’s plans to invade Iran as a way to stop what he saw as an imminent US attack.

The email to Ellsberg, which was full of Assange’s trademark rhetorical flourish, said Ellsberg’s recent statements on leaking had been followed with ‘interest and delight’. Assange informed Ellsberg that WikiLeaks had crossed over from ‘prospective’ to ‘projective’, the basic technology had been ‘prototyped’ and now the organisation had to ‘move and inspire people’.

Assange was pitching to one of the greatest strategic minds in America, a man who’d had a system of decision-making called the Ellsberg Paradox named after him. It was a theory that demonstrated how people are naturally risk-adverse and prone to making decisions based on a hazard that doesn’t exist.

Assange was, without a doubt, proposing risky business to Ellsberg: ‘We’d like your advice and we’d like you to form part of our political armour,’ he wrote. ‘The more armour we have, particularly in the form of men and women sanctified by age, history and class, the more we can act like brazen young men and get away with it.’

So desperately did WikiLeaks want Ellsberg on board, it proposed erecting the equivalent of a statue to him in cyberspace. It would be called The Ellsberg Prize for Courageous Action, a worldwide competition every year to recognise a particularly fearless whistleblower, plus a special prize to recognise a US leaker—a gesture which WikiLeaks hoped other countries might follow. Awarding an anonymous whistleblower without revealing their identity was a novel idea and required a great amount of creativity.

Sitting talking in his home in Kensington, overlooking the San Francisco Bay, Ellsberg told me that at the time he was approached, he was sceptical of what WikiLeaks might achieve. Ellsberg had said to himself: ‘Who’s this coming out of the blue?’ It all looked very strange to him.

Ellsberg believed that the whole idea was possibly naïve, but more likely to have been an ‘entrapment’, a cover for an intelligence operation in which all the whistleblowers were ‘hoovered up’ in one go, believing they were sending information to a legitimate site catering for leakers. Even so, Ellsberg remembers making a couple of telephone calls to the numbers on the emails and recollects possibly leaving a message. ‘I didn’t get anything back and then I just put it out of my mind; I just didn’t think it would come to much,’ he said. ‘I get a lot of nutty things, you know, in the mail, one way or another.’ This failure to follow through and make contact with Ellsberg at such a crucial time in the development of WikiLeaks was a critical oversight. For all his claims to have admired Ellsberg’s stand as a whistleblower since he was a young man, Assange and his supporters had missed an important opportunity.

In the years to come, Ellsberg’s support would play a significant role as Assange came under sustained attack, but it’s reasonable to believe that if Ellsberg had been on board earlier, the trouble the group—and particularly Assange—faced later could well have been averted. Ellsberg would have provided a much-needed guiding hand as the WikiLeaks activists struggled to define the organisation and its ‘new kind of journalism’. Ellsberg had significant experience dealing with the media. He believed it had its failings, but he was not as overwhelmingly critical as Assange at times turned out to be.

The problem with journalism, as Assange saw it, was the power imbalance between the journalist and reader. The journalist had access to information and could use it to manipulate the ‘ignorant’ reader. There was no easy way for the reader to check ‘whether they are being lied to by the journalists’. The WikiLeaks model would solve that problem by wherever possible releasing ‘full primary source material’ to give readers and other journalists the opportunity to check the veracity of the reported information.

But the WikiLeaks model went further than giving readers a better chance of noticing the elisions and particular biases of journalists. The leaked documents WikiLeaks planned to publish could also alert arms of government to the failings of others in the administration—and create better governance as a result. Assange cited the invasion of Iraq as an example where tightly held secrecy about the government’s plans to attack reduced the chances of the war’s success. Assange said that one of the documents secured by WikiLeaks showed that although planning for the war was well underway in 2002, the UK was telling the UN Security council and the press that no war was being planned at all. The UK had set up a small, tightly controlled planning committee to prevent the truth leaking out. What is astonishing is that many of those who were not informed were in the Ministry of Defence. They were the very people who would have to make Iraq function efficiently after the invasion, those who would be involved in policing and reconstruction.

Assange said that many organisations involved in the reconstruction only had ‘three or four days’ to make their plans to get all their equipment together before heading off to Iraq, an impossibility. There is strong evidence that the result of those failures of policing and reconstruction led directly to the civil war that engulfed the country. The bedrock of Assange’s ‘new journalism’ was accountability and verification, and these ideas would garner support among the public who wanted a game-changer after the debacle of the Iraq War reporting. But the high ideals that had given birth to WikiLeaks soon came up against the oldest obstacle faced by publishers and reporters alike—the looming deadline.

In late 2006, Assange knew they had to get something online quickly to keep the momentum building, but it wasn’t easy. They had one document they thought might make a splash. It had been handed to the Chinese government and secretly given to WikiLeaks by an informant. If the document, supposedly written by one of the most important leaders in Somalia, Sheik Hassan Dahir Aweys, was authentic, it revealed a secret plan to assassinate the Somali government and impose sharia law on the country. What the document gives us is not so much an insight into the machinations of Somali politics, but an understanding of how WikiLeaks worked in its very early days. Instead of handing the document over to an outside journalist, Assange and his small team did the work themselves. Though scornful of much of the mainstream media and its rush to churn out material without proper scrutiny, he now found himself under the pressure of a red-hot story about to go cold if they didn’t act quickly. The action was unfolding in a remote, yet strategic, part of Somalia, midway between the Indian Ocean coast and the Ethiopian border. Two hundred and fifty kilometres north-west of the capital, Mogadishu, Awey’s fighters in the Islamic Courts Union were giving the government troops a caning around the town of Baidoa. With the US-backed Ethiopian army racing to the rescue, it was a perfect ‘peg’ for the story. But there was uncertainty about some of the translated words in the Somalian document. WikiLeaks already had one translation, but the team was still not absolutely sure—they need verification. A translator’s fee of $300 for 1000 words was too expensive, so they appealed for Somali speakers to help out.

In a lesson learned from mainstream journalism, Assange understood the need to balance his obsession with accuracy with an ability to successfully appeal to a broad audience. One missive, revealed to the WikiLeaks team and almost certainly from Assange, says that complex subjects need not necessarily be boring, that in particular, the introduction needs some early colour to give it a lift. So, from the beginning, WikiLeaks was editorialising around its leaked documents, as one description of Awey’s corruption attests: ‘There he is, flame on his chin, holy book in his hand and anti-aircraft cannon between his legs.’

What emerges from the WikiLeaks discussions headed by Assange is the power of the collective process then at work inside the fledgling organisation, and the forensic attention to detail. Using the same technology that revealed how the Iraq War intelligence reports were changed and ‘sexed up’ by the British Government to justify the war, WikiLeaks unpicked the pedigree and provenance of the Somalian document: when it was first written, when it was changed, even the name of the person who changed it. They were particularly careful not to name one of the authors of the draft document, in case he was the whistleblower. WikiLeaks had established a system whereby its sources of information remained anonymous even to Assange. But the major question about whether the document is a fake remains unanswered.

John Young makes the point that spooks treat forging and forgeries as ‘high art’. In the end, the WikiLeaks team still can’t be certain whether the document is authentic or not. But instead of discarding it, they dealt with both possibilities, positing the proposition that it is authentic and a forgery, and turning out a highly readable, analytical story that examines whether the CIA are up to their old tricks, or whether radical Islam is about to turn Somalia into another Iran.

Assange was unsure where to publish the document. He’d had ‘junk’ published in the London Independent, the Melbourne Age, the Sydney Morning Herald and The Australian. He favored Counterpunch, a US magazine described by its editors as ‘muckraking with a radical attitude’. Though Assange would have been in the company of contributors such as British journalist Robert Fisk and US intellectual Noam Chomsky, he was concerned about the readership, which, though large, ‘tends to pal up on one pew and sometimes even sings and claps’.

In the end, the Somalian report stayed with WikiLeaks. Assange decided that WikiLeaks would become a kind of online newspaper, and wouldn’t rely on the editorial judgement of others to decide what was published. It was a big step to take for an organisation still trying to define its role in the world of journalism. Assange believed that if he couldn’t find an outlet he liked or trusted, he would publish himself. It was an indication of the kind of belief that drives others to self-publish books and magazines, an enterprise often the preserve of the deluded or the desperate. Julian Assange was neither, but he did have a firm belief that only he would decide what would be published and what would not. It was a decision that would define Julian Assange and WikiLeaks.

In the early days there appeared to be an indication that Assange was not interested in the smaller stories that might emerge from the documents being regularly leaked to WikiLeaks. Some of the WikiLeaks workers argued strongly that people who risked their jobs to get information out should be treated equally, whether or not their stories were of international significance. But while Assange could see the merit in broadening the WikiLeaks support base to include the less sexy material, Assange continued to focus on what he hoped would be headline news. As well as wanting to score big hits, Assange kept developing what he called his brand of ‘scientific journalism’, by publishing stories and including the original documents, thereby allowing readers to not only make up their own minds about whether the report and its analysis was right or wrong, but to add their comments online too. This was the ‘Wiki’ in WikiLeaks—the ability of readers to add their comments, and make alterations to the text of the original story if they could prove that the facts or the analysis were wrong.

Assange was drawing on the emerging success of the online encyclopaedia Wikipedia, which made its name by allowing anyone in the world to contribute content. Assange seemed to relish the moment that WikiLeaks would be subjected to critical feedback, describing it as ‘an act of creation and correction’. The Somalian document and others would face the scrutiny of readers cutting, cutting, cutting apart their pages ‘until all is dancing confetti and the truth’. It may have sounded like a theatrical flourish, but it underpinned the philosophy of WikiLeaks, an organisation that went beyond its journalistic mandate and aimed to become the most powerful intelligence agency on earth; an intelligence agency of the people—open sourced, democratic and ‘far more principled’ than any government intelligence agency. It would have no national or commercial interests at heart; its only interests would be truth and freedom of information.

Unlike the covert activities of national intelligence agencies, Assange wanted WikiLeaks to rely on the power of what he called ‘open fact’ to inform citizens about the truths of their world. He believes that there is a direct correlation between closed and unjust organisations and their ability to handle the truth. Assange argues on IQ.org that leaks produce the most fear and paranoia within an organisation the more secretive and unjust it is.

In a world where leaking was easy through organisations such as WikiLeaks, the secretive or unjust systems were more likely to be hit than the open or just systems, Assange says. He points out that, since unjust systems by their nature induce opponents, and in many places barely have the upper hand, mass-leaking leaves them ‘exquisitely vulnerable’ to those who seek to replace them with more open forms of governance. As Assange eloquently wrote, close to the time of WikiLeaks’ launch: ‘Only revealed injustice can be answered; for man to do anything intelligent he has to know what’s actually going on.’

WikiLeaks would not resonate to the sound of money or guns or the flow of oil, but to the ‘grievances of oppressed’ and exploited people around the world. It would be the outlet for every government official, every bureaucrat, every corporate worker, who became privy to embarrassing information that the institution wanted to hide but which the public needed to know. What conscience could not contain, and institutional secrecy unjustly concealed, WikiLeaks could broadcast to the world. If it sounded naïve, altruistic or, depending on your point of view, a grave breach of confidentiality to try to create such an organisation, it wouldn’t be long before the theory was challenged. When that happened, it would be an experience that would leave Assange and the others battered and uncomprehending.

* * *

Just upstairs from the Penache restaurant in an unprepossessing building barely a kilometre from the White House is the headquarters of the Federation of American Scientists (FAS). The organisation was founded by a scientist from the Manhattan nuclear bomb project after he saw the devastation his work had caused at Hiroshima. It’s been probing government secrets ever since, and demanding public disclosure of even the most sensitive issues. Such are its credentials and standing among freedom of information activists, one of its senior researchers, Steven Aftergood, was invited to join WikiLeaks’ advisory board.

In early January 2007, Aftergood responded to Assange’s request in the form of a story he wrote in his online newsletter, Secrecy News. Reporting that the WikiLeaks website was not yet ‘fully live’, he revealed that an initial offering purportedly authored by Sheik Hassan Dahir Aweys of Somalia’s radical Islamic Courts Union would soon be posted on the Wikileaks website with a zipped file, accompanied by an analysis of the document’s authenticity and implications.

The article turned into a savage attack on the organisation. ‘We do not favour automated or indiscriminate publication of confidential records,’ it said. In the absence of accountable editorial oversight, publication could easily become an act of aggression or an ‘incitement to violence’ or even an ‘invasion of privacy’. Aftergood expressed concern that WikiLeaks might cause an ‘offence against good taste’— a remarkable complaint from the founder of an organisation such as FAS which supposedly championed more open government.

It was as though WikiLeaks had asked its favourite uncle for a bit of friendly advice, and been told very publicly and in no uncertain terms to sod off. But Assange should have heard a warning in Aftergood’s message. Aftergood predicted the changing mood in a nation that has freedom of speech enshrined in its constitution. While WikiLeaks sought to make ‘unauthorised disclosures’ technologically immune to government control, Aftergood wrote that an opposing school of thought, which he did not directly identify, proposed expanding US government authority, even seizing control of information that was already in the public domain if its continued availability was deemed unacceptably dangerous.

The article quoted a lawyer who suggested that even the Constitution might be used to restrict what he called the possession and dissemination of ‘catastrophically dangerous’ information. WikiLeaks was being warned off before it had been officially launched.

Within hours of Aftergood’s attack in Secrecy News, John Young, the first person to accept an advisory board position, logged on to the WikiLeaks private online discussion site from his Manhattan home and began writing an extraordinary message. Young warned that WikiLeaks should expect smears, lies, forgeries, betrayals, bribes, and what he called the host of common tools used to suppress dissent. He said the organisation should beware that releasing information about WikiLeaks’ founders and supporters would be grist for the ‘truth twisters’. It was necessary to remain as anonymous as possible, otherwise WikiLeaks was doomed.

While he was critical of Aftergood for trying to make his organisation, FAS, appear more respectable and honourable than WikiLeaks, Young was also miffed that he had been left out of the critical planning stage of WikiLeaks’ development, the launch of its first online document drop—the Somalian exposé. The significance of one line buried in Young’s text probably went unnoticed at the time. He warned that the WikiLeaks online discussion list was in danger of being leaked by hackers.

It was certainly lost on whoever responded from the WikiLeaks camp—most likely Assange—pointing out that despite Young’s fears, WikiLeaks’ opponents so far had essentially been uncoordinated. The attacks they had experienced had been unmotivated, limp-wristed and lacked precision and common direction. The organisation should use the time before any concerted assault came to get its message out and define itself. WikiLeaks, it was claimed, had time to ‘set the key in which future bars of our song are to be played by the public orchestra’. Critically, Assange asserted that he did not believe in unquestioning obedience to authority, but favoured ethical behaviour in all circumstances. There was a place for principled civil disobedience, where an act of distributing information may embarrass authoritarian power structures or expose oppression or major crimes. Assange recognised leaking often involved major personal risk but there was a duty to act. ‘Every person is the ultimate arbiter of justice in their own conscience,’ he wrote. Assange was exploring dangerous territory here. Relying on individuals to set their own moral compass is only one step away from recommending that people take the law into their own hands.

Young, for one, seemed unimpressed, describing the WikiLeaks ‘ethical statement’ as defying credulity in a similar way to what he called the professional peddlers of ‘responsible’ leaks, organisations like the FAS and Aftergood’s Secrecy News. Sensing that WikiLeaks might be in trouble from unidentified external forces he asked if any advisory board members had jumped ship yet. WikiLeaks assured Young no one had left, but it said that Aftergood’s criticism had stung and ‘they wanted him fed to the sharks’.

Reflecting the growing sense of hubris among the WikiLeaks team, they announced they were about to become even bigger than Wikipedia one of the most successful information sites the Internet age had ever produced. WikiLeaks said it had been inundated with leaked material—1.1 million documents ready to be processed. What it needed now was more staff, and more money.

Three days later, on 7 January 2007 at 6.46 p.m., WikiLeaks posted an email which would forever change its relationship with Young. Though it was an internal document sent to only a few selected supporters, it sounded like a pitch from a desperate spruiker trying to raise money for dodgy investments. As a brazen demand for cash, it took some beating:


‘How much will YOU pledge to WikiLeaks for its next six months of activities?’



WikiLeaks said the organisation could operate at a slow pace with under $50 000 a year, but its goal was to raise pledges of five million dollars by July. They weren’t quite throwing in the steak knives too, but it wasn’t far off it. Smaller pledges could be used in ways that would generate larger ones. WikiLeaks was thinking big. It had acquired a secret list of attendees at the World Economic Forum shortly to be held in Davos, Switzerland, and would be urging them to contribute. Top of the hit list was George Soros, who was famous for being a multi-billionaire and well known for acts of philanthropy, but who was also suspected of secretly funding dissident groups who received money from the CIA. It was dangerous territory for WikiLeaks to be entering.

Twelve minutes later John Young fired off a blistering attack warning that a five million dollar funding goal by July would kill WikiLeaks. It made WikiLeaks look like a Wall Street scam. Five million dollars could not be needed so soon, except for suspect purposes. Even Soros would kick them out of the office for such ‘over-reaching’. Foundations were flooded with big talkers making big requests, flaunting famous names, and promising spectacular results.

Young was scathing about WikiLeaks’ claims to have more than one million documents ready for leaking—far too many to be believable without evidence. WikiLeaks hadn’t even officially been launched yet. It had only leaked one document, which outlined a possible plan to assassinate members of the Somali Government—and even that was of ‘highly suspect provenance’. Young recommended a more cautious approach: firstly, by explaining what the funds were needed for and how they would be managed, and secondly, how the money would be protected against fraud and theft. He said WikiLeaks would be better off establishing its bona fides first by publishing a credible batch of documents, testing feedback and criticism.

He argued that WikiLeaks should show it could handle the ‘heat of doubt’ and condemnation and use that to support fundraising. Young said the biggest crooks bragged overmuch of how ethical their operations were; WikiLeaks should avoid ethical promises, period. They’d been used too often before to fleece victims. He advised WikiLeaks to demonstrate sustained ethical behaviour, not to preach it. He also raised the prospect that WikiLeaks had a secret funding agenda. If fleecing the CIA was the real purpose of the five million dollar target, he suggested a much higher funding goal, in the $100 million range. The US intelligence agencies were awash in funds they could not spend fast enough. Academics, dissidents, spy contractors, whole countries were falling over themselves to tap into that bountiful flood.

Young signed off: ‘In solidarity to fuck em all’.

A few hours later, WikiLeaks responded: ‘Advice taken, we’ll polish up our shears for cutting fleeces golden.’

Young sent another blistering message. He may not have been Nostradamus but he proved to be very good at making his own prophecies come true. With no explanation he announced that his organisation, Cryptome, would be publishing the contents of the WikiLeaks membership list and ‘how I was induced to serve as US person for registration’. To underline his displeasure, he added: ‘WikiLeaks is a fraud: fuck your cute hustle and disinformation campaign against legitimate dissent. Same old shit, working for the enemy.’

The effect on WikiLeaks was one of stunned disbelief. Young had been involved with the organisation right from the start, had registered the organisation in the United States, and put his name to it. He had an enviable record of disclosing information and though he was known to be eccentric and at times a little erratic, nothing prepared Assange and the WikiLeaks team for this. They had been careful even encoding the word WikiLeaks to make life harder for intelligence agencies if they began investigating. They hadn’t used their real names; every communication had been sent by encoded emails. It had given them a sense of security and comfort. Now the organisation had been penetrated not by the enemies it had repeatedly identified as likely aggressors—powerful state authorities, or huge companies—their internal operations were about to be exposed by one of their own. WikiLeaks was about to leak.

The formal request to Young belied the angst: ‘John, please do not do that.’ Assange tried to placate Young, saying that he understood he may have felt out of the loop when Secrecy News broke the story of the organisation’s first leak, but even if Young believed that some at WikiLeaks were CIA stooges, he couldn’t treat everyone on the list that way and publish their names.

Young took little notice of the special pleadings and dumped hundreds of emails on his website, although he did redact many of the names and email addresses of both active WikiLeaks’ workers and its dozens of supporters.

Assange wrote to Young saying that he did not understand Young’s sudden change of heart. He wanted to know why Young had decided to pull his support for WikiLeaks and publish the emails.

Young said he thought he’d been played for a sucker. WikiLeaks had failed to introduce the much-vaunted public discussion forum to allow critiques of its work to be posted online, but the five million dollar goal had been the last straw, a sure-fire indication of a scam. Young threatened to name everyone involved in WikiLeaks and their affiliations if they didn’t reveal themselves in an open forum. It turned out to be an idle threat but Assange didn’t know that at the time. WikiLeaks had just been given a healthy dose of its own medicine.

It was a difficult argument to make that WikiLeaks should demand absolute secrecy about its own activities, but openness in others, and this was a contradiction that would continue to dog the organisation, providing ammunition for its growing band of opponents. It wasn’t just governments, big corporations, the military and intelligence organisations that didn’t like what WikiLeaks was doing. Many journalists, activists and hackers were either envious or sceptical of the information-age newcomer. They were formidable opponents for a fledgling organisation that was already under attack from within, and struggling to find its feet.


4

SAVE THE WORLD

It was early 2007, and Julian Assange’s daughter, whom he’d had with his partner, Lisa, had recently celebrated her first birthday. But the relationship had hit turbulent times and Assange was no longer living with them. Lisa believed Assange was desperate for a stable family but he was ‘haunted by demons’ which revealed themselves by the fact he had ‘massive trouble sleeping’. As WikiLeaks struggled to get off the ground, he turned to the son he had from his earlier marriage for help in getting the organisation started. Having fought and lost a bitter custody battle for Daniel sixteen years earlier, to be reunited in such a labour of love now would make up for all the time they had spent apart.

According to Assange’s mother, Christine, one reason why he was so focused on forcing governments to be more open stemmed from that custody battle. Freedom of Information requests they carried out later unearthed a trail of decisions made by ‘radical feminists’, both in the Family Court and Legal Aid, whom she said opposed men having custody of children. Both Julian Assange and his mother were so concerned they set up the Parent Inquiry into Child Protection to investigate abuses and possible changes to the law. Assange even provided direct help to the Victorian Police Child Exploitation Unit in another area. His ‘technical advice’ and support assisted in the ‘prosecution of persons suspected of publishing and distributing child pornography on the Internet’. What’s never been revealed before is that as well as tracking down pornographers, according to Christine her son also put his technical expertise to use helping Victorian police ‘remove a book on the Internet about how to build a bomb’.

Assange and Daniel shared many interests, and Daniel was well aware how stimulating the venture would be. While he was growing up he had learned a lot from his father, who treated him as an equal. And he had no reason to think things would be any different if he joined him in WikiLeaks. They would be a good team: Daniel understood his father well and he had had similar troubles as Assange had growing up, problems that are often associated with high intelligence.

But after lengthy consideration Daniel, who had a gift for science like his father, decided not to take up Assange’s offer. He had too many serious doubts that the WikiLeaks project would ever work, later telling the online publication Crikey that at the time he thought the idea of leaking government documents ‘to the entire world’ was a ‘ridiculous concept’. Though Daniel was wrong about the impact that WikiLeaks would have, he did possess a deep understanding of what drove his father.

Assange had always been interested in political activism and had a huge interest in science, philosophy and mathematics.

But he turned away from what he saw as the function of science in feeding the war machine, and put individual activity at the centre of his philosophy instead. The application of state power to silence and control the individual would be repeatedly resisted by Assange, as it had been from the beginning of his travels through the underground network of the Cypherpunks, to the birth of WikiLeaks. It was a journey that had driven him into the arms of anarchic liberalism.

But how to ‘save the world’ and put theory into practice was an altogether different issue. Writing in June 2007, just after WikiLeaks had gone live, he said that the world could be perceived as so vast that the individual could not envisage their actions making a meaningful difference. People tried to fool themselves into believing that one could ‘think globally and act locally’; however, to anyone with a sense of proportion, acting locally was a marginal activity. It was not setting the world right. The task was to create ideas or interventions that had a global impact. He hinted that maybe WikiLeaks was the answer. ‘Perhaps I have found one [an idea],’ he wrote. ‘I support similarly minded people, not because they are moral agents, but because they have common cause with my own feelings and dreams.’

Few others knew Assange’s weaknesses better than his son, Daniel. ‘He gets easily frustrated with people who aren’t capable of working up to his level and seeing ideas that he grasps very intuitively.’ They were attributes that would attract the best and brightest to work alongside Assange, but those qualities would eventually drive some of those same people away, turning them into enemies at a time when he would need all the friends he could get.

But 2007 was a time for embracing not only new friends but new ideas. If WikiLeaks was to raise its profile on the world stage it would have to do better than the Somalian document which, although having achieved a creditable mention in the New York Times, had hardly raised a blip elsewhere, apart from the savaging it received from Secrecy News. To give WikiLeaks a world presence, Assange needed an international stage. He found it at the World Social Forum, a gathering of activists and alternative thinkers, which was about to hold its annual conference in Nairobi. Scheduled to be held at the same time as the World Economic Forum in Davos, it was designed to draw attention to the gulf between rich and poor nations. More importantly it was expected to draw a crowd of more than 50 000. On the spur of the moment, Assange sent out an email to WikiLeaks supporters asking if anyone fancied a trip to Kenya. As the crowds made their way to the conference opening ceremony in the centre of Nairobi, they could not have been aware that they were about to witness the emergence of an organisation that would have a huge impact on human rights around the world, revealing acts of tyranny and oppression in Kenya which had been conceived just a few hundred metres from where they were standing at Parliament House. The motto, boldly emblazoned over the main entrance, read: ‘For a Just Society and the Fair Government of Men.’ WikiLeaks would reveal that nothing could have been further from the truth.

Within a few weeks, Assange’s appearance at the forum in Kenya bore fruit for WikiLeaks, taking the organisation from being a maverick online publisher to being entangled with mainstream journalism. Assange knew that while the purity of his WikiLeaks model gave readers the chance to view original documents, the editorial reach of their online publication was severely limited. Assange was moving inexorably towards collaboration with mainstream newspapers, beginning with the UK’s Guardian. This would be a benefit to both parties, giving the newspaper scoops and providing WikiLeaks with a huge platform to reach a wider and more influential audience— something the Internet itself could not deliver.

In August 2007, the Guardian published an exposé, based on a WikiLeaks document, revealing that the former Kenyan President Daniel arap Moi had siphoned off more than a billion dollars of government money and shifted it overseas into nearly thirty countries. The Guardian reported that it had seen a 110-page report by the international risk consultancy company Kroll, which revealed that Moi had illegally acquired multi-million pound properties in London, New York and South Africa, as well as a 10 000-hectare ranch in Australia and bank accounts containing hundreds of millions of pounds. The Guardian said Moi’s associates colluded with Italian drug barons and printed counterfeit money; his clique owned a bank in Belgium, and their fear of losing wealth prompted threats of violence between Moi’s family and his political aides.

The Kroll investigation into the former regime was commissioned by President Mwai Kibaki shortly after he came to power on an anti-corruption platform in 2003, supposedly the first step towards recovering some of the money stolen during Moi’s 24-year rule, which earned Kenya the reputation as one of the most corrupt countries in the world. Political pressure forced Kibaki not to act on the report, which was believed to have been leaked to WikiLeaks by a senior government official upset about Kibaki’s weakness.

The Kenyan leak established a partnership between WikiLeaks and the Guardian and produced a model for how it planned to do business with other mainstream media organisations. It would be a difficult journey for an organisation that was contemptuous of how lacklustre many of the world’s newspapers were in holding those in power accountable. WikiLeaks would choose who it did business with carefully. The UK’s Guardian newspaper, with its liberal-Left reporting history, was an obvious choice, and others with a similar political pedigree would follow, such as Der Spiegel, Le Monde and El Pais. The arrangement would involve a great degree of trust on the part of WikiLeaks that the newspaper would not ‘steal’ the story and publish without attribution. For its part, the newspaper had to trust that WikiLeaks wouldn’t give the story to someone else after all the hard legwork had been done. Whatever the flaws with this system of operation it was far superior to another arrangement WikiLeaks also tried: the auctioning of its documents to the highest bidder as a way of funding the group’s operations. That had been a spectacular failure with few takers. It was also an odd fit for an organisation whose stated goal was to hold the rich and powerful accountable for the deeds they would prefer weren’t made public.

In November 2007, WikiLeaks published the first document that directly related to US foreign policy: an instruction manual, Standard Operating Procedures for Camp Delta, one of the detention camps used to hold prisoners in the United States’ Cuban enclave at Guantánamo Bay.

The document focused heavily on how best to restrict and control access of the International Committee for the Red Cross (ICRC) to those often being held in solitary confinement. The degree of nervousness expressed by the US Government in its dealing with the ICRC can best be understood by the fact that the organisation received 148 mentions in the document. US soldiers at Camp Delta were warned repeatedly to be guarded when dealing with the ICRC. They were given directions that ICRC officials were not allowed to ask long questions of detainees and that if an inmate’s mail was censored the ICRC would be told, but they would not be allowed to see the contents. More importantly, the ICRC would not be allowed to visit a prisoner for the first thirty days of their confinement at Camp Delta. The US military had always denied that certain prisoners were off-limits to the Red Cross until the WikiLeaks document exposed the lie. More followed, including a report that revealed instructions on how to use military dogs to intimidate prisoners. ‘MWD (Military Working Dogs) will walk “Main Street” in Camp Delta during shifts to demonstrate physical presence to detainees,’ according to a directive in the ‘Psychological Deterrence’ section.

The document was signed by Major General Geoffrey Miller. According to media reports, Miller introduced harsh interrogation methods to Guantánamo, such as shackling detainees into stress positions and using guard dogs to exploit what the former head commander in Iraq, Lieutenant General Ricardo Sanchez, referred to as ‘Arab fear of dogs’. The story had been posted on WikiLeaks and written by Julian Assange and others. This time, there appeared to have been no relationship with existing media organisations. It seemed that WikiLeaks was feeling its way—exploring the parameters for what was to come. In the anarchy of the editorial process and the eventual direction of WikiLeaks it was a kind of trailer for the main events to follow. No one knew what was going to happen next, including, it seems, WikiLeaks itself. In February 2008, WikiLeaks delivered a bombshell of a story. It had its epicentre just 300 kilometres south of Guantánamo Bay.

* * *

Long sandy beaches and aqua seas attract hundreds of thousands of tourists every year to the Cayman Islands. They arrive by huge ocean liners the size of apartment blocks, in motorboats and yachts, all drawn to the beauty of this coral island paradise. As the tour boats arrive and weigh anchor in Cayman Bay, the first view for those on board is the palm-fringed beauty of Seven Mile Beach and the colonial style, low-rise buildings gleaming white in the brilliant sun.

The Caymans have much to offer, but some of the visitors are drawn here by what’s not so apparent. The people who live and work on the Caymans pay no tax. Among the boat tour operators and travel agencies that jostle for space along the waterfront are the pick of the world’s banks, including HSBC and Barclays. They provide a service that has made the Caymans one of the most significant financial centres in the world.

It’s a long way from the mountains of Switzerland, but the Julius Bäer bank headquartered in Zurich occupies one of the best pieces of real estate on this island haven. Since 1994, Rudolf Elmer, one of the bank’s senior accountants, had headed up the Cayman branch. He had a well-appointed office with sweeping views of the azure Caribbean Sea. But whether it was the stress of dealing with billions of dollars of other people’s money, the office politics or a personal issue, something snapped in Elmer. When a number of the bank’s documents went missing, the bank subjected staff to a lie detector test. Heavily medicated with painkillers for a bad hip, Elmer failed to complete the test. When the bank fired him, Elmer decided to blow the whistle on its activities.

As an accountant, Elmer knew the power of documentary evidence. So when he left the bank he took with him a full inventory of the bank’s server, containing thousands of account details, names, addresses and transaction information. Elmer claimed he had it with him because during the hurricane season he had to leave the island, taking a copy of the server with him. The bank didn’t believe him. They called it theft. It wasn’t long before Elmer began using the ammunition to attack his old employer. He said he had witnessed ‘practices used by the Julius Bäer bank to evade or reduce its own tax payments’. Elmer accused the bank of ‘double bookkeeping’ practices. He said the bank administered billions of dollars worth of investments in the Caymans, yet reaped the profits tax-free in Switzerland. The bankers ‘pretend that management in the Cayman Islands makes the decisions’ while the main bank in Zurich actually controls all the transactions.

Elmer pointed out that an ‘in-house pseudo insurance company’ in the Caribbean sent out exorbitant premium invoices ‘that reduce the amount of taxes owed in Switzerland and other countries’. He also alleged faked loans to customers were used to reduce tax bills by deducting bogus interest expenses. Elmer used his data as a lever in the bitter dispute with his former employer. He had sent anonymous emails to Bäer customers, threatening to disclose that their accounts contained unreported taxable income. ‘I did it to protect myself and my family,’ he said.

The conflict dramatically escalated when a Swiss financial newspaper anonymously received a computer disk with customer records dating from 1997 to 2002. The US Internal Revenue Service also got a copy just in case they missed another huge tranche of records uploaded from Elmer’s hard drive on to a far more public area—the WikiLeaks’ website.

Rocked by the exposure, the bank’s lawyers demanded that WikiLeaks take down what they called the offending documents. When WikiLeaks refused, the bank launched a court challenge—not in the Caymans, but thousands of kilometres away in San Francisco, where the WikiLeaks domain name had been registered two years earlier by John Young.

There, in the towering glass building on Golden Gate Avenue that houses the US District Court, Julius Bäer’s lawyers successfully persuaded Judge Jeffrey White that WikiLeaks had published confidential documents that violated their clients’ right to privacy. Judge White’s decision had immediate effect. Three kilometres away, Dynadot, a California-based Internet company, was ordered to pull the plug on WikiLeaks.org’s domain name server (DNS). Angry Internet activists had already set up mirror sites, allowing access through other domain name servers. And WikiLeaks itself had gone to great lengths to decentralise its website operations so opponents could not easily shut them down. More than half a dozen domain names, including WikiLeaks.org, WikiLeaks.be and WikiLeaks.cx, all led to the same site, providing alternatives if one of them was disabled. In the future WikiLeaks would have to take more extreme security precautions using a disused underground bunker built in central Stockholm during the Cold War. The facility, owned by Swedish broadband provider Bahnhoff, offered the ultimate in protection: its own fibre optic cables had not been tapped into by the Swedish intelligence agencies at the time, according to the company. Bahnhoff boasted that the facility, cut out of solid rock thirty metres underground and protected by a half-metre-thick door, was bomb-proof. As if that wasn’t enough protection, several old diesel engines from German submarines were on standby to supply backup power.

As Judge White made his way home that night, he probably had no idea of the fury that was about to be unleashed against his decision to shut WikiLeaks down. The American Civil Liberties Union and the Electronic Frontier Foundation, a strongly committed and heavily organised group dedicated to the defence of freedom of speech, filed a motion to the court protesting against what it called the censorship of WikiLeaks. They were joined by the Reporters Committee for Freedom of the Press (RCFP), bringing together an extraordinary array of opposition to what they saw was a clear case of a First Amendment argument in favour of free speech. The RCFP understood only too well what was at stake. Established in 1970 to provide legal support to reporters needing help, one of the founding members of the committee that established RCFP was Ben Bradlee, the Washington Post editor who also published the Pentagon Papers and what was at the time the world’s greatest journalistic scoop, Watergate.

The RCFP drew together representatives from almost all the major US newspaper publishers, including the American Society of Newspaper Editors, the Associated Press, the Hearst Corporation, the Los Angeles Times, the National Newspaper Association, the Newspaper Association of America, the Radio-Television News Directors Association and the Society of Professional Journalists. On the grounds that WikiLeaks had not appeared in court to defend itself and no First Amendment issues had yet been raised, the media coalition requested to be heard as a friend of the court to call attention to relevant points of law that the court had apparently overlooked.

They argued that it was unlawful to dramatically curtail access to WikiLeaks simply because of a complaint involving a few documents. It violated the bedrock principle that an injunction involving one set of documents could not be extended to all others. More significantly, the RCFP cited the case of the Pentagon Papers in which the Nixon Administration had tried to prevent publication. In that case, it had been argued that the First Amendment prohibited preventing publication even when national security may be at risk, and the press’ source was alleged to have obtained the documents unlawfully. The privacy and commercial interests cited by Julius Bäer’s lawyers were simply not important enough to have their publication prevented.

Faced with such concerted and well-argued opposition from this highly regarded expert group, Judge White not only dissolved the injunction requiring Dynadot to suppress Wikileaks’ DNS entries, but also denied the bank’s request for an order prohibiting the website’s publication of the bank’s documents. As RCFP Executive Director Lucy Dalglish said, ‘It’s not very often a federal judge does a 180-degree turn in a case and dissolves an order’. On 17 January 2011, Rudolf Elmer appeared at London’s Frontline Club, alongside Julian Assange who was making his first public appearance since being bailed on allegations of sex crimes in Sweden. In a staged ceremony, Elmer handed Assange some computer disks which he said contained details of tax avoidance by 2000 very wealthy individuals. He said he had tried to interest the Swiss police but they had taken no action, except to try to extradite him to face charges of breaking Swiss banking secrecy laws. His last chance, he said, was WikiLeaks.

If WikiLeaks hadn’t been on the US military’s radar as a possible threat before, the court decision seemed to galvanise its intelligence arm into action. Three weeks after Judge White handed down his decision, the US Army’s Counter Intelligence Centre issued a special report focused entirely on WikiLeaks, which Assange got his hands on and leaked.

Classified ‘Secret’, it also carried the restriction ‘Nofor’—no foreigners were to be given access to it. Without a hint of irony the document pointed out that the governments of China, Israel, Russia, Thailand and Zimbabwe had all blocked access to WikiLeaks. The document came to the conclusion that WikiLeaks posed what it called an information security threat to the US army. Without specifying what the threats were, it stated that the WikiLeaks site had provided foreign terrorist groups, insurgents and other potential adversaries with potentially actionable information for targeting US forces. It said the possibility that current employees or moles within the Department of Defense, or elsewhere in the US government, were providing sensitive or classified information to Wikileaks.org could not be ruled out.

Ominously, the US military even provided a blueprint to shut WikiLeaks down. It pointed out that the organisation used trust as a centre of gravity by assuring insiders, leakers and whistleblowers who pass information to its personnel or post information to the website that they will remain anonymous, adding pointedly, ‘The identification, exposure, or termination of employment of or legal actions against current or former insiders, leakers or whistleblowers could damage or destroy this centre of gravity and deter others from using Wikileaks.org to make such information public’. It amounted to a declaration of covert war on WikiLeaks. The organisation wouldn’t find out about the military’s plans until much later but Julian Assange was already preparing for an assault.

In the wake of the court victory he began carefully examining what lessons WikiLeaks could learn from the adversary it had just beaten. As he told me: ‘We looked at banks that we had been exposing in the Cayman Islands and those offshore jurisdictions, and tried to understand what it is that these offshore jurisdictions are really doing.’ Assange identified that offshore banking arrangements had a number of significant characteristics. They were mainly based on small islands with only a few thousand population and they were capable of producing a package of laws that were attractive to a particular type of investor. For Assange, the appeal was how the financial security of this kind of jurisdiction could be used for the benefit of journalism and his WikiLeaks venture. It was just a nascent idea forming in his mind, but in the not-too-distant future it would be part of a radical alternative to protect his journalism. Assange says he thought to himself: ‘What if we can turn this on its head?’ As he conceived it, the impregnable fortress that was often used to protect the assets of the rich could be subverted for WikiLeaks’ whistleblowing.

Before those elaborate arrangements were made, Assange had some old scores to settle first. He would take on Scientology, one of the most litigious organisations in the world. The organisation that all those years earlier had managed to silence criticism with threats of legal action was next in the firing line, and this time WikiLeaks had planned strong defences before it posted a host of Church of Scientology documents. They involved the work of a person identified as Frank Oliver who had signed what must be the most extraordinary employment contract the world has ever seen, with a branch of Scientology called the Sea Organisation, or SeaOrg. In it, he said he was of sound mind and agreed to contract himself to the organisation ‘for the next billion years’. WikiLeaks’ Scientology package contained memos and other documents Oliver received while working in the Office of Special Affairs, which performs public relations damage control for the Church. As the Register online newspaper pointed out: ‘They read like a cross between Sun Tzu’s Art of War and a Richard Nixon strategy memo on dealing with a hostile press.’

‘Never treat a war like a skirmish,’ the documents advise. ‘Treat all skirmishes like wars.’

According to a ‘Manual of Justice’, purportedly written by Scientology founder, L Ron Hubbard, Church officials responding to negative magazine articles should ‘hire a private detective of a national-type firm to investigate the writer, not the magazine, and get any criminal or communist background the man has’. The officials should then use the information to ‘write a very tantalising letter’ and ask the reporter to come in for a meeting. In what must be one of the most bizarre public relations directives ever, the manual suggests that if the reporter agrees to the meeting, ask them ‘to sign a confession of collusion and slander—people at that level often will, just to commit suicide—and publish it in a paid ad in a paper if you get it’. The manual states: ‘Chances are he won’t arrive. But he’ll sure shudder into silence.’

On a more practical level the documents suggest ways investigators could discover personal details about the movements of those opposed to them, getting airline frequent flyer numbers and then calling the airline to discover a person’s itinerary. The documents also name 7000 organisations and individuals who are ‘suppressive persons and suppressive groups’. The purpose of the Department of Special Affairs was to accomplish ‘total acceptance of Scientology and its Founder’, the documents say, and to take ‘responsibility for cleaning up the rotten spots of society’ in order to create a ‘safer and saner environment for Scientology expansion and for all mankind’.

Within days of the documents being posted on the WikiLeaks site, Scientology’s lawyers in Los Angeles ran the same argument their counterparts in Melbourne had used, accusing WikiLeaks of violating US copyright law. It was unlawful to ‘reproduce or distribute someone else’s copyrighted work without that person’s authorisation’, a letter from the attorneys read. It threatened that courts had entered ‘numerous permanent injunctions and [been] awarded statutory damages’ for infringing the copyright of Scientology’s works. The documents were ‘unpublished, copyrighted works. Please be advised that your customer’s action in this regard violates United States copyright law. Accordingly, we ask for your help in removing these works immediately from your service’.

Instead of buckling, WikiLeaks continued the assault, saying that after reviewing documentation on Scientology’s ‘attacks, legal and illegal’, on critics ‘ranging from Time Magazine and CNN’ (which it said had spent more than $3 million defending against just one of their suits), to investigative freelance journalists whose books had been pulped by publishers rather than face litigation costs, WikiLeaks had come to the conclusion that Scientology was ‘not only an abusive cult, but that it aids and abets a general climate of western media self-censorship, due to the fear of litigation costs’. WikiLeaks added that if the West could not defend its cultural values of free speech and press freedoms against a money-making cult like Scientology, it could hardly lecture China and other state abusers of these same values.

In an attempt to discover who had leaked the material, the Scientology lawyers asked for the ‘release of the logs of the uploader’. If it was designed to intimidate, it had just the opposite effect—WikiLeaks acted. ‘In response to the attempted suppression, WikiLeaks will release several thousand additional pages of Scientology material next week.’ And it did.

Nothing further was heard from the LA lawyers. One of the biggest and most vexatious litigants had been silenced and defeated. It was a sweet revenge for Julian Assange who had failed so spectacularly in Melbourne all those years ago to inflict any damage on the Church of Scientology, defeated by a legal muzzle which had silenced everyone else too, until now.

Exactly who leaked the Scientology documents has never been discovered, though the Church tried to find out. The system that WikiLeaks used to protect a whistleblower’s identity had worked perfectly. The material simply arrived on the WikiLeaks server, posted by an anonymous whistleblower with access to the documents. But that safeguard could not extend to protecting whistleblowers from themselves. In the early hours of the morning on 16 September 2008, the private Yahoo email account of Sarah Palin was hacked into by a user calling themselves Rubico.

As John McCain, the Republican presidential candidate, and his deputy, Sarah Palin, crisscrossed the country in a final push in what was expected to be one of the closest elections ever, 20-year- old David Kernell thought he might make the difference and tilt the balance in favour of the Democrats. He was looking for something that would ‘derail Palin’s campaign’.

She had been accused of using her private email to shield government business from public scrutiny. All Kernell needed was the answer to her Yahoo email password question and her date of birth. When it came to breaking into her account, it’s probably a good thing Palin didn’t design the security codes to launch a nuclear strike. Her birthday appeared on her Facebook page, and the password was simply a name of one of her children. The problem was any frontal assault on the email would identify the person who had broken in. So Kernell used a computerised ‘cut out’—an Internet host which provides a new identity to ‘launder’ his attempt to impersonate Sarah Palin. Once inside the account, Kernell copied Palin’s list of emails, and posted it on the web where WikiLeaks picked it up. The hack also uncovered some unflattering family photos and the addresses of Palin’s friends, the usual kind of material you’d expect to find on anyone’s email account. But there was also evidence that Palin was using her personal email for state business.

Among the emails in Palin’s account were several from government email addresses belonging to her aides, including a draft letter to California Governor Arnold Schwarzenegger, a discussion of nominations to the state Court of Appeals, and several bearing the acronym for the Alaska Department of Public Safety. Assange argued that the emails proved that Palin had used her private account to hide material concerning government business which should rightfully be in the public domain.

Palin brushed off the question of whether she’d done anything wrong and called in the FBI to find the hacker. They didn’t have to look far, and the following Saturday night FBI officers swooped on Kernell’s apartment where he lived with flatmates just a kilometre from Tennessee University, and photographed and logged everything in the place, including his computer. Though Kernell had carefully shielded his identity, he hadn’t been careful enough. His Facebook email was linked to Anonymous—the anarchist website he’d used to attack Palin’s account. When the FBI demanded to know from the organisation that provided the ‘cut out’ who had accessed Palin’s account, they promptly handed over the email address. The curly haired, cherubic Kernell, who might have hoped to please his father, a local State Democrat Party leader, by embarrassing Palin, was eventually found guilty on two charges of obstructing justice and unauthorised entry of a computer. He received a one-year jail sentence and three years’ ‘supervised release’. The judge ordered Kernell to spend his sentence in a ‘halfway house’ and not a federal prison. John McCain’s campaign described the hack as a ‘shocking violation of law’. Barack Obama’s office called it ‘outrageous’.

Assange defended WikiLeaks’ publication of the private photographs of Palin’s children because they authenticated the email account. ‘Everyone now knows the documents to be true,’ he said. ‘These previously unseen photos of Palin’s children were selected to lend credibility to the politically important text—the list of emails containing governmental correspondence.’

While the United States was moving away from hard right Republicanism towards the political centre ground, on the other side of the Atlantic the political consensus was fracturing, and extreme racism had began to re-emerge in Britain. Like all extremist parties, the leaders of the Far Right British National Party (BNP) deny it is a racist organisation, but they know their members understand only too well what the party really stands for. Even so, the last thing many of them want is their names revealed to the public, least of all to their neighbours or workmates.

After it had briefly appeared on a blog, WikiLeaks posted the membership list of the British National Party. It contained the names, addresses, ages and occupations of many of the 13 500 BNP members. Among the members were schoolteachers, doctors, lawyers and police officers. It is illegal for anyone in the British police to be a member of BNP and at least one person lost their job.

WikiLeaks was fast emerging as a major force in the world of investigative journalism and human rights; a game changer in the way stories broke and were reported. Just a few months earlier, Julian Assange and WikiLeaks had received the prestigious Economist Index on Censorship award for journalism for the inroads they had made in New Media. The Index on Censorship presents annual awards to courageous journalists, writers, lawyers, campaigners, filmmakers and whistleblowers from around the world who have made a significant contribution to free expression over the previous year. Assange joined some of the most highly regarded journalists in the world for the awards ceremony in London.

While WikiLeaks had made headlines with its prize, it was having less luck getting anyone from traditional journalism interested in an extraordinary story it had published on its website. It involved the murder of hundreds of Kenyans suspected of being members of a notorious gang. Outlawed following a spate of slum violence, the quasi-religious group from the dominant Kikuyu tribe had become one of Kenya’s largest crime and extortion rings.

Instead of arresting them and placing them before a court, a group of Kenyan Police carried out the systematic execution of anyone they suspected. As the bodies began to pile up in the hundreds in the Nairobi mortuary, police officers who disapproved of the killings tipped off the Kenyan Human Rights Commission. Their investigation revealed a pattern of execution: many had been shot at close range or strangled to death after being tortured, others set on fire after being doused in paraffin. The completed report, entitled ‘Cry of Blood’, was damning of the government. ‘These acts were ordered, directed or coordinated by the top leadership of the Kenyan police acting jointly with a common purpose,’ it said. It also reported that the police had been complicit in the deaths of up to 500 young Kenyans in the past eighteen months.

President Mwai Kibaki ignored the call for a full inquiry. Like its victims, the report was buried. The Human Rights Commission found itself in a bind. As Assange told me the report was ‘too dangerous to release’ inside Kenya. Even posting a copy on an outside web page like WikiLeaks would be risky for those who leaked it in Kenya. But whoever it was decided to take the chance—and handed over a copy. WikiLeaks posted it on its site with great fanfare.

Assange was greatly disappointed that the report was mainly ignored by the established media. Only the UK’s Sunday Times and its reporter Jon Swain gave the story any prominence. There would have to be changes to the way WikiLeaks did business in the future if Assange was to honour his pledge to its whistleblowers that the risks they took would be worthwhile and that their material would have maximum impact. Just six months after the report was filed on the WikiLeaks site, two human rights lawyers, Oscar Kingara and Paul Oulu, who had been providing evidence to the Kenyan Human Rights Commission and also trying to get the International Criminal Court involved, were gunned down. As Assange tells the story, he clearly understands the terrible significance of what happened: one car pulled up behind and another pulled up in front. Both men were shot through the windows and a student who tried to take the bodies back to the university ‘to make sure there was a proper autopsy’ was also shot.

Assange was proud of the award Amnesty International gave WikiLeaks for its work in exposing the police killings, but the WikiLeaks activists in Kenya also raised serious questions that the organisation had never faced before. As we sat talking in a Melbourne sanctuary provided by his friends in early 2010, Assange wrestled with the dilemma of the Kenya killings. ‘They face many more risks than we do—as a sort of, as a white foreign national, I’m in a privileged position and these people cop it first,’ he said. Then Assange used a curious phrase to describe what had happened to the dead men. ‘For me personally, they are my canary in the coalmine,’ he said. Assange may not have meant it, but his comments sounded callous.

Protecting the whisteblowers who risked their lives seemed easy to deal with compared to this new complexity, the unintended consequences of an exposé that had left two men dead and another shot at close range. The business of leaking had just got a whole lot more complicated and ethically fraught.
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LONG REACH OF THE LAW

On 1 August 2009, Birgitta Jonsdottir settled down to watch the local 7 p.m. news in Reykjavik. Jonsdottir, a poet and anarchist, had exchanged her street demonstration skills for parliamentary process. Just four months earlier she had been elected to the Icelandic Parliament as a member of The Movement, a political party that campaigns for democratic reform ‘beyond the politics of left or right’. She’d risen to power on a wave of public concern about how Iceland had suffered so badly during the global financial crisis. It had been hit worse than most other countries and was left close to insolvent.

One of Iceland’s major savings banks had been among the first to harness the power of the Internet and produce online banking. Called Icesave, it had attracted 350 000 investors in the UK and the Netherlands, with £4.5 billion of deposits, but the financial crash had destroyed its investments and now it was owned by the Icelandic government, which was keeping it afloat. With Iceland’s population at just 320 000, the debts alone were enough to take the country to the brink of insolvency. As the short days of winter turned into the near, never-ending days of summer, it was estimated that the local population faced the dreadful likelihood that every man, person and child in the nation would have to pay up US$50 000 each to bail out the bank. With unemployment increasing rapidly and the economy in freefall, one of the most advanced nations on earth stood teetering on the brink of the abyss. Other banks had been in trouble too. Iceland’s largest bank, Kaupthing, received a 荤700 million loan from Iceland’s Central Bank, announcing that it was ‘committed to working with the government to ensure regular workings of the Icelandic financial system’. In other words, if Kaupthing went belly up, Iceland’s finances would be in tatters. Birgitta Jonsdottir knew better than most how dire the situation had become. It’s why she never strayed far from the TV evening news— the country’s main bulletin.

At the local TV station, Kristinn Hrafnsson, an amiable yet highly focused investigative journalist, was unusually flustered. A few weeks earlier Hrafnsson had received a tip that a then little-known website, WikiLeaks, was about to publish a document which might interest him. It involved the Kaupthing bank, an organisation that had caused Hrafnsson problems before. A few months earlier he’d lost his job at a rival TV station after exposing a link between the bank and a shady Iranian businessman. What the WikiLeaks document revealed was shocking even by the standards of the global financial crisis, which had come close to destroying the world economy. It showed that borrowings of billions of dollars made by customers of the bank were backed by virtually no security at all.

The leaked documents revealed the bank had loaned billions of euros to its major shareholders, including a total of 荤2 billion to a company with large shareholdings in the bank and subsidiaries meaning it now owned nearly a quarter of the bank. ‘The biggest borrowers had no collateral at all. Working swiftly, Hrafnsson put his scoop together for that evening’s news broadcast. It was a classic story of insider trading, with the public being asked to bail out the bank because it was too big to fail. But just before the TV news titles rolled the bank’s lawyers pounced, managing to secure an injunction to stop the broadcast of Hrafnsson’s story. The message was simply relayed to Hrafnsson: ‘We were supposedly breaching bank secrecy laws,’ he said. Under legal pressure, the station pulled the story, and all its newsreader could do was point viewers to the WikiLeaks website. But it was enough: the story was out. The number of hits from Iceland on the WikiLeaks website was phenomenal that day.

At home, Jonsdottir sat on the sofa open-mouthed. Like many Icelanders she was furious. She wondered why it took so long for the information about the bank’s practices to be revealed—and why it had come from a website she’d never heard of before. Whoever had done the leaking was well informed and courageous. Iceland was not an easy place to be a whistleblower. ‘Those very few that dare to question this insanity, they will be just basically character assassinated,’ she said. ‘In Sicily, they shoot you; they character-assassinate you here ... they kill your reputation and you can’t get a job anywhere.’

There were other questions too about how it was possible for an Icelandic court to prevent the publication of information that had already been published on the Internet. For although the Kaupthing bank had managed to stop Kristinn Hrafnsson, there wasn’t an Icelander with even the vaguest interest in the future of their country who didn’t know about the contents of the WikiLeaks dossier. In Aldous Huxley’s Brave New World, those who opposed the allpowerful state were threatened with exile to Iceland. Though Huxley didn’t mean it as a compliment, Icelanders have embraced it as a description of them as a proud and independent people.

Jonsdottir would be instrumental in hatching a truly revolutionary idea with Assange to make Iceland an international publishing centre, where journalists and writers could work free from the kind of fear of defamation laws which were silencing the media in the UK.

* * *

If Iceland was part of a brave new world then the United Kingdom was beginning to resemble 1984—George Orwell’s grim prediction of a world controlled by a totalitarian regime, where uncomfortable facts about the past can be rewritten or erased. In September 2009, the Guardian reported it had received a demand to delete the online historical records of its reporting of the Trafigura toxic oil disaster. Carter-Ruck, a high-profile defamation law firm based in London, said the reports were ‘gravely defamatory’ and ‘untrue’. They said it was wrong to report that Trafigura’s waste may have caused deaths and severe injury, even though, as the Guardian reported, Trafigura had agreed to pay compensation to its 31 000 West African victims.

A few days later Britain plunged even deeper in to an Orwellian world. In the legal equivalent of having a journalist eaten alive by rats, Carter-Ruck had managed to obtain what is known as a super-injunction. It prevented the Guardian from revealing any information covered by the injunction, including the fact that there was an injunction at all. Across the city in the Guardian offices, how to inform its readers about what was going on without breaking the terms of the injunction demanded more than a small amount of literary dexterity. David Leigh, the Guardian’s at times acerbic head of investigations, wrote that it involved: ‘Legal obstacles, which cannot be identified ... proceedings, which cannot be mentioned, on behalf of a client who must remain secret. The only fact the Guardian can report is that the case involves the London solicitors Carter-Ruck.’

Carter-Ruck’s claim to fame has been the large number of notable defamation and libel wins for its high-profile litigants. Its weapon of choice is the no-win no-fee system. Carter-Ruck’s cut-price offers and the UK’s libel laws, some of the worst in the world for journalists and publishers, produced an attractive package for anyone wanting to take court action. It can also encourage what Australian barrister Geoffrey Robertson QC is credited with describing it as ‘libel tourism’ where litigants go shopping around the world to find the jurisdiction where they are most likely to win. Though Robertson was more subtle than others about Carter-Ruck’s legal business practices, he wasn’t the only one who took exception to how the firm operated. The satirical magazine Private Eye had started referring to Carter-Ruck as ‘Carter-Fuck’. Though they subsequently reached a rapprochement, when Carter-Ruck asked the magazine to stop misprinting the first letter of ‘Ruck’ as an ‘F’. Private Eye’s response was to print the first letter of ‘Carter’ with an ‘F’.

Humour, though, didn’t solve the problem. Labor MP for Newcastle-under-Lyme, Paul Farrelly, decided to raise a question in the House of Commons about Carter-Ruck and Trafigura—a tactic seen by many as a back-door way to get material on the record if gagged by the courts. As a former journalist, Farrelly understood only too well how the system worked, but the plan ran into problems. Carter-Ruck’s injunction made the reporting of even the question a breach of the injunction. The Guardian revealed to its readers it had been forbidden from telling them.

It caused a furore. It was one thing to censor the press and quite another to silence Parliament. In the end, Carter-Ruck posted a statement on the company website saying that it had never been its intention to prevent the press reporting on Parliament and that it had since agreed on changes with the Guardian to the gagging order so that the newspaper could report on the issue.

While some celebrated what they saw as a victory for freedom of speech, Julian Assange launched a blistering attack on how free speech had not been saved in the UK. In a WikiLeaks online editorial, Assange argued that the secret gag order against the Trafigura report ‘remains in effect, and entirely prevents the reporting of the report’s contents’. He argued it was not the only one. The previous month he said the Guardian revealed it had been served with ten secret gag orders—so-called ‘super-injunctions’—since January. In 2008, the paper was served with six. In 2007, five. ‘Haven’t heard of these?’ asked Assange. ‘Of course not—these are secret gag orders; the UK press has given up counting regular injunctions.’

Assange said that because of the damaging threat of legal costs, UK newspapers had silently removed some of the original dumping investigations from their databases. ‘For example, the Independent’s “Toxic shame: thousands injured in African city” no-longer “exists” except at WikiLeaks,’ Assange wrote: ‘Now is not the time to be distracted from this reality, or to see the unravelling of a grotesque attack on parliamentary reporting as a step forward; it is a return to last week. We are back at the UK censorship status quo, which may be described, without irony, as privatised feudalism.’ Assange wanted no congratulatory mutual praise or celebrations of victory. In a call to arms reminiscent of his Melbourne days, Assange wrote: ‘So take your hands from each other’s backs, sharpen your (s)words—and get to work. The battle isn’t over ...’

Assange was right about that. Several months later he confronted Professor Alasdair Mullis, an acclaimed expert on defamation law and the editor of the book Carter-Ruck on Libel and Privacy. At a debate sponsored by the European Union, Mullis pointed out that while he was not connected to Carter-Ruck, he did have an issue with the BBC. He’d live to regret taking on Julian Assange.


MULLIS: A number of news organisations have got the facts wrong. The BBC for example suggested that, in fact, Trafigura had killed people. That’s not true.

ASSANGE: How do you know that it’s not true?

MULLIS: Because they paid damages. Why would they pay damages if they could prove it?

ASSANGE: Because they settle that out of court for tactical reasons.



Assange asked again how Mullis knew the allegations weren’t true, citing a UN report that 108 000 were taken to hospital to seek medical attention in Côte d’Ivoire after the oil dump by Trafigura.


ASSANGE: Now I say to you: 108 000 people go to hospital, all different types—children, old women, et cetera— even just going to hospital, is it unreasonable that fourteen of them died, on the way, in Ivory Coast in Africa, in the middle of the night? Of course you expect fourteen people to die, if they are driven to hospital. And here you are saying that it is not true. What are your facts, sir?

MULLIS: All that I’m saying is that the BBC chose not to defend it.

ASSANGE: No, that’s not what you said. Is it?

MULLIS: I can’t remember.



Mullis tried to regain ground, asking why, if the BBC had been so sure of its story, it had not chosen to defend the case?


ASSANGE: Because they viewed it might take two million pounds in the UK system to defend it. In the UK the burden of proof is on the publisher. Have you stopped beating your wife yet? Prove it to me. See you in court.



Assange stared straight at Mullis and the audience tittered.

This exchange reflects much of Assange’s fearlessness and the sort of bravura he has to stare down anyone no matter how qualified they appear to be or how expert in their subject. For Assange, the arguments revolved around logic. He was driven by the belief that sound judgements could be made by being armed with the facts. Doggedly, he would follow a line of argument to its endpoint.

In the final weeks before Christmas 2009, Assange headed for Iceland where he met up with Daniel Domscheit-Berg who’d left his job to join WikiLeaks. Domscheit-Berg, from Germany, had brought to the organisation a commodity almost as valuable as his expertise in computers. His life savings would help fund the organisation. As Assange headed along the seemingly endless road that weaved its way across the barren flat expanse between the airport and the capital, Reykjavik, to address a conference organised by a group calling themselves Digital Freedom, there was no doubt it would be a meeting of sympathetic minds; Iceland had developed a strong culture in favour of keeping the Internet free and open, part of WikiLeaks’ basic creed.

Up on stage, Assange and Domscheit-Berg were an eye-catching double act. Assange with his resonant voice, dramatic gestures and flowing white locks alongside Domscheit-Berg, every bit the German anarchist, earnest and thoughtful with horn-rimmed glasses. Birgitta Jonsdottir was also on the bill that night, but she was still waiting her turn. In a Reykjavik café, she recalled how well Assange and Domscheit-Berg performed. ‘They really worked well together,’ she said.

Domscheit-Berg had joined up with Assange two years earlier. He’d been a leading member of the German Chaos Computer Club, which though it sounds like an anarchist cliché—is in fact a highly respected organisation that keeps a watchful eye to prevent state intrusion into people’s personal lives. Domscheit- Berg told me he’d been approached by a friend who ‘had a genuine interest in changing the world for something better’ and asked if he wanted to join WikiLeaks. Originally, Domscheit-Berg had been concerned about the comments made by Cryptome’s John Young that WikiLeaks was a fraud and could even be a CIA front, but he’d put those reservations to one side and taken the plunge. He’d jumped in so deep that he abandoned his job as a computer security officer and gathered up his life savings of more than 30 000 euros to fund what he knew would be an expensive exercise—buying servers and computers, and travelling. He was so committed to the idea he even changed his name from Daniel Domscheit-Berg to Daniel Schmitt. Not much of a difference, but enough, so he thought, to make life slightly more difficult for anyone who came looking for him. He had eventually spoken to Assange, not face-to-face, but through a chat room.

They hit it off immediately. At the conference Assange laid out his plans to protect WikiLeaks by using all the tricks the big companies and the wealthy used to protect their profits with offshore accounts. It was a blunt message: ‘If you look at how multinational organisations move their tax structuring through offshore jurisdictions or just through trusts within countries like the UK, we have to do the same thing in order to protect our sources [from] malicious, vexatious lawsuits affecting our ability to continue.’

Donations needed to be anonymised through offshore bank accounts, so that security equipment such as encrypted telephones, Internet infrastructure and postal addresses could be rented, without the funds being traceable.

Assange argued that if you wanted to publish high level material like WikiLeaks without suffering vexatious lawsuits, there was no choice but to use trusts or international cross jurisdictional arrangements to protect the organisation. He said the issue was not about evading a judicial system but about preserving an organisation’s ability to continue to publish while the judicial process played out. He said most big organisations would drop their cases before they got to final judgement. But they wanted to make publishers, like WikiLeaks, bleed in the meantime because that’s how they worked.

Impressed by the ideas put forward by Assange and Domscheit- Berg, Jonsdottir, who made her speech on freedom of information and digital copyright, spoke briefly to Assange about meeting up later. She could see plenty of opportunities for WikiLeaks and her party to work together on the issue that united them both: whistleblowing and the protection of sources. Everyone was swept up in the important issues of the information age. Later that night, Jonsdottir mustered her Movement Party executive for a late night discussion, inviting along Assange, Domscheit-Berg and other Icelandic WikiLeaks volunteers.

Jonsdottir arranged a meeting at one of her local haunts, the Peace House, where they discussed many of the problems that both her party and WikiLeaks faced. WikiLeaks found itself fighting legal battles in many jurisdictions, and the Movement Party had problems at home. Iceland had been named by Reporters Without Borders as having the freest media in the world, but in the changing political climate the country had lost its title. As the evening wore on, the meeting adjourned to the only place left open that was still serving food. Over tapas at a local Spanish restaurant, Jonsdottir and the group discussed drawing together the best laws from tax havens and legal entities which protected freedom of speech, and adapting them to provide a safe haven, particularly for those involved in the legally hazardous business of investigative journalism.

‘You might want to take that risk, but what a bummer if you take a risk and then the stuff is taken down,’ she said. The new laws would guarantee ‘the stuff is not going to be taken down no matter what’. Under the proposed laws, once material was placed on the server in Iceland it would be illegal to remove it from the public sphere. Her party would present a bill to the Icelandic Parliament to make the country, in effect, a journalistic paradise, where the right to free speech and the protection of whistleblower sources would be protected by the full weight of the law.

Jonsdottir remembers that both Assange and Domscheit-Berg got very excited. ‘They were saying, “Yes, let’s do this”.’ Jonsdottir, an intelligent woman, had a persuasive manner that would be important to win over the government. She had already won over Assange; he was attracted to her spirited attitude. They were close politically, but just how close they became emotionally Jonsdottir won’t say. Even so, they were a formidable political duo.

As an opposition MP Jonsdottir needed to persuade the ruling parties to vote for her proposal. Assistance for the cause came from an unlikely source. She’d been invited to a cocktail party at the US Embassy and decided as a mild act of mischief to take either Domscheit-Berg or Assange as her guest. WikiLeaks wasn’t high on Washington’s radar at that time, though it had certainly achieved enough to make party-going at the US Embassy a fairly hairy pursuit. ‘I said to them as a joke, “Why don’t one of you come there with me.

We can just pretend that one of you is my boyfriend because you can’t just go and bring friends”.’

In the end it was decided Assange would be her partner. But Jonsdottir, working back at Parliament, missed meeting up with Assange and went off to look for him. ‘I go to his guest house to get him and I can’t find him and I do, like a couple of circles around town, at the places where they used to hang, and I go back to work,’ she said. Finally, Assange made contact. He had gone on his own and according to Jonsdottir, he spent some time talking to the American Chargé d’Affaires, Sam Watson. Chatting with Watson was either a coincidence or a deft piece of political strategy by Assange.

In mid-January 2010, Sam Watson began writing a routine report on Iceland’s financial problems. The government was particularly concerned about how it would be possible to fund the refinancing of Icesave, the bank that had attracted so many investors from the Netherlands and the UK, but which was now relying on support from the Icelandic Government. He described how representatives of the government had been in talks with the embassy and wanted the US to help settle what was turning into a bitter dispute with the Netherlands and the United Kingdom. He noted that the US had said it would be neutral on the matter, a position that was to be interpreted by the Icelandic delegation as condoning the bullying of Iceland by the more powerful countries who wanted the government to not only pay the debts, but also expected a premium on top. Watson noted that the Icelandic delegation believed that if the Icesave issue wasn’t resolved soon and Iceland defaulted on its loans it would ‘set Iceland back thirty years’.

When Watson pressed the send button on his embassy email, he thought that would be the last he would see of his succinct report as it winged its way electronically across the North Atlantic and into the mainframe computer of the State Department in Washington. He also copied in high-ranking officials in the National Security Council and the US Department of Defense.

A few weeks later, Jonsdottir arrived at the prime minister’s office ready for a meeting with the heads of government. They all trooped in to the main meeting room and prepared to sit down around the large table. On the agenda, among other matters of state, was the Icesave issue. As they waited for the final person to turn up, someone in the assembled group became very focused on their telephone. But it wasn’t a phone call that had got their attention. They were listening to the news and with each passing second they became more and more alarmed. Eventually they turned and said to no one in particular: ‘Oh I’ve never heard of such a thing. How is this possible?’

The news report had left nothing in doubt. Everything was there: the attempts to head off a referendum that might lead to Icelanders deciding not to pay for the debts incurred by Icesave. And the involvement of the Americans in a matter many in Iceland believed was none of their business, particularly as they appeared to be siding with the ‘bullies’. Jonsdottir believed that if Iceland had accepted the settlement being pushed by the UK and the Netherlands—and indirectly backed by the Americans—the interest payments for the bail-out loan would have amounted to ‘70 per cent of the income taxes in Iceland’. The source, of course, was WikiLeaks.

The news story galvanised the Icelandic people behind both Jonsdottir and WikiLeaks, which was only too happy to be cited as the source. Though it helped build support for the changing media laws, these were only the first faltering steps of the campaign. It would be months before the law was changed but when that happened WikiLeaks would benefit profoundly with a new legal legitimacy in Iceland: Assange could register WikiLeaks’ business name and set up servers to hold their secrets, instead of having them scattered across the world.

WikiLeaks would receive many more cables, in all nearly 260 000 pages of classified US State Department documents. The Iceland US embassy cable was just one of these. Releasing it in an attempt to garner favour with Iceland and Jonsdottir’s media law reform plans had risked exposing the scale of the leaks to come. But Assange was confident the embassy party had created a big enough diversion to throw any investigation off the scent. The fact that he was seen talking with Sam Watson was designed possibly to implicate him in the leak—and kept any investigators away from the future cache of cables. It was a high-risk gamble.

In late March 2010, with the world watching the first eruptions of Iceland’s the Eyjafjallajökull volcano which would go on to paralyse air traffic in the months to come, WikiLeaks was planning an even bigger world-stopping event. Not far from the US Embassy, Jonsdottir had rented a tiny yellow painted cottage where Assange and his small team would work together. The WikiLeaks personnel, many of them local recruits, were already furnishing it with the equipment that was needed—video editing machines and banks of computers. For the following week, they would be handling an explosive piece of US military information that would guarantee that Julian Assange never got another invitation to a US Embassy party again.
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OPEN FIRE

The house in Grettisgata Street, in the centre of Reykjavik, is tiny but has one big advantage: it’s free-standing. There are no common walls and it’s a difficult place to bug. When Birgitta Jonsdottir rented it she knew exactly what she was looking for: a place where the WikiLeaks team could carry out the biggest operation in the group’s short history.

Just a few days earlier, Jonsdottir had met up with Assange in a café. As she sat down, he opened his laptop. What rolled across the screen was a classified video, shot from a US military helicopter showing it opening fire on a crowd of people in a Baghdad square in 2007. As the bodies fell, slaughtered by 30-millimetre cannon shell, Jonsdottir was moved to tears. But what happened next filled her, and Assange sitting next to her, with outrage: the gunship rounded on the rescuers and pounded their minivan, killing those on the ground, including a still-moving Reuters journalist and seriously wounding two children in the van. It was a horrific scene. Jonsdottir and Assange both believed that if it were released, public outrage might help end the war in Iraq sooner. But they needed to keep the fact that they had a copy of the video secret from the US military —until they were ready to go public with it.

Assange believed they were already under surveillance by America’s National Security Agency, the NSA, whose key role is to spy on foreign countries but which had recently been caught spying on its own citizens. Assange said he and Jonsdottir had seen someone covertly filming them. This played on Assange and made him even more paranoid as he began recruiting locals to work on what he cryptically referred to as project B, the Iraqi video.

Gudmundur Ragnar Gudmundsson, an articulate and shrewd computer expert who used to run his own business, had been friends with Jonsdottir for years. Mixing on the fringe of politics in Iceland he’s had some crazy requests, but nothing prepared him for the telephone conversation he had with his old friend in late March.

‘Can you help us do some video editing ?’ Jonsdottir asked. Ragnar said yes.

‘Can you come over?’ she asked.

‘Ok,’ he said.

‘Now?’

‘Yes. Where?’ Ragnar asked

A simple question, but one that required a long explanation about where they might meet just to discuss the whereabouts of the WikiLeaks address. In the end it all became too hard and Jonsdottir simply gave him directions over the phone.

When Ragnar arrived at the house he was confronted by a spartan, white-walled workspace crammed with computers and editing equipment. Assange was there and they were introduced. Ragnar had been drafted to produce an online version of the video, ready to be broadcast on the Internet at precisely the same time as Assange and the WikiLeaks team launched the video at the National Press Club in Washington. Ragnar found the experience emotionally draining: ‘I am in the helicopter, I am the member of the crew, this is like—[a] “we are shooting at them” kind of experience for me. Iceland actually joined the group of nations to carry on the war in Iraq. I didn’t get really mad, it’s just so sad.’

In their determination to get to the bottom of the story, WikiLeaks had collaborated with their friend at Icelandic TV, Kristinn Hrafnsson, to check out what exactly it was that the gunship video showed. For while WikiLeaks had the video, they still didn’t know what it meant, or exactly where it was shot. Assange concentrated on what he called the ‘back story’. He wanted to know more about the people who had been killed. He also wanted to know why they had died. The more he looked at any material and the more research he did, the clearer the story always became. This was the case with the gunship video. ‘We originally thought this was a video about Afghanistan,’ Assange said. ‘It was only once we decrypted it, which took a volunteer effort of many people donating their computers to help go through all the different passwords and find the one decryptor, it was only then that we started to see what was going on ... and the more we looked, the worse it became.’

Both he and Hrafnsson wanted to get to the truth of what had happened in East Baghdad that day. It was agreed that Hrafnsson and an Icelandic TV team would travel to Iraq to track down the families of the victims. Hrafnsson was determined to put names and faces to the dead and injured, so often just expressed as numbers in the military reporting of casualties. For Hrafnsson, as it is for many journalists who witness the killing of innocents, it was the children that made him want to find out more. ‘I could easily identify with those children because they are a similar age as my own,’ he said.

Assange and Hrafnsson worked well together. Just as Assange and Domscheit-Berg had balanced each other’s personalities and qualities, Hrafnsson was the calm foil to Assange’s mercurial outbursts. But, Domscheit-Berg, who had appeared as the inseparable partner in a WikiLeaks double act, was to be shut out of the organisation’s biggest operation. Assange and Domscheit-Berg had had a number of differences of opinion, but the biggest was over money and the funding of WikiLeaks. The organisation had taken itself offline for more than two months, citing a shortage of funds, and had only recently returned to normal service after raising hundreds of thousands of dollars in donations. When Domscheit-Berg joined the organisation he understood it would one day start paying its employees, but now, with money problems, Assange had seemingly changed his mind. Domscheit-Berg was astonished, telling Assange: ‘I didn’t give up my job under the premise that I would never earn any money. I need to pay for a roof over my head and need to be able to have food.’

Assange started to move against Domscheit-Berg ‘because his presence was causing problems’. But he still wanted to keep him working for WikiLeaks because ‘we didn’t have many people volunteering full-time’. Assange admits that he ‘engineered’ a way that Domscheit-Berg ‘would be kept away from more delicate things that we were doing’.

The two had already started falling out when the WikiLeaks group was cooped up in another building, an apartment, a few months earlier. Back then the days were even shorter—just two hours of sunlight. For those not used to it, the long nights gave them a permanent feeling of being jetlagged. As the WikiLeaks team worked hard to develop a framework for the new Icelandic media laws, personalities clashed. ‘It was just too tense, and it just became more aggressive and aggressive every day,’ Domscheit-Berg said. ‘Then Julian started to tell me about how he’s senior and I’m junior, that’s why I am not allowed to criticise him.’ Just before work started on the Iraq video, Domscheit-Berg left Iceland and went back to Germany. The relationship was quickly unravelling, and before the year was out both men would acrimoniously part for good.

As the small team worked long days on the Iraq video, Assange began finding himself increasingly isolated in the organisation he founded. He seemed to be turning against the very people who provided the stability he needed. The relationship with another steadying force, Jonsdottir, was also under strain. Apart from being heavily involved in writing the script for the video, Jonsdottir was also co-producer. Yet when she tried to discuss the issue of how to deal with YouTube if it attempted to take the video down because it was so violent, Assange ignored her. ‘It was very tense and lots of arguments,’ Jonsdottir said. ‘It was very difficult; I walked out three times.’ There is no doubt that Assange was under a lot of strain and he seemed to realise he needed help.

Assange reached out to Rop Gonggrijp, a Dutch activist and hacker, and a friend he’d known for many years. Gonggrijp had decided not only to donate his time and fly to Iceland to help, he also threw in 荤10 000—approximately $15 000. ‘Julian can deal with incredibly little sleep and a hell of a lot of chaos, but even he has his limits and I could see that he was stretching himself,’ he said. But even Gonggrip’s cool manner couldn’t calm the atmosphere.

To add even more pressure Assange had invited a journalist, Raffi Khatchadourian from the New Yorker, into what they now called ‘the bunker’. To Jonsdottir’s amazement, despite the paranoid concern about security she was unaware of even a basic check being carried out on Khatchadourian. He seemed like a well-intentioned person, but they were trying to deal with complex emotional and political issues and Khatchadourian was getting in the way. One day when Jonsdottir walked into the house, she caught Assange and Khatchadourian having a conversation ‘about something that had nothing to do with the work we were doing,’ she said. Jonsdottir told Assange to focus on the job at hand, something that did not please him, particularly in front of Khatchadourian.

The New Yorker article would do nothing to heal the growing rift between Jonsdottir and Assange, providing a distorted picture of Jonsdottir’s role by portraying her as a woman with a walk-on part in the WikiLeaks production—wearing a short skirt, making the tea and cutting Assange’s hair. If Assange was angry about the stereotypical way the traditional media reported the world, he made no complaints about the colourful New Yorker profile. In fact, he was pleased with the coverage, which painted him as proactive and decisive.

He was so happy he used the fact that he was in the New Yorker to garner favour with sources. Information corroborated elsewhere shows that Assange was in regular contact with anonymous informants and spent a lot of time and effort building up strong relationships— letting sources know in advance about the upcoming New Yorker story to make them believe they were privileged WikiLeaks insiders. ‘They were being treated in a way which made them feel special.’

He developed a close relationship with a WikiLeaks activist who was also a source, a 17-year-old. According to Jonsdottir, Assange gave him direct access to WikiLeaks material, a secure computer, an encrypted phone and money, money she suspected ‘he’s never going to get back’. Jonsdottir described the teenager as like a ‘young Julian’, charming, disarming and dangerous. One day during a break in editing, she says she confronted Assange: ‘Julian, there is something not right here—you cannot be trusting this guy so much, you cannot be investing so much time, effort, and money and trust into this person, because something, it’s not right, trust me.’

She told him that the source could not deliver on his promises to hand over some transcripts of telephone conversations he said he had acquired. They were conversations that would have helped WikiLeaks greatly in one of the investigations. The trouble was, the transcripts didn’t exist, according to Jonsdottir. ‘I know for sure that there are no tapped phone conversations, and I just know it because I know this place [Iceland] very well. And he managed to tell Julian an incredible story,’ Jonsdottir said. According to Jonsdottir, the boy told Julian that he used to get a very good salary and that he had been given three cars, ‘really hot cars, you know, beautiful expensive cars. And Julian said “wow, fantastic” instead of, what’s wrong with you? How can that be cool, you know that a 17-year-old kid has accumulated, through shady dealings with shady companies, three cars? How can you encourage that sort of behaviour?’

Yet the boy was useful and would play an important role in covering up the source of the Iceland US embassy cable. According to Jonsdottir, he concocted a story that Assange had been followed by two US Security agents because of the Icelandic cable when he flew out of Iceland, information he said he discovered by hacking into an airline reservation system. Jonsdottir thought it was not only untrue but also unhelpful given the pressure Assange was under. For Assange, it was a plausible story fitting perfectly his need to distance the Iceland US embassy cable from the 260 000 pages of State Department documents which had yet to be released, and which he hoped the US government didn’t know he had. According to Jonsdottir, Assange had been gullible to accept the information, from the teenager but had turned it to his own advantage.

Assange is fond of quoting Rahm Emanuel, President Obama’s former Chief of Staff, who famously said that you should never waste a good crisis. Assange had certainly not wasted Iceland’s, using it to enhance the chances of providing a safe haven for WikiLeaks, and now he would do it again, on a slightly modified scale. In apparent outrage at being followed by the US State Department staff and having his 17-year-old friend questioned by police for an unrelated incident, Assange went ballistic, according to Jonsdottir, sending tweets worldwide and a letter ‘to the Icelandic press about the Icelandic authorities collaborating with the CIA’. Jonsdottir was blunt: Assange’s allegation was ‘a load of bollocks’. A later investigation by New York’s Columbia School of Journalism, which made a detailed assessment of the allegations, came to a similar, if less colourful, conclusion. ‘Icelandic journalists have been unable to substantiate his claims.’ Assange was proving himself to be the master of deception, using smokescreens and false trails to mislead the intelligence organisations he was convinced were hunting him. The trouble was, some in the WikiLeaks team were also left wondering what was true and what was not.

And the trouble for Assange was that Jonsdottir had been right. The ‘teenager’ Siggy Thordarson would later be revealed as a fabricator, fraudster and a sexual predator. In 2021 he was convicted and jailed in Iceland for three years. Thordarson had ingratiated himself with Assange in 2010, but when he became anxious about the work WikiLeaks was doing he turned himself into the FBI. They promised him freedom from prosecution and recruited him to spy on WikiLeaks. But as is often the case with fabricators Thordson had trouble distinguishing fact from fiction. Much of the information he gave to the FBI, he later admitted, was a lie.

Despite all the distractions, the video was still on track to be presented to Washington’s National Press Club just after Easter.

There were other problems too: disagreement over whether the voices of the helicopter pilots should be heard as the opening titles played out. Ragnar argued the case for keeping all the cockpit chatter out, saying viewers would form a bond with the pilots, not the point the video is trying to make. ‘But emotions always rule,’ Ragnar said. ‘Well, what is your alternative?’ Assange asked. ‘Basically, bursts of sounds, interrupting the quiet,’ Ragnar replied. The editor made the changes. Assange gave the go-ahead. He well understood that while the facts may be sacred, emotional impact made sure they were remembered.

Late Saturday night, shortly before all the work had to be finished, Hrafnsson—who had gone to Baghdad—emailed Assange: they had found the two children in the van on the Iraqi video. They had also discovered the owner of the building that had been attacked by Hellfire missiles fired from the same gunship on the same day. In the video, the building is described as vacant, but it wasn’t—seven residents had died.

WikiLeaks worked on its tactics, how best to handle this new information. The battle for the truth and human rights that had bought them together in the first place bound them once again in a common purpose. They discussed whether to hold back the discovery, or release it at the National Press Club. If the military justified the Hellfire attacks by claiming that there were no civilian casualties, WikiLeaks could respond by releasing the information in a kind of ambush. Jonsdottir turned to Gonggrijp, who was close to tears. ‘Are you crying?’ she asked. ‘I am,’ he said. ‘It is just the kids.’ By now Gonggrijp and Jonsdottir were both crying. They wouldn’t be tipping the military off about anything; they would let them walk into an ambush.

The well-organised Jonsdottir knew the video had to be finished as soon as possible if they were to make the Washington deadline, but Ragnar also understood Assange’s mental state: there was tension and ‘Julian didn’t want at that time to be practical, his mind was already in the States, he was already there preparing,’ Ragnar said. ‘He didn’t know whether he would be arrested or whatever.’ Assange was pretending that he was ‘okay’, but Ragnar had his doubts. Assange would be flying off to the United States within the next few days, carrying with him the finished videos, and Ragnar was concerned about their security. ‘I actually didn’t want him to take any computers along with him,’ he said. Ragnar says he raised the issue about Assange taking his usual computer. ‘It was like a PC, a portable machine like mine, with Windows and everything unencrypted on it, and I said, “He’s not going to take this with him?”’ Ragnar said he was told that the message would be passed on to Assange, but he heard nothing back. It might seem like bizarre behaviour, given Assange’s obsession with security, but he believed he could enter and leave the US before the administration woke up to him being there. ‘When you’re dealing with a big bureaucratic state they just cannot respond that quickly.’

Concerned about what might happen not only to Assange but to the videos he’d been labouring over for the weeks leading up to Easter holiday, Ragnar took WikiLeaks’ security into his own hands. ‘I was convinced that Julian would be arrested on his arrival to the United States,’ he said. Ragnar took a copy of the full, unedited version of the video and hid it in his house.

The cut down, 17-minute version would be for general distribution, and the 38-minute uncut edition would prove that the edited material had been faithfully reproduced. As they put the final touches to the shorter version, there was still considerable debate about what it should be called, with heated discussions between senior WikiLeaks supporters across the world about naming the video ‘Collateral Murder’. It was felt by some that the name was clever, but would distract from the content or be seen as propaganda. It was contrary to the philosophy that WikiLeaks so publicly supported—of letting the facts tell the story. WikiLeaks could be rightfully accused of being the judge, jury and executioner without the evidence being tested. But Assange fought to keep it: ‘The promise that we make to our sources is not only will we defend them through every means that we have available, technological and legally and politically but we will try and get the maximum possible political impact for the material that they give to us.’ The title had been chosen for maximum political impact. So too had the location where the launch of the video would happen.

The National Press Club in Washington is housed in an imposing building, placed, some might say appropriately, halfway between the White House and the Potomac River, known locally as ‘the river of death’ because of the number of drownings. It was here on a brisk spring day that Assange and his team arrived. He admitted to being ‘a little bit worried’—an understatement—as he flew in to the United States, but he had done his homework and his ‘various sources in the US’ assured him that officials weren’t aware of what was about to happen. Assange had also set up a ‘complex ruse’ about the material they were carrying if they were stopped and interrogated.

Echoing the feeling at the time that it was a military-style operation, Assange said WikiLeaks would be able to move faster than any US legal counterattack. ‘What I predicted would happen is precisely what happened,’ he said. Assange and his group passed freely through border security. Nobody had recognised him and even if they had, he didn’t appear to be on a wanted list. Certainly none of the officers took any interest in the array of laptop computers he carried in various bags. They may have been slightly more interested in the number of DVDs he and his colleagues had with them, particularly if they’d taken the time to play one of them.

Inside the National Press Club Assange took to the floor, telling the assembled media that what they were about to see was ‘a very rich story’. The video screen shows signs of life and then the screen turns black. On it appears a quote from George Orwell: ‘Political language is designed to make lies sound truthful and murder respectable and to give the appearance of solidity to pure wind.’ The silence is broken by a burst of static. And then words fill the screen. ‘On the morning of July 12, 2007, two Apache helicopters using 30 mm cannon fire killed about a dozen people in the Iraqi suburb of New Baghdad. Two children were also wounded.’

A slight pause, and then: ‘Although some of the men appear to have been armed, the behaviour of nearly everyone was relaxed. The US military initially claimed that all the dead were “anti-Iraqi forces” or “insurgents”.’

Another burst of static. ‘The stories of most of those who were killed are unknown. But among the dead were two Reuters news employees, Saeed Chmagh and Namir Noor-Eldeen. In August 2007, Reuters used the Freedom of Information Act to request a copy of the video evidence taken from the primary helicopter involved in the attack. The video has not been released.

Until now.’

In the darkened room, an Apache helicopter with the call sign Crazy Horse is circling ... the audio crackles to life. On patrol in East Baghdad searching for insurgents, the helicopter comes across a group walking in the street. One or two may have been armed. But it is equally true the majority were clearly unarmed. A voice from the gunship says: ‘He’s got an RPG’—a rocket-propelled grenade launcher. The vision loses sight of the group as the helicopter swings around the back of some low-rise buildings. As the group appears again, a voice orders: ‘Let’s shoot. Light ’em all up.’ Another voice, sounding agitated says: ‘Come on, fire!’

The gunner starts firing. There is the loud clatter of heavy calibre munitions. For a split second the people down below continue walking, taking in the summer sun, unaware of their fate. Their bodies explode as the 30-millimetre cannon shells reach their target. The video records the jubilation of the gunship crew. ‘Oh, yeah, look at those dead bastards.’

‘Nice. Good shootin’.’

‘Thank you.’

The gunship turns. By the roadside a survivor is still moving. Obviously severely wounded, he is trying to crawl away. One of the gunship crew says: ‘Come on, buddy! Just pick up a weapon.’ The US rules of engagement may allow the wounded man to be shot, if he were armed. But there is no weapon. The helicopter turns again. Now a dark-coloured van pulls into view. It stops to help the wounded man. As they carry him to the minivan, the helicopter opens fire again. ‘Oh yeah, look at that. Right through the windshield! Ha ha!’ The only survivors are two children sitting in the front seat with their father. The cannon shells rip into him. They live—protected by his body. Told of the injuries of one of the surviving children, one of the aircrew can be heard saying: ‘Well it’s their fault for bringing their kids into a battle.’

Just two hours after the Washington screening, the relatives of the victims watched the video on the other side of the world in Baghdad. It was given to them by Hrafnsson whose work on the ground, with Iraqi journalists, had managed to piece together so much of the story. In their tiny home in East Baghdad, the little girl who’d been so badly injured lifted her dress over her head revealing a long scar on her stomach. Her brother had also been badly injured. ‘They are still traumatised and still suffer from the pain of their wounds,’ their mother said. The friends of the family wept uncontrollably as they watched the carnage.

As the lights came up in the National Press Club, the US military were severely embarrassed. US Defense Secretary Robert Gates argued that the video was out of context and provided an incomplete picture of the battlefield, comparing it to war as seen ‘through a soda straw’. ‘There is no before and there is no after.’ Assange admits that some soldiers have reported there was some action in the area before, but he makes the point: ‘When you have unarmed people including a wounded prostrate man on the ground unable to even get away, to deliberately target and kill those people with 30 millimetre cannon fire—it’s murder.’ Lawyers who have reviewed this videoed evidence of the killing of an unarmed wounded man and the wounding of the children call it a war crime.

The fact the two newsmen were working for the international news agency Reuters should have worked in favour of justice and a full public investigation of the killings. If you’re going to get gunned down, it helps to be a journalist, if for no other reason than journalists would be more likely to go looking for your killers. Unfortunately for Saeed Chmagh and his colleague, Namir Noor-Eldeen, who died that day, their deaths remained a mystery for the next two years. Though the US military did say the gunship had mistaken a camera for a RPG. Reuters tried repeatedly, under freedom of information, to get a copy of the video, but was refused by the US military. What is more disturbing is that at least one journalist did know what had happened, but no hard questions were ever asked of the US government.

On that spring morning in April 2010 in Washington, as the world digested the power of the extraordinary gunship video, frenetic activity permeated the corridors of the Pentagon, the five-sided squat building that houses the nerve centre of America’s military. Senior officials were desperately trying to discover who’d leaked the vision. Across town on the other side of the Potomac River there should have been fevered activity too—but inside the nondescript edifice which is home to the newspaper that produced the world’s greatest exposé in the history of journalism, Watergate, it was strangely business as usual.

The Washington Post might have been famous for the toppling of President Richard Nixon nearly forty years ago, but the WikiLeaks ‘Collateral Murder’ exposé posed many questions about what had happened to the once mighty media institution. David Finkel, a Pulitzer Prize-winning journalist with the newspaper, was embedded with the US troops in Baghdad that day, writing a book called The Good Soldiers. In the book, he gives a vivid description of the killings, and quotes much of the dialogue in the video. But when Finkel’s book came out, the Washington Post carried a story about the killings that ended with a quote from the Pentagon: ‘We think the safest way to cover these operations is to be embedded with US forces.’ There was no follow-up investigation by the Washington Post on the killings. Asked if he could say when he saw the video Finkel said, ‘I can’t,’ and he added: ‘I don’t need advice from WikiLeaks how to do my journalism.’

Just what did the Washington Post know and when did they know it? This is difficult to ascertain. Assange has suggested that the Washington Post had a copy of the video but took no action. ‘I assume they had the video, you know, close back to 2007 when these events happened. But I am sure that at least for the past year they have had it and it was not released,’ he said.

The Washington Post has denied ever having a copy. Apart from a shocking frontline view of the war in which civilians were targeted as enemy combatants, ‘Collateral Murder’ also shone a bright light into the cosy relationships between journalists, journalism and the military in the United States. Compounding this perception, the Washington Post had also alerted the CIA that it was about to publish a story which revealed it had been involved in systematically kidnapping people in foreign countries as part of the so-called war on terror. Assange was at a loss to understand how the Washington Post could argue that it was necessary on the grounds of national security to tip off the CIA in advance of the publication.

When WikiLeaks posted the video on its website, it ripped around the planet at viral speed. It looked like the world’s media couldn’t get enough of Assange. In the week following the release, ‘WikiLeaks’ was the search term with the most significant growth worldwide, as measured by Google. Yet for WikiLeaks, the overall coverage was disappointing. The international mainstream media treated it more like a video flick than a disturbing revelation about the war in Iraq. Most worrying for WikiLeaks was the coverage of the US cable news network, CNN. It was the one American network they expected to give the material a better run than most.

Hrafnsson, who had risked his life to bring the story home, was upset that ‘CNN showed just a little clip of it,’ he said. ‘They didn’t show the actual shooting of the people.’ He said that when the CNN anchor asked his network’s Pentagon correspondent why the killings weren’t being shown, the correspondent said they were doing that ‘out of respect for the relatives’. But as Hrafnsson pointed out, the relatives had already seen the full video the day before in Baghdad.

In Australia, the national broadcaster ABC TV’s main evening news bulletin followed the Americans, with limited coverage of the attack. Like many other broadcasters around the world the ABC had not distinguished itself in its coverage of the Iraq war. Before the decision to attack Iraq was made, even the prestigious Four Corners program declined to investigate the role of oil in the invasion. But just when Assange was bemoaning the fact that the media was focusing on whether a camera could be mistaken for a rocket-propelled grenade launcher instead of the way the war was being conducted, another ABC program, Lateline, aired an extraordinary interview with one of the soldiers who’d been at the scene of the killings: former US Army specialist Ethan McCord. Without the WikiLeaks video, his story about the horrific reality of what happened that day would never have been known.

‘I didn’t know that there was actually a video, until the day that it was released and I dropped my children off at school, went home, grabbed a cup of coffee, sat on the couch and turned on the news, and saw myself running across the television screen carrying a child,’ McCord said. ‘My initial reaction was shock and anger. Anger that this scene that had been playing over in my head was now in front of my face.’ McCord said he was one of the first six soldiers to arrive on the ground at the scene where the Apaches had opened fire.

‘The first thing I saw was about four men, laying on the ground and, they were pretty much completely destroyed. I’d never seen anybody who had been shot by a 30-millimetre round before and, I don’t want to see that again. It was, it almost didn’t—it didn’t seem real, in a sense that it looked more like I was looking at something that would be in a bad horror movie.’

He also noticed ‘a couple of RPGs as well as AK47s when I got to the scene’. But his attention was drawn to the minivan. ‘I could hear a small child crying, the crying was coming from the van that was shot up.’ He ran over to the van and opened the passenger door with another soldier. ‘The soldier that I was with turns around and started vomiting at the sight of the children, turned around and ran off not wanting to deal with that situation or, or even look at that.’ When he got back to his base, McCord was overcome by emotion as he wiped the children’s blood from his body armour. He spoke to his senior officer about getting some psychological counselling.

‘He kind of chuckled and told me to get the sand out of my vagina and to suck it up and to be a soldier and told me that there would be repercussions if I was to go to mental health.’ McCord said he was told he would be seen as a malingerer, which ‘in the army is actually a crime’. He decided to bottle up his emotions. ‘I started becoming very, very angry with the people around me.’

McCord believes the first attack on the group of men might have been justified but ‘I don’t feel that the attack on the van was warranted’.

The US military could see nothing wrong with any part of the action. The army continues to insist that there was no violation of the rules of engagement. For McCord, ‘the WikiLeaks video only begins to depict the suffering we have created’. There was no difference between that day or any other day in Iraq other than that one was caught on video and the world got to see it, he said.

In a few months’ time, WikiLeaks would produce the proof of McCord’s assertion: Iraqi civilians were being killed in much larger numbers than was being reported. The US was covering up the numbers.
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THE WHISTLEBLOWER

As the huge passenger plane began its final decent into Melbourne Airport, Julian Assange was worried about being arrested. It was May 2010, one month after he had released the secret footage of the US Apache helicopter gunning down unarmed civilians in a Baghdad street. The idea that the US might have put out a warrant was a possibility. But he’d also recently challenged the Australian Government, revealing a secret ‘blacklist’ of websites it hoped to use to control access to the Internet. He’d desperately tried to find out the likelihood of being stopped, but what worried Assange most as the plane hit the tarmac was the silence. He’d heard nothing from the government. As the aircraft taxied towards the air bridge, there was no way out.

No doubt many of the passengers were Aussies returning from holiday, sporting healthy tans and looking well, even after the long flight from Asia. Others looked more harried—business executives already on their mobile phones eagerly chatting as they made their way towards the customs barrier and Immigration. Assange, with his long, ghost-white hair, pallid complexion and piercing grey eyes, wasn’t difficult to pick out from the crowd.

For the Australian Federal Police officers on border protection duty that day at Melbourne Airport, Julian Assange was an easy target. But this was a game of cat and mouse—and not what Assange was expecting at all. When he handed over his passport, the Immigration officer punched the data in to the keyboard. Assange’s passport had the same look as its owner—frayed at the edges.

‘Looks like we might have to get you a new one of these, mate,’ the officer said, taking the passport and disappearing behind a glass screen which kept the activities that went on behind it hidden from public scrutiny. Assange was sanguine, a world traveller—this could be perfectly harmless. ‘I mean I do travel a lot so my passport is a bit worn,’ he had thought to himself at the time.

While Assange waited patiently, behind the screen the Immigration officer handed over the passport to a federal police officer. Slowly he peeled it open—Julian Paul Assange, born 3 July 1971, Townsville, Queensland, Australia. The passport was several years old but the face that stared back was unmistakably that of the man in the queue, though perhaps slightly more relaxed. Quickly he lifted the lid of the photocopy machine and placed the open passport face down on the glass. In a few minutes he was done. Back at the Immigration barrier, the officer handed Assange his passport and waved him through.

The officer had made some comments about the passport being cancelled, but then said they had merely been thinking about it.

Assange must have thought it was his lucky day. The passport problem had already cost him fifteen minutes and he had someone waiting outside to pick him up, so he hurried off to collect his bags.

But as he made his way to the luggage collection area, he caught the AFP rifling through his bags. They told Assange they had been ‘instructed to investigate this matter a bit further’, without revealing to him exactly what it was. It was possible to believe that it was payback; that the government had been far from happy with his exploits with their blacklist, and this was a kind of backhander. At least that’s the way that Assange seemed to see it, brushing the whole episode off as ‘a bit of a bureaucratic thing’.

As Assange finally caught up with his friend and headed into Melbourne along the eight-lane freeway that provides the sole access to the city from the airport, he may well have reflected on why his passport had been taken away for a quarter of an hour and the garbled explanation about whether it had been cancelled or not. Just what the AFP was up to in the baggage hall wasn’t clear. The story didn’t add up. And there was a very good reason.

Back at the airport the Immigration staff were busy filing a report on Assange. He’d been picked up by what is known as a Stop Alert. It involves a polished act of deception. The trick is to tell a person who is on this watch list that there is something wrong with their passport. It is important that the person is not unnecessarily alarmed and believes it is just normal procedure. When the passport is taken away it is photocopied—providing a list of every country visited that still stamps passports, and there are many of them. Linked with electronic records of travel, it gives a near complete record of a person’s cross-border movements. This information might have been of little direct use to the Australian Government, but in the United States there were people who were far more interested in Julian Assange and his WikiLeaks team.

If Assange can call anywhere in the world home, it’s Melbourne, the city where he developed much of his activist thinking and where his children live. It’s as though he’d returned to catch his breath after the exhaustion of Iceland and the exhilaration of everything that ‘Collateral Murder’ exposed. The footage had put WikiLeaks on the map, but the consequences were profound both for the organisation and for him personally.

‘Collateral Murder’, like the Iceland US embassy cable, was only one element of the huge classified document drop WikiLeaks had received, from Bradley Manning, the US military intelligence officer stationed in Iraq. Already Assange and his team were working on the next big release. WikiLeaks had promised to publish any information it received as soon as possible. There’s no doubt that what they had in the cables was perishable and the sooner it was released the greater its effect would be. Pushed for time, Assange also understood the importance of keeping the media onside. In one Internet conversation with WikiLeaks staff, he stressed the importance of dealing with journalists in a helpful way.

* * *

Tracking Assange down for an interview for ABC TV’s Foreign Correspondent program proved to be an arduous business: conversations in lifts so that they couldn’t be bugged, location changes at the last minute, and then, finally, in a wood-panelled, book-lined study in the heart of Melbourne Assange walked in and sat down. The camera rolled for the interview. His major concern was his treatment by the Australian Government because of WikiLeaks’ revelation of its secret list of banned Internet sites.

The list resembled a chamber of horrors: tens of thousands of the worst child porn sites in the world. The fact that a dentist’s website and regular adult porn sites were also there only added to the media excitement. Australia was rushing to the barricades to erect an Internet barrier, not because of some extraordinary necessity to protect its citizens, but to help the government get the numbers it needed in the Senate to pass other legislation. The vote of one of Australia’s more bizarre Christian members of Parliament, Steve Fielding, was needed to pass legislation through, and part of the price of his support appeared to be an Internet filter.

For Assange it was a perfect target to blow the whistle on: a list of sites the government wanted to censor, an example of what he saw as overbearing state control. What concerned Assange even more was the automated nature of the list and what it meant for the future of censorship. ‘Should there be a centralised, automated, national censorship system between every newspaper and its reader, between every TV station and its viewer; between every political party and their membership; between us and our readers?’ he asked. ‘My answer is clearly no.’ He argued that by embracing an automated system, Australia was heading down the Chinese path. He said that while the Australian Government was not the Chinese Government, it was possible to see ‘slowly creeping authoritarian tendencies’ in the Australian Government. Because the filter was trying to catch people who were already acting illegally, Assange pointed out it was designed to control the law-abiding majority. It had opened up a system of what he called national mandatory, centralised, real time, instantaneous state censorship.

The government hit back by adding WikiLeaks to its banned list of sites. Communications Minister Senator Stephen Conroy had told the Senate he’d called in the Federal Police to investigate WikiLeaks. Assange wrote to the minister asking: ‘What’s the story? I am the publisher of this blacklist. I assume that these comments are referring to me. Is there a problem with me entering into Australian territory? Can my liberty be guaranteed or is there any information you have that may bear on this?’ The minister’s office, according to Assange, did not reply to his email or fax address. It was either a naïve or foolhardy action, asking the federal government if he would be arrested in Australia. It wouldn’t be the last time that Assange, for all his political acumen, would so fundamentally misunderstand the way the world and its law enforcement agencies worked.

After our interview we arranged to meet up again the following day. My team would receive a message giving us precise details of the location later. Producer Mary Ann Jolley smiled and rolled her eyes. She’d been in too many unbugged lifts for her own good recently, and some of the fun was beginning to wear off.

When eventually the text came through, it said cryptically we should meet up at a pub across the road from Melbourne University. No particular time was mentioned. We arrived and stood in the bar, and after nearly forty minutes and with the thought that maybe the interview wouldn’t take place that night, we ordered our first round of drinks just as Julian Assange walked in and saw us: ‘Ah journalists,’ he smiled. ‘Can’t do an interview without a drink!’ Assange favours the element of surprise. He was having fun, but it wouldn’t last.

Twenty-four hours later, in a private Internet chat room, events were unfolding that would have a profound affect on WikiLeaks and how it did business.

* * *

The Californian town of Carmichael, north-east of Sacramento, is a sleepy place where the local newspaper’s front page is rarely more interesting than road traffic accidents or the fact that a local vet has been named businessperson of the year. It’s hardly the kind of town where you’d expect to find Adrian Lamo. His exploits are legendary, not just in his home state, but everywhere the Internet reaches. He’s described as a ‘grey hat’ in the Internet world where ‘white hats’ work for security companies, ‘black hats’ hack into everything with an open port, and ‘grey hats’ like the challenge of breaking in but say they do no damage. Lamo is an unusual character: a sometime journalist, he’s been a habitual drug user, hospitalised with Asperger’s syndrome—and convicted of breaking in to the New York Times website and rifling through the personal data of its contributors. He also chewed up several thousands of dollars of free searches using its data research accounts. At times he’s been broke, wandering America, living with friends where he has them, or just ending up in a new city with nowhere to stay but a park bench. However, among the hackeratti he’s a celebrated star, a hero of the Internet. Lamo also has interesting relationships with members of US military intelligence.

In late May 2010 he received a message via an Internet chat room from Private First Class Bradley Manning, an intelligence officer with the 2nd Brigade, 10th Mountain Division, based at Forward Base Hammer in East Baghdad. Manning had access to two computers connected to SIPRNET: the Secret Internet Protocol Router Network and the Joint Worldwide Intelligence Communications Systems (JWICS)—systems of interconnected computer networks used by the US Defense Department and State Department to transmit information classified ‘Secret’. Others, too, were plugged into the classified system, up to half a million people of both civilian and military staff, as the US government tried to share information more openly in the hope of heading off another 9/11 terrorist attack.

The dark towering walls do a good job of protecting the base from sandstorms that regularly sweep across the desiccated landscape outside—and other hostile forces. Inside, the military has tried to create some semblance of normality for the men and women stationed there, creating a ‘town’ with a supermarket, bars, a canteen and even a jazz band playing some nights. Even so, by many accounts Manning, aged twenty-two, had not been happy for some time. It seemed to be a repeat of his life at school where he had apparently been bullied and accused of being effeminate. According to ABC News America, he had been reprimanded for assaulting a fellow soldier and demoted from Specialist to Private First Class. He was also sent to a chaplain after officers noticed what was called ‘odd behaviors’. His Facebook page gave an insight into his state of mind. ‘Bradley Manning is not a piece of equipment,’ he said, and quoted a joke about ‘military intelligence’ being an oxymoron.

At the beginning of May, he changed his Facebook status to: ‘Bradley Manning is now left with the sinking feeling that he doesn’t have anything left.’

Five days later he said he was ‘livid’ after being ‘lectured by ex-boyfriend’, then later the same day said he was ‘beyond frustrated with people and society at large’. The Facebook page added: ‘Take me for who I am, or face the consequences!’ A few days later, on 21 May, he contacted Adrian Lamo.


MANNING: Hi how are you, I’m an army intelligence analyst, deployed to eastern Baghdad, pending discharge for ‘adjustment disorder’. I’m sure you’re pretty busy. If you had unprecedented access to classified networks 14 hours a day 7 days a week for 8+ months, what would you do?



Lamo says when he logged into the chat room four hours later and discovered the message, he asked Manning for his MOS. Lamo said it was a sure way of discovering whether someone was a fake, because it is specific military jargon for Military Occupational Specialty. The reply came back: ‘Intelligence analyst.’

According to the logs Lamo handed over to Wired magazine, Manning said: ‘I can’t believe what I’m confessing to you. I’ve been isolated so long. I just wanted to be nice and live a normal life but events kept forcing me to figure out ways to survive.’ Manning added that he had been ‘self-medicating’ when he wasn’t ‘toiling in the supply office’—his new occupation since he was discharged—and was not officially ‘intel anymore’. He said there were so many documents, ‘it’s impossible for any one human to read all quarter-million ... and not feel overwhelmed ... and possibly desensitised, the scope is so broad ... and yet the depth so rich’.


LAMO: Give me some bona fides ... yanno? Any specifics.



Manning then revealed that the classified cable from the US Embassy in Reykjavik on the Icesave bank had been ‘a test’—presumably one of the first cables WikiLeaks had been sent.


LAMO: Anything unreleased?



According to Lamo’s log, Manning said: ‘I’d have to ask Assange.’ ‘Why do you answer to him?’ Lamo asked.


MANNING: I don’t ... I just want the material out there ... I don’t want to be a part of it. I can’t believe what I’m confessing to you.



Manning said that US security had also ‘caught wind’ that WikiLeaks had a video of an air strike in Afghanistan. ‘It was an awful incident, but nothing like the Baghdad one.’


MANNING: I can’t believe what I’m telling you.



The following day, Lamo is clearly interested. He instigates the first call at a little after 7.19 a.m.


LAMO: hey you

MANNING: whats up

LAMO: how’re you feeling today?

MANNING: I’m feeling a little better ...



Lamo is interested in the operational security at the base, but appears particularly interested in Assange. When Manning fails to respond he switches to personal questions about his religion and then tries again: ‘Does Assange use AIM [an electronic instant messaging system] or other messaging services? I’d like to chat with him one of these days about opsec [operational security].’


MANNING: No he does not use AIM. He would come to you.



The following day, 25 May, the logs show Manning is particularly upbeat about how leaking the Iraq video to WikiLeaks connected him with Ethan McCord, the Army Specialist who apologised to the families of the victims.


MANNING: Amazing how the world works. Takes six degrees of separation to a whole new level. Event occurs in 2007, I watch video in 2009 with no context, do research, forward information to group of FOI activists, more research occurs, video is released in 2010, those involved come forward to discuss event, I witness those involved coming forward to discuss publicly, even add them as friends on FB ... [Facebook] without them knowing who I am. They touch my life, I touch their life, they touch my life again ... full circle.



Lamo asked Manning if he was concerned about counterintelligence ‘looking into your Wiki stuff’. It might have seemed like an innocuous, or even supportive question, though it would later appear to have been nothing of the sort. Manning said there was no investigation, and though he believed the ‘State Department will be uber-pissed’, he didn’t think they were capable of tracing everything. Anyone who went looking for evidence would find nothing because both of his computers had been ‘zerofilled’, meaning that both hard drives had been wiped clean. The evidence had been ‘destroyed’. Asked if he was talking about embassy cables, Manning replies: ‘Yes, 260 000 in all.’

Asked what he hoped to achieve by the leaks, Manning said he hoped for ‘worldwide discussion, debates and reforms’. He says if that doesn’t happen, ‘we’re doomed as a species. I will officially give up on the society we have if nothing happens.’

Manning confirmed that the Apache video had been seen by journalists well before it was released by WikiLeaks. The Washington Post ‘sat on the video’, David Finkel had ‘acquired a copy’ while embedded ‘out here’. Echoing the manifesto of WikiLeaks, Manning said: ‘I want people to see the truth, regardless of who they are, because without information you cannot make informed decisions as a public.’

The tipping point for Manning was a New York Times story reporting the killings, and the deaths of the two newsmen in Baghdad. ‘The American military said in a statement late Thursday that eleven people had been killed: nine insurgents and two civilians. According to the statement, American troops were conducting a raid when they were hit by small-arms fire and rocket-propelled grenades. The American troops called in reinforcements and attack helicopters. In the ensuing fight, the statement said, the two Reuters employees and nine insurgents were killed.’

The newspaper also quoted the US military: ‘There is no question that coalition forces were clearly engaged in combat operations against a hostile force,’ said Lieutenant Colonel Scott Bleichwehl, a spokesman for the multinational forces in Baghdad.

The misleading statement by the US military played on Manning’s mind for weeks, ‘probably a month and a half’ before he took the next step with the video: ‘I forwarded it to WikiLeaks through its whistleblower submission system at WikiLeaks.org.’ Manning told Lamo that long-term sources, like him, got preference.


LAMO: How does that preference work?

MANNING: Veracity ... the material is easy to verify because they know a little bit more about the source than a purely anonymous one and confirmation [sic] publicly from earlier material, would make them more likely to publish.



The earlier material he had sent to WikiLeaks gave him a great deal of credibility as a whistleblower with the organisation.

Inside Forward Base Hammer, Manning apparently turned the culture of piracy and illegal copying of movies and videos to what he saw as a more worthwhile cause. The logs tell a story of a monotonous and difficult life at the base even in the intelligence section. ‘You had people working fourteen hours a day, every single day, no weekends, no recreation,’ according to Manning. ‘Everyone just sat at their workstation, watching music videos/car chases, buildings exploding, and writing more stuff to CD/DVD—the culture fed opportunities.’ To check out how strong the security was Manning asked the local National Security Agency (NSA) officer ‘if he could find any suspicious activity coming out of local networks’. According to Manning: ‘... he shrugged and said... “it’s not a priority”’ and went back to watching Eagle’s Eye, a movie warning about how governments shouldn’t be trusted with personal data. For Manning, the coast was clear. He apparently downloaded the material onto a music disc he’d first wiped clean. As he told Lamo, he ‘listened and lip-synced to Lady Gaga’s “Telephone” while exfiltratrating [sic] possibly the largest data spillage in American history’.

As the logs record, Manning reflected: ‘Weak servers, weak logging, weak physical security, weak counterintelligence, inattentive signal analysis, a perfect storm.’ Manning cited the video of an air strike in Afghanistan. ‘Iraq war event log, the “Gitmo Papers”, and State Department cable database,’ as the highlights of the material he gave to WikiLeaks. ‘Not too shabby,’ said Lamo, which might have sounded like a statement of admiration but it was far from it.

Within hours Lamo had called his friends in military intelligence and met up with the FBI, in midtown Sacramento not far from Carmichael. Lamo said the reason he turned Manning in wasn’t about the cables specifically; it was about the fact he was grabbing what he could and ‘firing bullets into the air without thought to the consequences of where they might land or who they might hit’. As he sat in a diner, Lamo portrayed himself as an honest American defending the interests of US troops.

But Lamo’s motives—and the truth about his relationship with Manning—remain oblique. Since meeting the FBI and talking to military investigators, Lamo has changed his story several times, from saying the first contact from Manning came ‘out of the blue’ to that Manning contacted him via Twitter. He has also asserted that Assange ‘groomed’ Manning and that Manning had said he had been given access to a series of ‘special servers’ reserved only for those who submitted the most sensitive documents. But none of that is in the published logs and not in the unpublished ones either, from what can be made of statements by Wired, which apparently has a full copy. Ellsberg said there was a real possibility that Lamo was ‘just making this stuff up’. As Lamo spoke with the investigators, he knew that Manning was having a tough time in Forward Base Hammer. What he didn’t know is that it’s probable Manning, far from being treated like a privileged source as erroneously asserted by Lamo, had been pushed to one side by Assange and felt increasingly isolated. This was why he was looking for friendship on the Internet.

It was a crucial moment for WikiLeaks: if Manning had not felt so alone he may not have started his Internet ‘confession’ to Lamo. It appears that Manning wanted to get his story out—and was looking for someone to tell it to. He had every reason to believe that Lamo, who had a reputation as a WikiLeaks financial supporter, would be sympathetic: ‘I have encouraged people to donate and I still do,’ Lamo said.

Manning also may have believed that in Lamo he had a trusted journalist who could offer him protection. Later on, respected then Salon.com journalist Glen Greenwald asked Lamo: ‘So early on in the conversation you had discussions with him about the fact that because you were a journalist you could offer him protection, confidentiality protection, as a source?’


LAMO: Under the California reporter shield law, not federally but yeah–

GREENWALD: I know, but you talked about that with him?

LAMO: That is correct ...



This is one explanation for why Manning may have been so extraordinarily open in his online discussions. Apart from believing that Lamo was sympathetic to WikiLeaks—even a trusted journalist— what Manning clearly didn’t expect was that Lamo would hand everything over to the FBI. The following day, 26 May, Bradley Manning was arrested by military police at Forward Base Hammer.

Blithely unaware of the unfolding drama, Assange carried on business as usual in Melbourne, preparing for a huge drop of US documents, a total of 91 000 reports on the war in Afghanistan. As he hurried across Melbourne’s busy streets carrying his backpack or riding on trams to get to the homes of friends where he stayed, he was increasingly preoccupied with the problems of his rapidly expanding organisation. Though the world thought that WikiLeaks was staffed by hundreds of people, the fact is that WikiLeaks had no more than ten people who were engaged full-time—and many of those also had permanent jobs. Assange was to all intents and purposes WikiLeaks. When he said as much, it wasn’t hubris as many saw it—it was the truth. It was the last time, though, that WikiLeaks would operate as a near one-man band—in the future he would include media partners from around the world.

* * *

Just as we were beginning to edit our Foreign Corresponent report ready for broadcasting Assange put in an unexpected call to the story producer. He was in a bind; something had happened. Assange had been going to go to the United States and now he couldn’t. Manning was languishing in a Kuwait military prison, waiting to be sent to the US. ‘None of us knew that Bradley Manning was under arrest.’ Jonsdottir said. ‘Assange knew but told no one,’ she said. When Jonsdottir found out she was livid. As someone whose name was on the ‘Collateral Murder’ video she pointed out to Assange that she had a right to know such facts.

Exactly when Assange knew isn’t clear, but by 2 June—four days before the news broke publicly—he was concerned enough to abandon any thought of travelling to the United States to meet Daniel Ellsberg for the first time. He had arranged instead to video Skype in to a conference in Manhattan where Ellsberg would be on stage at what was called a ‘Personal Democracy Forum’.

What Assange—who had managed to hack into the Los Alamos nuclear weapons facility in his youth and now ran the biggest Internet whistleblower site in the world—wanted was our help. With Skype, of all things, the free Internet video conferencing system. He didn’t have broadband big enough to carry the signal. Seeing this as an opportunity to get much needed extra vision of Assange, Foreign Correspondent agreed to assist. We had pictures of him walking down the street, in a manner not dissimilar to a John Cleese impersonation of the Ministry of Silly Walks, but that was all. He had refused to let us film him playing the piano because we might use the pictures to suggest the keys were a computer keyboard and he was still hacking. Assange appeared obsessed with how pictures might be represented.

People might draw the wrong conclusions based on what they saw and what they knew, he told us. The pressure of WikiLeaks was clearly having a big effect on its founder.

Desperate for a reasonable internet connection we took Assange to the ABC’s Melbourne office to seek help. There was plenty of space and a fast net connection. There was something reassuring in an increasingly authoritarian world for the public broadcaster to help Assange speak to one of the most honored whistleblowers in history.

Assange, looking slightly rougher than usual, seemed mildly on edge. But as the conference got underway he hit his stride, telling the New York audience that ‘leaking is inherently an anti-authoritarian act, it is inherently an anarchist act’. He was clearly delighted to pay homage to the man he called his hero, Ellsberg, making the point that, while he was busy leaking the Pentagon Papers, Assange was just being born.

Over in midtown Manhattan, Assange appeared on a huge screen like a ghostly image hovering over the stage. Ellsberg and the audience of journalists, activists and technical enthusiasts had trouble at times hearing him, something Ellsberg jokingly put down to ‘the Australian accent’. But there was nothing humorous about the warning Ellsberg gave his young admirer. He was sure it was a ‘high priority’ for the US Government to ‘neutralise him one way or another and I wouldn’t exclude physical danger’. Ellsberg added that ‘trying to find ways that discredit him or to keep him from communicating with possible sources, is a very high priority’ for the US government.

While Ellsberg strongly supported Assange and the work he was doing at this time, Ellsberg felt that it is Manning, rather than Assange, who is more like him.

‘The analogy is not with Assange so much, but with Manning. And he’s the first person in forty years to really do what I did, in the sense of a large amount of material, with the large risk and expectation of a very long prison sentence, and when I read that he’s said, “I am ready to go to prison for life” or even be executed. You know when I read the “executed” I thought, that’s a little melodramatic or extreme. It turns out not to be of course, they’re calling for his execution.’

As we drove through the darkened streets of Melbourne the night of the New York conference, Julian Assange sat quietly in the car. He’d eaten our cold leftovers of risotto and drunk a can of Coke. If WikiLeaks was a money scam as some have suggested, Assange should get an Oscar for his performances. A block from his hotel he asked us to pull over. We had strict instructions to drop him off on a nondescript stretch of road. Julian Assange disappeared down the street; he was going into hiding with a bag full of secrets—including, 92 000 documents on the Afghanistan war.

He began moving from house to house, never staying anywhere for more than a few nights. It wasn’t just the Afghan documents the Pentagon believed Assange was carrying. It was convinced he also had the entire State Department dump—and there were no other copies. ‘The Pentagon was of the belief that I was carrying two-hundred-and-sixty thousand classified US cables in my pocket and a whole bunch of other things.’ The Pentagon was right, but Assange had made plans.

The material had been disseminated to a number of different people and places, but for Assange they were not diverse enough to guarantee its complete safety. ‘The difficulty at that stage is that the material had not been spread very wide,’ Assange said. If the US managed to track down one source, it could well lead to the others.

Assange began working on disseminating the material to so many places that, even if one location was discovered, the US would never find them all. ‘We started hearing the reports that they were hunting for me,’ he said.

* * *

Nick Davies, a leading investigative reporter for the Guardian, had read about Manning’s arrest and combed through the logs of his chats with Lamo. What attracted his attention was the blunt statement that he had given WikiLeaks secret US diplomatic cables, including 260 000 yet-to-be revealed State Department documents. Davies, like dozens of journalists before him, began trying to contact Assange, but unlike most Davies didn’t want an interview—he wanted access to the cables themselves.

After emails to Assange got no reply, Davies began trying to contact people close to him. The fact that he repeatedly drew a blank was hardly surprising. Assange wasn’t taking any calls—even an encrypted conversation can be traced if an organisation like the Pentagon really puts its mind to it. Davies discovered that Assange would be going to Europe in a few days’ time. Assange was keen to get the Afghan War Logs out as soon as possible. ‘He was genuinely concerned about being killed by the Americans,’ said one of his friends. It would be easier to work out of Europe where much of WikiLeaks’ infrastructure and supporting personnel live. He decided to take a chance.

Assange had established a cover story: in case he got stopped at the border on his way out of Australia he had managed to secure an invitation to speak at a conference sponsored by the European Union about freedom of speech and censorship. Assange gambled it would prevent the Australian government ‘detaining me at the border on behalf of the United States’. It would cause an ‘uproar’, he said.

In Europe, Davies persuaded the Guardian’s Brussels reporter to get word to Assange and tell him he was on his way. As Davies clambered aboard the Eurostar train he would have had little doubt that persuading Assange to hand over the documents could produce the story of the decade, and would almost certainly be the pinnacle of any journalistic career. ‘While I was on the train going under the Channel, I had tried to work out what I would say to him,’ remembers Davies. ‘It wasn’t going to work if I said “I’m a greedy reporter, I’d like to take all your information and put it in my newspaper.”’ Instead, Davies planned to lay out a plan he thought would be appealing. The Guardian would set up a special team of reporters to comb through the WikiLeaks material—singling out those unreleased documents that would benefit from the kind of forensic analysis and examination the Guardian is famous for the world over.

During a six-hour meeting in a Brussels café on 22 June, Davies says he and Assange agreed that the Guardian and the New York Times be given an early look at some information WikiLeaks had on the Afghanistan war, with each newspaper publishing their own takes on the documents.

Assange didn’t feel he had much time before he was hunted down. With the Guardian on board, he had found a way to move ahead with the Afghan documents, and since he would be working closely with established news outlets it took some of the heat off him. The Pentagon would think twice about attacking him while he was working with the Guardian and the New York Times. It was a masterstroke, and thanks largely to Nick Davies. But within a few days the Guardian received a call from Der Spiegel saying they were part of the deal too. ‘We agreed to let them in,’ said Davies, but their presence had never been part of the deal. For Davies, it was a warning. ‘He taught us we couldn’t trust him.’

Standing in Brussels with the possibility that he had just secured access to a world-beating story, Davies was tempted to call his boss, the quietly spoken yet adventurous editor of the Guardian, Alan Rusbridger. But hours of talking to Assange would make even the most cavalier person cautious about telephone intercepts, and Davies was a naturally careful journalist, especially when it came to protecting sources. He left the mobile in his pocket. Early the next morning he went to the railway station and caught the Eurostar home, and headed straight to the Guardian’s offices, which are walking distance from the London terminus at St Pancras.

Davies told Alan Rusbridger what was on offer. Rusbridger picked up the phone to Bill Keller, the executive editor of the New York Times. It was the beginning of something very new.

WikiLeaks had had an ongoing relationship with the Guardian for years. They seemed to share a common goal: exposing information that powerful vested interests wanted kept secret. What made this relationship more complex, and potentially more difficult, was the inclusion of two other media outlets, Der Spiegel, and the New York Times. The three media organisations had never worked together before on such a huge scale—and they had certainly never worked with WikiLeaks as a group. If it worked it could be a blueprint for other collaborative efforts. It would be an interesting experiment.
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GOOD TIMES, BAD TIMES

For nearly a century, the neo-Gothic New York Times building on 43rd Street in the centre of Manhattan was viewed as the heart of American journalism. It was here that the Pentagon Papers were published in 1971, and the newspaper’s coverage of Watergate further bolstered its reputation for gutsy journalism. The New York Times has won more than a hundred Pulitzer Prizes, the most prestigious award in US journalism. But despite the building’s grand history, few were sorry to leave behind the narrow corridors and the dingy office space when the newspaper moved in 2007.

The New York Times’ new home, a 52-storey steel and glass tower just a few blocks away on 8th Avenue, was more suitable for a newspaper of the modern age. Yet by and large, the journalists who crowded inside this open and airy building were motivated by the same beliefs and aspirations as those who had occupied the old offices for the last ninety-seven years—they, too, were chasing the big story that would make a difference to the world. Exclusives were hard won and took dedication, time and sometimes courage to deliver. And that meant money, and taking risks.

In recent times, the New York Times had been bedevilled by a mixture of misfortune and controversial editorial judgement as it tried to balance its journalistic principles with a changing mood in the United States after the 9/11 terrorist attacks. From its often unquestioning coverage of the White House in the lead-up to the Iraq war, to reporters found guilty of plagiarism and fabrication, the newspaper has gone through a difficult period. It led to the resignation of two senior editors in 2003. The present executive editor, Bill Keller, not known for reticence, had also come under fire for holding back a story about how the NSA had been spying on the US public, accepting the argument from President George Bush that publication might compromise national security.

The phone call from Alan Rusbridger, editor of the Guardian, offered what the paper needed: a strong revelatory story with the promise of more to come. In Washington, Eric Schmitt had just returned from a reporting stint in Pakistan. He’d barely had time to settle back into his office when the New York Times bureau chief, Dean Baquet, told him he’d have to be on a plane quickly for a special project in London. Schmitt had covered the military for many years and Keller saw him as a journalist with ‘excellent judgment and an unflappable demeanor’.

Schmitt arrived in London late on Saturday 26 June. The next day he met with the Guardian’s investigations editor David Leigh and they began discussing how to tackle what was emerging as one of the biggest ever stories about the Afghan war.

It would be an interesting collaboration between arguably the best of British and US journalism, with all the inherent cultural differences of the two newspaper institutions thrown into the mix. What made this venture unique was the addition of WikiLeaks, a child of the anarchic blogosphere, and Assange, its editor-in-chief.

Before they got down to the details of the cables, Schmitt was shown a large office positioned a discreet distance from the Guardian newsroom and the prying interest of other journalists. The room was tucked away on a floor used by the Guardian’s advertising staff on the well-founded belief that no self-respecting journalist would be seen anywhere near the advertising department. The room would become the centrepiece of the operation: just half a dozen desks and smart, large-screen computers, with a huge window that stretched from the floor to the ceiling overlooking the internal lobby of the building. But there wouldn’t be much time for gazing out of it as the journalists plunged into the twilight world of military cables and seemingly impenetrable jargon.

With Assange still in Stockholm it fell to the Guardian reporter Nick Davies, who had originally talked him into taking part in the joint venture, to maintain contact with him. The level of anxiety and even paranoia reached way outside what was inevitably known as ‘The Bunker’—the same name given to the Cold War nuclear shelter that housed some of WikiLeaks’ servers in Sweden. Security-conscious Davies was worried about his phone calls being intercepted by the NSA and the British equivalent, GCHQ, the General Communications Headquarters. Davies thought that if the NSA and GCHQ were doing their jobs they would be trying to figure out what WikiLeaks would leak next.

John Goetz, a Der Spiegel reporter, arrived at the Guardian offices on the following Wednesday, making up the troika of print media interest. That afternoon, Assange arrived too. He was a day late, not unusual for someone who has been known to turn up at an airport without an airline ticket, or arrive with a ticket on the wrong day, but also not a good start for the beginning of such an important set of relationships. It may well have coloured the view of New York Times journalist Eric Schmitt, a snappy dresser with an eye for detail, when he wrote an email to his boss Bill Keller describing his first encounter with Assange.

‘He’s tall—probably 6-foot-2 or 6-3—and lanky, with pale skin, grey eyes and a shock of white hair that seizes your attention.’ Schmitt added disparagingly that although Assange was alert he was also ‘dishevelled, like a bag lady walking in off the street, wearing a dingy, light-coloured sport coat and cargo pants, dirty white shirt, beat-up sneakers and filthy white socks that collapsed around his ankles. He smelled as if he hadn’t bathed in days.’ Schmitt’s immediate dislike for Assange did not augur well for the relationship.

Assange dropped his huge and heavy backpack to the floor and began removing a treasure trove of electronic gadgetry, from laptops to mobile phones and memory sticks. Some of the juiciest secrets of the diplomatic and military world were being unloaded like so much dirty washing all over the floor of the Guardian offices.

In their new home, the reporters began preliminary work on the Afghan reports, mainly dispatches from US soldiers in the field, using a large Excel spreadsheet to organise the material, then creating search terms and combing through the documents for newsworthy content. But the reporters ran into a puzzling incongruity. Although Assange had said the data included reports from the beginning of 2004 until the end of 2009, the material ended eight months short, in April. Many of the documents appeared to be missing. Assange was unfazed by what was clearly causing consternation among the technically challenged journalists, some of whom had written their first stories on manual typewriters. ‘Open a second spreadsheet,’ he said. As they followed his instructions the spreadsheet electronically unfolded—revealing all 92 000 reports, which gave an extraordinary insight into the Afghan war and its consequences.

Schmitt emailed his boss back in New York. There was no question that the Afghanistan dispatches were genuine. They provided a fascinating insight into a troubled war from the ground up, but just as importantly there was the promise of more to come—half a million classified State Department cables from US embassies around the world. Keller believed WikiLeaks was holding back extra material presumably to see how the relationship with the establishment media worked out.

Assange seemed to be enjoying the game, teasing the journalists with his classified treasure trove. According to Daniel Domscheit- Berg, WikiLeaks’ second in charge, he was ‘running around like he had like a shop ... selling cigarettes’, ‘opening up his stuff’, being a ‘cool guy’ and giving away all sorts of material which was ‘against all the agreements we had internally’. Domscheit-Berg said that Assange had shown the New York Times some of the other cables he had. It wasn’t part of the agreement, and angered others in the WikiLeaks’ team.

Though she had been representing WikiLeaks to the international media while Assange was hiding in Australia, Birgitta Jonsdottir was unaware of the deals that Assange was doing. He was acting alone.

He had not had ‘any prior discussion’ with his WikiLeaks colleagues before making many of his decisions. Assange’s one-man band approach was causing serious rifts inside the organisation.

* * *

Though Assange had worked with mainstream media before, this was the first time he had really ventured into the big time. The audience reach and impact provided by collaborating simultaneously with three of the most influential publications on the planet was huge for WikiLeaks, but then so too were the stakes. Assange would have to relinquish some control over the WikiLeaks information—their demand for exclusivity would be a catalyst for conflict later on. He would soon be involved in a struggle between the old and the new media, played out on the home ground of the old players.

Drawing together any journalists for a collegiate effort is difficult at the best of times; they are traditionally competitive and are not known for showing much largesse towards one another. Expecting them to work together is normally wishful thinking. But because of the detail that needed to be understood, self-interest forced them to collaborate and share resources, research and analysis.

Though each paper had its own focus, many of the stories extracted from the Afghan War Logs were based on similar information. Everyone was totally absorbed in the material on their computer screens, said Goetz, shouting to each other whenever they found an interesting piece of information.

After working their way through the documents, the reporters sat down to check their findings, bouncing ideas and views off each other—and fact checking all the time. For Davies it was an unusual experience to see a group of journalists working so closely together.

Davies, more than anyone else, understood what Assange wanted. Assange had been staying at his home near London part of the time and the two had struck up a close friendship. He was convinced that Assange wasn’t just putting documents on the Internet for the sake of causing trouble. He wanted the world to understand whatever was the subject of that information, and linking up with the Guardian helped him achieve that goal.

While they had a common purpose in the early stages of the project, Davies would later have a bitter falling out with Assange. Davies thought he had got exclusive rights for all the material Assange had agreed to hand over in Belgium. Assange disagreed and had started talking to television stations, eventually bringing in Britain’s Channel 4.

But that crisis lay ahead and the big issue remained when to publish. While the Guardian and the New York Times were daily newspapers, Der Spiegel was a weekly magazine. In the end they all agreed to go online on Sunday 25 July at 10 p.m., London time, and hit the streets the next day—Monday, the day that Der Speigel normally publishes its weekly magazine. Assange was in a bind. He wanted to delay publication at one time because he was concerned about Bradley Manning’s safety. ‘He didn’t want to make his [Manning’s] position worse,’ said Davies. Yet at the same time, with Manning in detention and being questioned, WikiLeaks might be put out of business. Assange was still ‘spooked’ by reports from the US the previous month that the Pentagon had launched a manhunt for him. If that had happened, some of the reporters had the impression that Assange was ready to publish the documents on the WikiLeaks site immediately, whether the print outlets were ready or not.

According to Assange, the New York Times was quite happy for WikiLeaks ‘to scoop them, and for the other two papers to publish first’, so they could claim, ‘We weren’t involved, we are just reporting what someone else did’. There was little doubt that of all the publications, the US-based New York Times would probably face the strongest criticism from its readership about the secrets of the Afghan war and would be more cautious in its reporting.

Assange’s ‘publish and be damned’ attitude added more strain to an already tense atmosphere. It amplified the problem of ‘redacting’ or removing the names of the huge number of people who had been secretly working for the US-backed regime in Kabul. David Leigh had a very firm view: ‘We were starting from: “Here’s a document. How much of it shall we print?” Whereas Julian’s ideology was, “I shall dump everything out and then you have to try and persuade me to cross a few things out.” We were coming at it from opposite poles.’

It wasn’t just the Guardian that was having problems with redactions. During one clandestine meeting at a café, Daniel Domscheit-Berg says reporters from Der Spiegel told him they were still waiting for WikiLeaks to redact the names from all the material it was going to post online. ‘Five days before publication the Spiegel guys asked me how far we are with the redaction and I am saying “What redaction?” and they’re saying, “Julian in London promised all of the three media companies that all the material would be redacted.”’

Domscheit-Berg told Der Spiegel: ‘I just don’t know anything about it.’ He promised to check and called his WikiLeaks colleagues.

‘I asked the people that were processing the material making it ready for publication, and they said, “We don’t know anything about this”’.

Daniel Domscheit-Berg was concerned that with just four days now to publication, time was running out to remove the names from the Afghan documents that WikiLeaks was going to publish online.

On Thursday, Domscheit-Berg says he contacted Assange again to ask him about the redactions. According to Domscheit-Berg, Assange said: ‘Oh yeah I wanted to tell you tonight.’ Domscheit-Berg says he told Assange: ‘Man we’re talking about ninety thousand documents here. It’s Thursday, we need to go live on Monday. The production of the website takes twenty-four to forty-eight hours just to render the stuff.’ The following night, the White House spokesman, Robert Gibbs, asked the New York Times reporter Eric Schmitt to relay a request to Assange that WikiLeaks not publish information that could lead to people being physically harmed.

The next day, Saturday, Assange replied in an email that Wikileaks was withholding close to 15 000 of the Afghan documents, which had the heaviest concentration of names, for review.

Eric Schmitt said Assange wrote that WikiLeaks would consider recommendations made by the UN-backed security mission in Afghanistan, known as the International Security Assistance Force, ‘on the identification of innocents for this material if it is willing to provide reviewers’. In other words, WikiLeaks was prepared to talk to the White House about a redaction process that would remove contentious names from the war logs on its website.

Eric Schmitt said he forwarded the email to White House officials and New York Times editors, but curiously, and with no explanation, he added: ‘I certainly didn’t consider this a serious and realistic offer to the White House to vet any of the documents before they were to be posted.’ The White House did not take up the offer to talk.

As the countdown to publication started, Assange and the WikiLeaks team had set up a temporary headquarters at the Frontline Club, spreading themselves across the handy trestle-style tables and plugging into the high-speed wi-fi. Assange, like his parents who were travelling entertainers, had inherited a touch of the showman. He pulled out a mobile phone and explained to his audience how to use it to confuse any government agency that might be on the prowl.

‘If you think you have a hot phone, you charge the battery up fully, and then you post it overseas,’ he said, sending it not by airmail but by surface delivery. As the phone headed cross-country by train, boat or truck, anyone in pursuit would be led on a false trail—following a phone in a parcel. It was a trick that both amused and impressed those in the room.

For Assange it was an echo of his nomadic and theatrical roots. He was ‘pretty much doing something that his family did when they were involved in theatre and the movie business,’ he said, ‘heading off to a certain location, bring all your people, get ready for a production launch, bang, go’.

It was almost showtime again and the WikiLeaks team, including new recruit Sarah Harrison, eagerly prepared to monitor the rush of interest. At 10.03 p.m.—three minutes after the deadline—the Guardian story appeared on the web, focusing on what it called ‘a huge cache of secret US military files’ providing a ‘devastating portrait’ of a ‘failing war’ in Afghanistan. It revealed that coalition forces had ‘killed hundreds of civilians’ in unreported incidents, and also that NATO commanders feared that neighbouring Pakistan and Iran were fuelling the insurgency. The New York Times went live with the story but, steering away from civilian casualties, said the war logs revealed the US military had long harboured ‘strong suspicions’ that Pakistan’s military spy service had guided the Afghan insurgency— even though Pakistan received more than a billion dollars a year from Washington for its help in combatting militants.

The stories covered a huge arena of the war, from the existence of a covert US assassination squad, Task Force 373, which had been roaming Afghanistan targeting Taliban leaders, to the story of Shum Khan, who lived in a remote village in the mountains near the Pakistan border. When a CIA paramilitary squad charged into a village and ordered him to stop, he kept running and was shot dead. What the CIA didn’t know was that Shum Khan was deaf and had not heard their commands.

As the international media digested the material, Assange received a call from The Larry King Show. If he wasn’t already a household name in the United States he was about to be. ‘Afghanistan bombshell: leaked documents rip the lid off the war. The man whose website WikiLeaks published the classified documents for the world to see is here. It’s next on Larry King Live,’ screamed the announcer.

Both men gave smooth performances. King quoted Assange as saying: ‘These leaked documents contain evidence of war crimes by United States forces.’ King asked: ‘What kind of evidence?’ Assange, in a clear and measured baritone, replied: ‘In the end it will take a court to really look at the full range of evidence and decide if a crime has occurred.’

As interest in the Afghan War Logs surged, all was not well with the WikiLeaks site. In footage aired on SBS’s Dateline program, Sarah Harrison told Assange people were complaining that the site was overloaded and they couldn’t get on. Seemingly unaware she was being filmed, she said people were getting ‘really agro’. She asked Assange: ‘Are you happy to ignore them?’ He nodded. ‘OK good,’ she said, and threw a Post-It note in the waste bin. Every decision was being managed by Assange.

The following day the Afghan War Logs dominated coverage by all the main British newspapers. In the Dateline footage, Assange looked pleased, as Harrison laid out the newspapers on the floor. ‘I’m untouchable now in this country,’ he said, before correcting himself ... ‘for the next couple of days’.

Neither the Guardian, the New York Times, nor Der Spiegel carried any Afghan names considered suspect, and in the end WikiLeaks held back close to 15 000 of the 92 000 Afghan files on the grounds that the names could not be redacted in time. But WikiLeaks had made mistakes and some names, even the names of villages where people lived, still remained in some of the 77 000 documents posted on the WikiLeaks website. When they became apparent, Assange was under fire for endangering the lives of others.

Even as the international media moved off from outside the Frontline Club where they had been camped with their satellite dishes and telephoto lenses, questions about how WikiLeaks had dealt with the redaction of names returned to haunt Assange and seriously undermine the credibility of WikiLeaks. He had already made the point to a packed press conference that WikiLeaks had ‘tried hard to make sure that this material does not put innocents at harm ... All the material is more than seven months old’.

Yet some of the credit he claims for ‘harm minimisation’ isn’t really credible. It came too late for WikiLeaks technicians to do an effective job redacting the names.

The issue would not go away. In the first hint of dissent among WikiLeaks’ traditional supporters, Amnesty International sent an email to Assange asking him to ‘censor’ the names of the Afghanis mentioned in the reports. A few days later, Reporters without Borders published a personally addressed letter to Julian Assange praising WikiLeaks’ past usefulness in exposing ‘serious violations of human rights and civil liberties’ but criticising WikiLeaks over a perceived absence of editorial control, saying ‘indiscriminately publishing’ the classified reports reflected ‘a real problem of methodology and, therefore, of credibility’. Reporters Without Borders subsequently clarified its statement as a criticism of WikiLeaks’ release procedure and not the organisation itself, stating ‘we reaffirm our support for WikiLeaks, its work and its founding principles’.

But the damage was done and the dialogue with Amnesty International ended in acrimony when Assange dismissed the group as ‘people who prefer to do nothing but cover their asses’. That’s not what he felt about Amnesty the previous year, when it showered him with praise and gave him an award for journalism. It pointed to a fragile ego—evidence that Assange had problems dealing with criticism.

But there was one person Assange took notice of, and that was Daniel Ellsberg. When Ellsberg told Assange he would have questioned ‘putting stuff out that you haven’t read’, Assange wrote Ellsberg a message saying: ‘You’re right’. Assange said WikiLeaks had taken his advice and done a ‘much bigger job of redaction’ on the next tranche of documents they were about to release.

Despite its threats, from what had been known by early 2011 the Taliban hadn’t killed anyone on the list and the excited reporting of one dead was already revealed, on closer reading, to be about a person who died several years earlier. In the United States the Pentagon was forced to admit that no one had died as a result of being named in the leaks. While Assange read this as a vindication of sorts, his credibility was still tainted over his handling of the leaks. He had also gained a reputation, as Bill Keller pointed out, as someone who was ‘smart and well-educated, extremely adept technologically but arrogant, thin-skinned, conspiratorial and oddly credulous’.

Assange, somewhat simplistically, has hit back at journalism’s modus operandi, criticising the selection of stories based on what is going to ‘make the most money for the newspaper’, or have ‘the most professional advancement’ for the journalist or make them the ‘biggest celebrity on TV’. It wasn’t only bad journalism; it was ‘bad for people’s characters’. He knew people who had been involved in this area and he didn’t like what it turned them into. ‘That’s why I do what I do and the way that I do it,’ he said.

If Assange was underlining the divide between the ‘old’ media and his organisation, it was also a division between the journalists, who dealt with what was, and a man who dreamed of what might be. Yet despite his criticisms, he spoke of working on the Afghan War Logs ‘in a collaborative basement’ and identified the three outlets— the Guardian, the New York Times and Der Spiegel—as Wikileaks’ ‘media partners’.

Eric Schmitt, in particular, was furious by that description of the relationship. If Keller had sent him to London because he was unflappable, he’d certainly shaken off that moniker.

‘I’ve seen Julian Assange in the last couple of days kind of flouncing around talking about this collaboration like the four of us were working all this together,’ says Schmitt. ‘But we were not in any kind of partnership or collaboration with him. This was a source relationship. He’s making it sound like this was some sort of journalistic enterprise between WikiLeaks, the New York Times, the Guardian, and Der Spiegel, and that’s not what it was.’

Schmitt portrayed the relationship with Assange as verging on hostile. Assange would arrive and ‘you’d ask him questions about certain types of data, and certain questions—some of them he answered and some of them he didn’t’. Schmitt appeared to be almost goading him. ‘Where did you get this material? He wouldn’t answer that.’

Schmitt admits that he even pressed Assange to divulge the name of the source of the material. ‘Did it come from Bradley Manning?’ he asked. It was a mischievous question that revealed how the relationship between the New York Times and Assange had broken down. Not surprisingly, Assange, who believed he was bound by the journalistic code of ethics to protect sources, didn’t answer.

On the other side of the Atlantic at the Pentagon, the issue of whether or not Assange was a journalist became more than a matter of pride or professional jealousy. It had implications that went all the way to the top of the New York Times. It’s generally accepted by the US courts that journalists are covered by a freedom of speech provision enshrined in the Constitution. Not so the sources that provide that information, particularly if the source has put at risk the security of the US.

When US Defense Secretary Robert Gates said WikiLeaks had endangered lives, it set off alarm bells at the New York Times. WikiLeaks might well be able to argue it was protected by the First Amendment for the material it published online, but even that argument could be swept away if it could be proved that WikiLeaks had deliberately conspired to publish information damaging to the security of the United States.

‘The battlefield consequences of the release of these documents are potentially severe and dangerous for our troops, our allies and Afghan partners, and may well damage our relationships and reputation in that key part of the world,’ he said. ‘Intelligence sources and methods, as well as military tactics, techniques and procedures, will become known to our adversaries.’

The Chairman of the Joint Chiefs of Staff Admiral Mike Mullen portrayed WikiLeaks as recklessly endangering people in order to satisfy its ‘need to make a point’. ‘Mr. Assange can say whatever he likes about the greater good he thinks he and his source are doing, but the truth is they might already have on their hands the blood of some young soldier or that of an Afghan family,’ Admiral Mullen said.

Ominously, for Assange, Gates said he had called in the FBI to assist army investigators. This was no longer a military matter: by calling in the FBI Gates had broadened the investigation to the wider instruments of the US government.

The New York Times reported unnamed sources in the Justice Department saying that lawyers ‘are exploring whether Mr Assange and WikiLeaks could be charged with inducing or conspiring in violation of the Espionage Act, a 1917 law that prohibits the unauthorised disclosure of national security information’. The author of that report, Eric Schmitt, and his editor Bill Keller, were anything but impartial observers.

By arguing that Assange was only a source, the New York Times could distance itself from Assange, stressing that it just took the information and had nothing else to do with him. If he was a journalist, the relationship was much closer and the New York Times ran the risk of being implicated in any connection Assange had with Bradley Manning.

The New York Times had cut Assange adrift. And to make life even more difficult, Keller implied Assange had a political agenda— potentially stripping him of any free speech arguments he may be able to run as a journalist. Keller reported that Assange was ‘openly contemptuous of the American government’ and self-servingly added, ‘I would hesitate to describe what WikiLeaks does as journalism’.

After hanging Assange and WikiLeaks out to dry, it was disingenuous in the extreme for Keller to then argue that it was ‘chilling to contemplate the possible government prosecution of WikiLeaks for making secrets public’. Keller had gone out of his way to strip Assange of even his journalistic protection. Keller might not have liked Assange, and Schmitt almost certainly took a dislike to him. But as an act of bastardry it took some beating.

The most damaging allegation for Assange is that he ‘groomed’ Manning; that, rather than being in receipt of illegally leaked material, he actively conspired with Manning to obtain it. When I asked Assange specifically if he had ever directly contacted Bradley Manning, Assange replied, ‘No’. Asked if he ever spoke to Manning ‘indirectly’, Assange did not answer the question, and when pressed said: ‘I would never, never, never comment’.

In an interview with him in December 2010, Assange was talking carefully and deliberately. ‘So if they’re trying to say I conspired with Bradley Manning, anyone who conspires with me, is, if you like, a chain in the conspiracy, so that’s all about fear and management.’ Assange added: ‘... but if you’re going to do that I understand you’ve been forced into certain positions by real politic process’. It might be necessary ‘for legal reasons [to call WikiLeaks] a source, fine, but don’t fuck’n denigrate us’. He understood that the New York Times may ‘need to be not truthful because of threats’. In a final word on the issue, he points out that if he is a source and only a source, shouldn’t the journalists that used him as a source protect him?

That was certainly the view of Max Frankel who had ‘overseen the defence of the New York Times in the Pentagon papers case forty years earlier’. Frankel wrote to the Guardian editor Alan Rusbridger after the first Cablegate material, attaching a copy of a memo he had written at the time when his newspaper was under pressure to reveal the identity of its source, Daniel Ellsberg. ‘We reject collaboration or revelation of our sources for the larger reason that ALL [his capitals] sources deserve to know that they are protected by us, he wrote.’ These seem to be words from another era, because it’s not how Julian Assange was treated if he was just a source.

Whatever he was to the New York Times others consider him a journalist. After interviewing Assange for six hours, the US 60 Minutes reporter Steve Kroft said, ‘I definitely consider him to be a publisher which is the important thing. I mean if he is not a publisher then people at 60 Minutes online, or the New York Times online, aren’t publishers either. I mean he operates an Internet site and he publishes material.’

The federal secretary of Australia’s Media and Arts Alliance, Christopher Warren, underlines this view, ‘What Assange and his colleagues are doing is journalism. There’s no doubt about that,’ he said. ‘One of the most important tasks of journalism is to uncover and inform people of things that other people would rather keep hidden. They’ve certainly done that.’

The US would do all it could to get their hands on Assange. Almost to the day that the Afghan War Logs were launched, the US ramped up its investigation into WikiLeaks.

* * *

As the aircraft made its final approach to Newark Airport, New York, Jacob Appelbaum, a WikiLeaks volunteer and acknowledged authority on computer security, could be forgiven for feeling deeply apprehensive. He was re-entering the United States for the first time since he’d spoken at a New York computer conference in place of Assange who had been hiding out in London. Appelbaum used the event to ask for funding and volunteers for WikiLeaks, but fearing the FBI were in the audience, instead of returning to the stage after playing the ‘Collateral Murder’ video he left by a side entrance, using a decoy with a similar hooded top to throw the police off his trail. What happened next would be an indication of whether the level of paranoia was reasonable, or not.

As he approached customs, he was taken to one side. Though Appelbaum has refused to discuss what happened, the reputable online news site CNET says he was pulled aside by customs and border protection agents, who told him that he was randomly selected for a security search.

Appelbaum was taken into a room and frisked, and his bag was searched. Receipts were photocopied, and his laptop was inspected. Officials from Immigration and Customs Enforcement, and from the US Army, then told him that he was not under arrest but was being detained.

The officials asked questions about WikiLeaks, asked for his opinions about the wars in Iraq and Afghanistan, and asked where WikiLeaks founder, Julian Assange, could be found. Appelbaum declined to comment without a lawyer present but he was not permitted to make a phone call, the sources cited by CNET said.

After being held for three hours, Appelbaum was given his laptop back, but the agents kept his three mobile phones. As he made his way through the airport on to the next leg of his journey the irony of the situation would not have been lost on Applebaum. He was on his way to give a workshop on how to deal with censorship in China, planning to pass on the tricks of the trade. He would help US businesses, and even tourists who planned to travel there, cope with what’s known as ‘The Great Firewall of China’, a system designed to prevent free speech and control any criticism of the government. The fact that the workshop was being held in the gaming capital of the world, Las Vegas, only added to the absurdity.

The Riviera Hotel and Casino is a glittering star-spangled altar to the American dream: everyone can be rich, you just have to be lucky.

It boasts eleven kinds of draught beer and a business centre, but it’s unlikely anyone would have been brave or foolhardy enough to send even a fax from there during the first few days of August 2010. It was at the Riviera that what’s known as the DefCon conference was held, a jamboree of computer nerds, hackers, conspiracy theorists and freedom of speech champions who moved out of their darkened rooms and into the soft lights of the chandeliers to compare notes and share their thoughts with the world. For anyone considering travelling to China, Appelbaum’s presentation gave them valuable information, including details of software and tools used to bypass Internet and content censorship.

What he didn’t know at the time was not everyone in the room was particularly interested in his talk, entitled ‘The Power of Chinese Security’. When he let slip the fact that his phone had been seized, two casually dressed men who introduced themselves as FBI agents approached him and asked to talk.

‘We’d like to chat for a few minutes,’ one of the men said, adding, ‘We thought you might not want to’.

Appelbaum asked them if they were aware of what had happened to him.

One replied, ‘Yes, that’s why we’re here’.

‘I don’t have anything to say,’ Appelbaum told them.

One of the agents said they were interested in hearing about ‘rights being trampled’ and said, ‘sometimes it’s nice to have a conversation to flesh things out’.

A lawyer with the Electronic Frontier Foundation asked if the agents were at the event in an official capacity or for personal reasons. ‘A little of both,’ one of them said.

Appelbaum, clearly concerned about the mobile phones that had been seized, asked when they would be returned. ‘We aren’t involved in that,’ one of the FBI agents said. ‘We have no idea.’ When Appelbaum refused to talk any further they walked away.

With the FBI actively gathering information and the net closing in on WikiLeaks, Julian Assange decided on a high-risk move. Within hours of the FBI talking to Appelbaum, he posted what he called an Insurance Policy on the Afghan War Logs site. The ‘policy’, in the form of a giant encrypted file, was available for anyone to open once WikiLeaks released the key. It is widely accepted that the file contained the unreleased copies of the 260 000 US State Department Cables.

Assange says he only posted the file so he could have confidence in WikiLeaks’ ability to withstand what he called ‘even a massive multi-continental roundup’. In other words, the information would survive if, somewhat melodramatically, the WikiLeaks team didn’t.

Assange need not have been concerned with the survival of the information. A short time later he would give a copy of all the documents he possessed to the Guardian newspaper for safekeeping, under the agreement that they wouldn’t publish until he said so and they would store the secret documents safely away from the Internet. What he didn’t know then was that the Guardian would also give the New York Times a copy of the documents though they would say it was a different version—an act that would lead to full-scale acrimony between Assange and the newspaper.

The insurance policy that Assange had posted on the web was a blackmail threat to the US Government not to go after him. It revealed an extraordinary level of hubris—that Assange believed he would be able to intimidate the most powerful country on earth. It might have given the State Department a few sleepless nights but it did nothing to stop the FBI investigation. In fact it arguably forced their hand, because a couple of days later the US called in its allies for help. The Obama administration asked Britain, Germany and Australia to consider bringing charges against Assange concerning the Afghanistan leaks and ‘limiting his travels across international borders’.

The Australian Defence Association, representing the country’s retired and active military personnel, said WikiLeaks could have ‘committed a serious criminal offence in helping an enemy of the Australian Defence Force’. The insurance policy was looking more like a failed Mafia style intimidation—a brick through the window from a passing car that had been picked up and lobbed back at the driver.
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SEX MONEY POWER

In mid-August 2010, Julian Assange arrived at Stockholm Airport. He was on his way to a conference he’d been invited to, run by ‘The Brotherhood’, a leftist Christian faction of Sweden’s Social Democrat Party. As Assange made his way out of the spacious airport he might have paused to stop and check the credentials of the person he’d be dealing with at the conference. Assange has a brilliant mind, but he does get a touch of the Bazza McKenzies about him at times, and though he exudes an air of worldliness, he also has an extraordinary naiveté, trusting people he’d be best to steer away from.

If he had googled Anna Ardin he’d have come up with a blog entry written by her entitled: ‘Seven Steps to Legal Revenge on a Cheating Lover’. It was potentially far more damaging for Assange than his fears about a CIA hit squad.

Not that Ardin wasn’t suspect in that area too. Though she’d been called a leftist, she’d been connected with ‘US-financed anti-Castro and anti-communist groups in Cuba’. By the time that information emerged, Sweden had issued a warrant for Assange’s arrest on allegations of rape and sexual molestation.

As Assange travelled in to Stockholm he had plenty to occupy his mind. The possibility that Iceland might not be the safe haven he originally hoped for WikiLeaks had begun to concern him. There were questions about how close the Icelandic government was to the United States and, on a personal level, his relationship with Icelandic MP Birgitta Jonsdottir had cooled considerably, and was even hostile at times. Sweden was in many ways a Scandinavian mirror image of Iceland. It had good infrastructure, excellent communications systems and, at the time, better laws to protect journalists.

These laws offered an unusual protection to sources. Based on Sweden’s Freedom of the Press Act, whose origins trace back to 1766, journalists are legally forbidden to reveal a confidential source unless it involves a direct threat to national security or treason. While the laws covered newspapers and magazines, they didn’t automatically give protection to the electronic media and that included organisations like WikiLeaks. Assange would need to register WikiLeaks as a media organisation in Sweden, and to do that he needed to be a resident of the country.

In the meantime, WikiLeaks would have to make do with the kind offering from the Swedish Pirate Party—a legitimate political organisation in Sweden with a member in the European Parliament. It offered to donate servers and bandwidth to WikiLeaks free of charge, until the WikiLeaks registration was approved. It would also provide technicians to make sure that the servers were maintained and kept in working order. What was almost as attractive to Assange was that the Pirate Party planned to set up an Internet Service Provider (ISP) to offer anonymous Internet connections. The organisation would offer anonymity by not storing a copy of its users’ Internet Protocol (IP) addresses, a unique identification number used to locate every computer, mobile phone or other device on the Internet at any given time. IP addresses are used by law enforcement and intelligence agencies to track everything from illegal downloads to terrorism suspects.

The robust laws protecting freedom of expression in Sweden are matched by equally tough laws that protect the right of the individual. They grew out of the feminist movement of the 1960s and extended themselves to the whole gamut of sexual activity.

These laws protect the rights of both partners during sex, but it is accepted that the laws are designed to allow women to decide what kind of sex they want and under what circumstances. Sweden might have strong laws enshrining what might at first look like libertarian values, with the age of consent at fifteen, but they are balanced by strict rules relating to sexual conduct. In his search to find the perfect environment for his WikiLeaks endeavour, Assange seemed to have missed a few things that might have been useful for him to understand.

One thing Assange has never had to concern himself with is where he will spend the night, and Stockholm was no exception. Ardin was so pleased he had agreed to speak at a conference where she was the publicist, she offered him a bed at her apartment. What happened next is rather routine for Julian: he bedded the hostess. It’s difficult to know what might have been had he left it at that. On Saturday at the conference Assange addressed, he met a younger woman, a 26-year-old photographer named Sofia Wilen. They flirted and then went off to the movies together. Nothing much unusual about that. But by this time Ardin seemed so taken by her lover she sent out a tweet that she was looking for a couple of places at a crayfish party—a more formal version of an Australian BBQ, with lobsters instead of meat, but with just as much grog. Discovering there were no free places round town she threw her own—just for Julian.

On the following Monday, Assange and Wilen went to Wilen’s home in Enkoping, an industrial town that is the birthplace of the adjustable spanner and the base for the Swedish Army’s electronics warfare centre. Assange stayed the night and they had sex. The trouble seemed to start for Julian, as is often the case with relationships, when the two women started talking—or in this case Wilen sent a text to Ardin and they met. It might have been a coincidence but it seems unlikely that subsequently Ardin asked Assange to move out of the apartment. The following Friday the two women went to a Stockholm police station. There they told their stories and the prosecutor—a stand-in during the Swedish summer break—concluded there may be grounds for Wilen to pursue charges of rape and ofredande, a misdemeanour which can be translated as ‘annoyance’, and for Ardin, a charge of ofredande alone against Assange.

In a country so heavily regulated by the right to privacy it came as a surprise to Assange that within hours of the two women going to the police station, the local Stockholm tabloid, Espressen, splashed the rape allegations across the front page. Contacted by the paper, the duty prosecutor had confirmed the allegations, an act that is illegal under Swedish law. The duty prosecutor was later quoted as not being aware that they had broken the law.

Within the next few days the story took on a life of its own. On holiday, Eva Finne, the chief prosecutor for the Stockholm region, heard the Assange case on the news—and called for the file to be couriered to her. She could find no evidence of rape in Wilen’s case—and struck it from the charge sheet leaving just the lesser offense of molestation.

It was about this time that the allegations against Assange moved into the surreal, where the Swedish law protecting the rights of the individual gave no protection at all. Assange, who planned to use the Internet as a force for openness in the world, now became its victim. A Swedish feminist blog called Revell, run in part by Ardin, posted an article warning: ‘Even WikiLeaks heroes can do crappy things’. It gave a one-sided story of events, alleging Assange had continued having sex after a condom broke—against Ardin’s wishes. The freedom of the net also produced a trap for her. Seemingly spurned by a fiancé some time ago, Ardin had posted a strange list of how to get even.

It bore a striking resemblance to what would happen to Assange. Headlined ‘Seven Steps to Legal Revenge’ by Anna Ardin, it starts off in a conciliatory way.


Step 1—Consider very carefully if you really must take revenge.

It is almost always better to forgive than to avenge ...

Step 2—Think about why you want revenge.

You need to be clear about who to take revenge on, as well as why. Revenge is never directed against only one person, but also the actions of the person.

Step 3—The principle of proportionality.

Remember that revenge will not only match the deed in size but also in nature.

A good revenge is linked to what has been done against you. For example, if you want revenge on someone who cheated or who dumped you, you should use a punishment with dating/sex/fidelity involved.

Step 4—Do a brainstorm of appropriate measures for the category of revenge you’re after. To continue the example above, you can sabotage your victim’s current relationship, such as getting his new partner to be unfaithful or ensure that he gets a madman after him.

Use your imagination!

Step 5—Figure out how you can systematically take revenge.

Send your victim a series of letters and photographs that make your victim’s new partner believe that you are still together which is better than to tell just one big lie on one single occasion.

Step 6—Rank your systematic revenge schemes from low to high in terms of likely success, required input from you, and degree of satisfaction when you succeed.

The ideal, of course, is a revenge as strong as possible but this requires a lot of hard work and effort for it to turn out exactly as you want it to.

Step 7—Get to work.

And remember what your goals are while you are operating: ensure that your victim will suffer the same way as he made you suffer.



A similar list had been published on a US website as a joke, but Ardin made it clear she was serious. When chided about it in a comment online she said she had been broken-hearted by a fiancé and wanted to pay him back.

By the end of August this cyber theatre of the absurd became even weirder. Ardin and Wilen had now linked up with a lawyer, Claes Borgstrom, Sweden’s former equality ombudsman, famous for proposing that Sweden boycott the 2006 Soccer World Cup in Germany because of an expected surge in prostitution during the month-long tournament. The idea was immediately rejected by the Swedish soccer federation.

Borgstrom took the case of Wilen and Ardin to the head of a special unit that focuses on sex crime laws, two hundred kilometres away in Gothenburg. In Sweden it is not unusual to shop around for an opinion. The Swedish law allows complainants to take their cases to other representatives in the ombudsman system, and that’s what they had done. The head of the unit, Marianne Ny, began working on the case—including re-examining the rape allegations which had already been thrown out.

To complicate matters even more, Assange was now interviewed by the original prosecutor’s office on the lesser charges. He must have been feeling confident because on the same day, he applied for a work and residency permit which would allow him to base WikiLeaks in Sweden with its protection of journalism shield laws. Ironically, the laws he wanted to use to expose what he saw as large international crimes were the same ones protecting journalists who were writing about his personal life and gathering information about him from administration insiders who were themselves possibly breaking the law.

The tweet that Ardin had posted the night after she’d had sex with Assange, expressing the thrill of meeting ‘cool’ people, as well as her ‘Seven Steps to Legal Revenge’, mysteriously disappeared from the Internet. But Ardin had kept one thing: the condom that she said had broken while she was having sex with Assange. Whether she retained it as a souvenir, a trophy, or as evidence for what might come up in the future, it’s not known.

She need not have bothered, according to an investigation by the United Nations Rapporteur on Torture Professor Nils Melzer into the Assange case. Melzer stated: ‘A forensic examination of the condom submitted as evidence, supposedly worn and torn during intercourse with Assange, revealed no DNA whatsoever—neither his, nor hers, nor anybody else’s.’ Melzer’s findings published in 2019 found that Assange had been the victim of torture, accusing the United Kingdom of outright ‘contempt for Mr Assange’s rights and integrity.’ But all that was yet to come.

Iceland had suddenly become a whole lot more appealing again as a base for WikiLeaks.

* * *

In Reykjavik, the weather for August was unusually dry and warm. The last time Daniel Domscheit-Berg was there it had been as chilly as his relationship with Assange. Now he had returned from Germany and he had reason to be happy—he had brought his new wife with him. But Assange’s rape allegations forced his attention back to WikiLeaks.

Domscheit-Berg met up with Jonsdottir and Hrafnsson to discuss how to handle the situation. There are various accounts of what happened at the meetings, but whatever the truth, it was clear that the way Assange was dealing with his problems in Sweden created even more divisions in the WikiLeaks camp. Factions were becoming apparent, split down the lines of sex, money and power.

Assange said that when the Swedish sexual allegations were first made public Domscheit-Berg was overjoyed. According to Assange, the feeling must have been: ‘Control problem solved. I am not going to be marginalised anymore.’ Assange said that as WikiLeaks had grown, Domscheit-Berg’s ‘stature’ and power became more and more ‘unstable’.

When Jonsdottir made a public call for Assange to be replaced as the spokesperson for WikiLeaks while the investigation was underway in Sweden, Assange took it badly, interpreting it as an act of disloyalty. But for Jonsdottir, who says she had ‘known him quite intimately for a chunk of time’, his response didn’t come as a surprise.

Assange’s mother Christine believed her son interacted well with women because he had been brought up by a single mother, and that women liked men raised by single women ‘because they were comfortable about women’. Jonsdottir had a different view. She noticed that Assange had what she described as ‘a bit of an Aussie attitude towards women’. Jonsdottir had been married to an Australian. She said she was not saying that all Australian men were like that, but she believed there was a cultural attitude that jarred with Swedish women. Assange had come up against what she called the ‘Scandinavian female’. And while not all women in Scandinavia were like that either, they were ‘extremely firm about their rights’. ‘If a guy acts in a certain way to a Scandinavian female, he is going to encounter big trouble, particularly when it comes to sexuality, and the boundaries.’

She believed that Assange had run into a cultural challenge. People were much ‘wilder in Australia’, she said. The ‘wild streak’ was ‘very, very strong in Julian’. Jonsdottir described Assange as a ‘wild child’, adding that it was as if ‘he’s just come out of the jungle, or something, in a good way’. She said he was ‘uninhibited’, which is very different from Scandinavians who want to ‘organise their freedom’.

But her praise fell well short of adulation. Jonsdottir said that Assange did not know how to relate to women unless it was to ‘flirt’ with them, which was a game and ‘a perfect way to get into trouble’.

Did he flirt with you? ‘Of course.’

A lot? ‘I don’t want to get into that, it’s too personal.’

Assange does not deny he’s a flirt and reveals it’s part of the tactic he uses. ‘What it means with some women in positions of power is that you can encourage them to talk to you for longer,’ he said. He described ‘flirtatious conversations’ as being ‘enjoyable’. He added that it hadn’t ‘backfired too many times’, but when it did—‘Oh boy!’

What is perhaps not so attractive is that Assange was also given to boasting about his various relationships. According to Domscheit-Berg, after a conference in 2008 he went out to dinner and bragged to the table that ‘he had children on all continents and doesn’t pay for them’. Domscheit-Berg said he was left wondering ‘what is the point of boasting about that stuff; that’s lame’. For Domscheit-Berg the desire to impress people in that way was ‘really weird’.

When I asked Assange how many children he had he wouldn’t comment. He said ‘the children are under threat’ because of his WikiLeaks work and explained that was why he could not talk about them.

Domscheit-Berg claims that Assange had also given him some advice when he met his wife that he should ‘get as much dirt’ on her as he could. Domscheit-Berg asked: ‘What the hell. Why?’ To which Assange explained that he had to ‘have some leverage in case I run into a problem with her’.

Sitting talking to Assange, it is easy to understand his attraction. He’s witty, charming, intelligent and passionate. He’s also intellectually seductive and not just to women. Jonsdottir says she has ‘seen guys that were critical of him’ meet Assange and be turned around in a few minutes. ‘It’s very hypnotic,’ she said. It was the same sort of admiration when a person was ‘blindly in love’. But when the charm wore off there was a very different Assange, as Domscheit-Berg would discover when their close relationship soured irreparably.

Three months earlier Domscheit-Berg had had an extraordinary conversation with Assange. He was working with sensitive WikiLeaks documents when Assange confronted him with an astonishing threat.

‘If you fuck up I will hunt you down and kill you.’

Assange’s recollection isn’t that much different. He said he had told Domscheit-Berg: ‘If your actions result in the terminating, incarceration or execution of my sources I will kill you.’

The attack greatly disturbed Domscheit-Berg and he asked Assange what he had done to give him any reason to make such a statement. Assange said he had ‘warned him on numerous occasions previously [about not] taking care of some security procedures or sources,’ something that Domscheit-Berg argues he was scrupulous about. Did Assange mean that he would kill Domscheit-Berg?

‘I meant for him to hear it.’

‘No, but did you mean it?’

‘At the time, I meant it, yes. At the time, that was the feeling.’

But do you think you would have killed him if he had revealed sources who were subsequently executed?

‘The jury is out.’

Assange added that people’s lives were at stake, and the threat was the only way to get through to Domscheit-Berg that he needed to ‘stop fucking around with something that was so serious’. Then he smiled an impish grin: ‘It might be a good precedent to set for all our staff.’

Domscheit-Berg saw it differently. The two had been arguing since Assange accused him of claiming to be a co-founder of WikiLeaks— something Domscheit-Berg denies. He says that Assange didn’t like him because he challenged him on issues involving the running of WikiLeaks, describing Assange as a ‘control freak’ who believed he could handle people by ‘containing’ them. He said that Assange thought of him as ‘like a dog’ that needed to be ‘contained’.

In his book published in February 2011, Domscheit-Berg spends much of his time describing his alienation from Assange and eventually WikiLeaks, likening it to a religious cult. He describes WikiLeaks as ‘a system that admits little internal criticism. Anything that went wrong had to be the fault of something on the outside. The guru was beyond question.’ Domscheit-Berg wrote that anyone who offered too much criticism was punished by having his rights suspended or by being threatened with possible consequences.

Domscheit-Berg was certainly angry that Assange’s promises he would one day be paid for his work were not being fulfilled. He had sunk his life savings into WikiLeaks, 荤30 000, buying servers and ‘helping WikiLeaks get onto a sustainable level’. He believed that when WikiLeaks became established it would start paying its staff. He wouldn’t be able to work for nothing for the rest of his life.

WikiLeaks had been on a huge fundraising exercise over the new year and was now flush with cash. Domscheit-Berg had raised the question of being paid again, but the discussion hadn’t gone anywhere. The Internet was rife with rumours. Where had the money come from, and more importantly, where was it going? Domscheit- Berg was among those asking the questions.

Much of it was passing through the German Commerzebank in the tenth-century township of Kassel, north-east of Frankfurt. The account belonged to the Wau Holland Foundation, a charitable organisation that in October 2009 had become the de facto financial manager of WikiLeaks, handling donations and paying the bills. The Foundation was established in memory of the co-founder of Germany’s Chaos Computer Club, an organised group of hackers and freedom of speech activists. Wau Holland had campaigned strongly against censorship in the early days of the Internet and developed ‘refined concepts’ like ‘hacker ethics’—teaching young people how to balance natural curiosity with respect for others.

As a tax-deductible foundation, it handles and transfers donations to WikiLeaks according to strict German law. ‘We have certain responsibilities for this money, and we are taking this seriously,’ Hendrick Fulda, the foundation’s vice-president said. Run on a parttime basis, however, the Wau Holland Foundation was ill-prepared for the requests for disclosure about WikiLeaks’ financial state of affairs when the organisation burst into public prominence in the early part of 2010.

The demands for financial scrutiny came not only from those who opposed WikiLeaks’ activities in principle, but also people who accused Assange of ‘gross mismanagement’ of the organisation’s funds. Much of this public brawling took place on John Young’s Cryptome site. A shadowy group calling themselves WikiLeaks Insiders said that ‘only a full audited financial disclosure’ of WikiLeaks’ global donations and expenditures would finally reveal just ‘how loose’ Assange had been with WikiLeaks’ donor funding. They clearly didn’t believe that Assange was only remunerated for travel expenses and that he travelled ‘coach class’.

The Wau Holland Foundation eventually produced a partial snapshot of WikiLeaks’ funding. Not surprisingly, it revealed that in times of crisis the money poured in from donations. Shutting the organisation down completely when it was short of cash was a masterstroke by Assange. In the months before WikiLeaks had closed down over the new year in 2010, pleading poverty, the foundation said it received about US$6000. But in January, with the site shut and its supporters realising WikiLeaks was in trouble, donations began pouring in: a total of US$800 000 swelled the WikiLeaks coffers from PayPal or bank money transfers alone. Yet it wasn’t pulling the plug on the WikiLeaks site that gave the organisation its biggest boost. After WikiLeaks published ‘Collateral Murder’, donations soared—lifting the total income for the year until August to more than US$1 million.

Even so, as the money was coming in, the overheads were going up. There were also more disputes, mainly arguments about staff being paid. WikiLeaks tried to bring a professional discipline to its business practices and eventually, after months of argument, Assange decided to pay some of the WikiLeaks staff, including himself. The Wau Holland Foundation would reveal it had paid more than ‘荤100 000 in salaries for 2010, including about 荤66 000 to Mr Assange’, and Fulda said it’s estimated other senior staff could be paid in the region of $5500 a month.

But the decision to pay staff would be too late to save Domscheit- Berg’s WikiLeaks career. He would be suspended by Assange and later quit to set up his own WikiLeaks-style website, OpenLeaks, a system bearing a striking resemblance to an idea that Assange had in early 2010, allowing whistleblowers to make direct submissions to media outlets.

Wau Holland’s statements had dealt with the main issue of WikiLeaks’ funding, but it hadn’t silenced all of the critics, especially not Domscheit-Berg. He said there were ‘all sorts of other money trails’ that Assange ‘refuses to share’. ‘No one else knows about all sorts of other money,’ Domscheit-Berg said. Assange apparently had registered ‘“Wikileaks ICT” [Information Communication Technology] in Australia’, which Domscheit-Berg understood was an Australian non-profit organisation. Domscheit-Berg said that ‘everyone knows how much money is in the German fund’, but whenever someone asked about Australia, ‘How much is the total?’ Assange said: ‘“That’s none of your business” and no one knows where the money has gone, what it’s being spent on.’

Though there appears to be no non-profit organisation or charity registered as ICT in Australia, there is an ‘ICT Building’ on the University of Melbourne campus, not far from the post office where a WikiLeaks PO Box was registered. Its address is ICT, PO Box 4080. In what might be called highly suspicious circumstances, Australia Post decided to shut down not just the post office boxes but also the post office itself, just before Christmas 2010, citing declining patronage as the reason for the closure. Assange gave a hint about what may be behind the WikiLeaks PO Box activities during our interview in May 2010 when he spoke of ‘high security money’ which needed to be ‘anonymised’ to allow WikiLeaks to buy ‘encrypted telephones’ and ‘certain bits of internet infrastructure’, and ‘postal addresses’ that were involved in ‘running an organisation like this’.

He said that ‘nearly all the money goes through the [Wau Holland] Foundation that are [sic] audited’ and ‘some of the money goes through unaudited accounts’, but he pointed out that was not money from the ‘general public’ but from ‘particular individuals who have faith in us personally’. It is quite extraordinary that an organisation that is so paranoid about its security should publicly advertise its PO Box number on a university campus—a PO Box apparently registered in the name of Julian Assange.

By checking the contents of the mailbox it would be easy for any government agency to discover the names of donors sending in money. It was another symptom of just how sloppy the organisation could become. A good friend of Assange’s in Australia handed him some sound advice about getting a proper organisational structure in place. Even the AFP officer who had arrested Assange twenty years ago was prepared to help. Ken Day came with not just a federal police officer’s knowledge of the difficulties of running an intelligencegathering organisation like WikiLeaks, he also understood business. He had worked as a senior security consultant for large corporations. After the ‘Collateral Murder’ video, Day publicly supported Assange, believing that one of the ‘strengths of democracy’ was having a strong media, what he called an ‘independent voice’, to challenge what government and corporate worlds were doing. He offered to help WikiLeaks, but perhaps unsurprisingly Assange wasn’t interested.

He said WikiLeaks needed a ‘charter’, a ‘strategy’ and an end game. He said Assange needed to identify the problem, find a solution and in the next five years develop an executive strategy. He said he thought there was a gap, ‘a vacuum’ in WikiLeaks’ thinking.

One of the other proposals involved an extensive corporate plan specifically tailored to WikiLeaks’ unique situation: a management structure with accountability and responsibility. It was something the organisation desperately needed and at least one of Assange’s friends worked hard to convince him it would be invaluable for WikiLeaks. But it all came to nothing.

Inside the WikiLeaks camp the arguments were becoming more strident. The most pressing involved whether or not to help Bradley Manning who needed thousands of dollars in financial support to mount his defence. There were some in WikiLeaks who believed that there was a moral case for supporting Manning as a charged whistleblower who was held in solitary confinement in a US jail. But there was always the difficulty that if WikiLeaks gave money it might incriminate Manning. In the end WikiLeaks made the decision in principle to help, but it was up to Wau Holland to decide whether they were able to hand over any money. They would have to seek legal advice.

It was estimated Manning’s case, if he decided to take a civilian lawyer, could cost up to US$200 000 dollars. WikiLeaks would eventually make a paltry payment of US$15 100 towards his defence. Manning had been charged with transferring classified data onto his personal computer and adding ‘unauthorised software’ to a ‘classified computer system’ in connection with the leaking of a video of a ‘helicopter attack in Iraq in 2007’. He was also charged with ‘communicating, transmitting and delivering national defense information’ to an ‘unauthorised source’. But it was the last charge under the 1917 Espionage Act which, if he was found guilty, carried by far the biggest sentence: ‘Disclosing classified information concerning “national defense”’ with reason to believe that the information could cause ‘injury to the United States’. In all, the charges carried a maximum possible sentence of fifty-two years in prison.

As Manning was moved from Kuwait, where he’d been held after his arrest, to Quantico, a particularly desolate military prison near Washington, it may have cheered him to know that the marine base where he was now imprisoned was also the FBI headquarters where one of the most celebrated whistleblowers in US history, W Mark Felt, the FBI’s associate director—better known as the Washington Post’s Deep Throat during the newspaper’s investigation of the Watergate break-in—was stationed. In his early years with the FBI he’d taken part in illegal activities himself, but had received a presidential pardon.

Not far from the prison, the Pentagon had set up a team of nearly 150 intelligence experts and a number of FBI agents in what it called the ‘WikiLeaks War Room’. One of their tasks was to assess whether the leaking of names in the Afghan War Logs had put the lives of US troops or informants in danger. They were painstakingly going through the 77 000 logs that had already been released, trying to second-guess what might be in the 15 000 documents Assange was still holding, and trying to discover what else Assange was preparing to leak. As they pored over the documents and the online chat logs in their suburban Virginia hideaway, the team was also trying to figure out whether Assange had manipulated Bradley Manning to hand over the huge cache of files he had openly boasted about leaking. If they could prove the relationship with Manning, they had a chance of charging Assange under the US Espionage Act as a co-conspirator. In a sign of the anxiety WikiLeaks had created within the Obama administration, the number of staff in the team, known formally as the Information Review Task Force, had jumped by nearly 50 per cent in the previous month. The US administration had put one of their top military intelligence experts in charge of the WikiLeaks program. As deputy head of operations at the giant US Defense Intelligence Agency, which worked closely with both the NSA and the CIA, Brigadier General Robert A. Carr had a formidable reputation for achieving results. WikiLeaks, and its connection with Manning, was now under full-scale surveillance facing all the might of the US administration’s intelligence-gathering and counterintelligence operations. Assange had to move carefully and swiftly.

It was tricky territory. Some in WikiLeaks wanted him to hold off any more releases until Bradley Manning’s investigation was over. But Assange argued another course: maintain the targeted approach with a limited number of documents, but include other media outlets to broaden their reach and impact. A month earlier, Assange had spoken at a conference organised by the highly regarded Gavin MacFadyen, who’d made a name for himself in the 1970s with the investigative TV program World In Action. MacFadyen, director of the Centre for Investigative Journalism at London’s City University, was also on the board of the Bureau of Investigative Journalism at the same university. He immediately called its director Iain Overton after meeting Assange.

‘I got a flurry of urgent phone calls and texts saying, “You’ve got to meet him, he wants to meet you,”’ Overton said. Over the next few days Overton and Assange began meeting up at irregular hours of the day and night. ‘I kind of kept on disappearing out and not really telling my wife where I was going,’ said Overton. ‘I think she was wondering whether I was having an affair or something.’

Eventually Overton negotiated ‘the broadcast’ element of WikiLeaks’ next big drop, giving the bureau the exclusive rights for two documentaries based on nearly 400 000 field reports relating to the Iraq war that WikiLeaks was holding. Though Overton says Assange had no editorial input into the documentaries, he was often a presence reminding all concerned of the importance of security.

Guardian journalist David Leigh says his newspaper agreed to delay the Iraq War Logs report to allow the bureau to collaborate in the making of the television documentaries—one with the commercial broadcaster Channel 4’s Dispatches program, and the other for the English version of Al Jazeera. There could be several reasons why the newspaper agreed to wait, but the most obvious was it wanted to keep the relationship going and get its hands on the treasure trove of documents WikiLeaks had: the US State Department Cables—secret messages that gave an unvarnished view of what US diplomats thought of nations around the world. And in the end that’s exactly the concession that Leigh rung from Assange. WikiLeaks could do its TV deal but the Guardian would get a copy of the classified State Department Cables. There were strings attached but Leigh was still happy.

Next to the State Department Cables, the Iraq War Logs seem a pale second best. But they were still extraordinarily revelatory about American foreign policy, which had been ‘transformed’ after 9/11. Speaking on ABC’s Four Corners, managing editor at the New York Times Dean Baquet said: ‘As journalists who’ve had to rely on third hand, fourth hand, you know, late night interviews with people who knew pieces of this [the Iraq War], we had the whole story. So we were elated, of course we were.’

All involved—the Guardian, the New York Times and Der Spiegel— agreed secrecy was paramount to gain maximum impact for the story. But holding it back for as long as six weeks, and with so many different outlets involved, would make it difficult to stop others finding out.

When the leak came it was as a result of dogged, if somewhat questionable, journalism.

Newsweek broke the story, quoting Overton that the Iraq War Logs would be WikiLeaks’ next big hit. Overton said he felt he had been tricked into confirming the story but he was merely trying to make sure the report was accurate, more than worrying about ‘upsetting the sensitivities of relationships’—pointing to Leigh at the Guardian.

If one small leak caused feathers to be ruffled, what happened next caused feathers to fly. All media outlets were scheduled to go with their reports at the same time, 10 p.m. in London. But Overton said Al Jazeera had broadcast its report at 9.20 p.m.—breaking the deadline by a full forty minutes.

The story was sensational—thousands more civilian deaths than the US had admitted; the same helicopter gunship which killed the Reuters staff in Iraq killing civilians again, and the US turning a blind eye to torture.

‘The Guardian was furious,’ said Overton. It caused the newspaper to publish early on its website and gave some of the other newspapers enough time to ‘do a cut and paste job’ and run prominent stories about what the Guardian had found. Overton said he was sure Leigh was ‘pissed off’ about it, but at the same time accused him of ‘making a mountain out of a molehill’.

As Assange witnessed the squabbling over leaks and security, he condemned the whole business, saving a particular level of vitriol for the Guardian and the New York Times. He said the editors of both newspapers often spoke on open, unencrypted phones and communicated by Gmail. With its main servers in California, Gmail was instantly accessible by the United States government. He pointed out what he saw as the sickness in journalism: ‘The Guardian doesn’t care that the government knows, the New York Times doesn’t care if the government knows. The New York Times just doesn’t want the Washington Post to know and the Guardian just doesn’t want the Telegraph to know, or The Times. The Times, they don’t care, because they’re not trying to get a maximum reform impact.’

He said stories were all about increasing the ‘journalistic prestige’ of individual journalists, to get ‘awards and so on’. There was also ‘institutional prestige’ based on sales, and that was the industry culture that has been bubbling along for 150 years. It was, he said, ‘quite disgusting’.

Despite his criticism of the mainstream media, WikiLeaks had now clocked up two major hits with its media partners. The third and biggest was yet to come.

With the pace quickening, the Swedish sex allegations were beginning to overwhelm WikiLeaks. While the US had not been able to charge Assange with any crimes to date, the US had been keeping him under close surveillance. The challenge for Assange now was to get the third shot left in the WikiLeaks armoury out— before he ended up in jail, or worse still for him, in the United States of America.
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CABLEGATE

Harold Hongju Koh, a lawyer for the US State Department in Washington, is responsible for giving legal advice on everything from trade disputes to inter-government relations. The work is arcane and often tedious. But as Koh made his way to his office on 26 November 2010, a message arrived that promised to shake things up. WikiLeaks’ lawyer Jennifer Robinson had written to the US ambassador in London with a request for the US government. She said that WikiLeaks was about to publish a number of the 260 000 classified communiqués between the US State Department and its embassies around the world dating from 1966 to early 2010—and they needed his help to remove the names of people who might be harmed if they were published.

Ambassador Louis Susman’s reaction to this is not recorded, but as a long-time Democratic Party financial backer and former banker he hadn’t landed the plum London posting because of his diplomatic skills. Ambassador Susman had passed on the request to the State Department. He didn’t know it then, but it would turn out that Susman had a vested interest in the outcome. One of the cables was written by him, reporting on a conversation he had with Australian High Commissioner John Dauth, in which Dauth said he thought the international community should pack up and leave Afghanistan. Another cable from his embassy said the British Government had promised to protect the United States from probing questions during its investigation into the Iraq war.

It was Koh’s job to fire off a blunt response. ‘Dear Ms Robinson and Mr Assange,’ he wrote. ‘If any of the materials you intend to publish were provided by any government officials, or any intermediary without proper authorisation, they were provided in violation of US law ...’

Publication would put at risk the lives of ‘countless innocent individuals’, threaten ongoing military operations and just for good measure, ‘place at risk ongoing cooperation between countries— partners, allies and common stakeholders—to confront common challenges, from terrorism to pandemic diseases to nuclear proliferation, that threaten global stability’. The United States wanted the material back, or at least destroyed and removed from the WikiLeaks website.

Just a few weeks earlier the New York Times had published an exceedingly unflattering report about Julian Assange and his WikiLeaks organisation. Though it was written by Pulitzer Prize–winning reporter John F Burns, it had the look and feel of a tabloidstyle hit. Burns told the New York Times readers it wasn’t just governments that were denouncing Assange. His former supporters were also abandoning him for what they saw as ‘erratic and imperious behaviour and a nearly delusional grandeur’. They were also becoming more aware that ‘the digital secrets he reveals can have a price in flesh and blood’.

The New York Times article was attacking someone who had just provided the newspaper with its best and biggest stories in years. Assange described it as a ‘smear’ against him.

It was certainly true that many in the organisation were angry at what they saw as Assange’s high-handed and autocratic behaviour. Rebuffing a critic who questioned WikiLeaks’ failure to redact names from the Afghan War Logs, Assange wrote: ‘I am the heart and soul of this organisation, its founder, philosopher, spokesperson, original coder, organiser, financier and all the rest. If you have a problem with me, piss off.’

Assange called Daniel Ellsberg and told him he was going to cut out the New York Times from all future document releases. ‘I said I thought he was absolutely right in being mad at John Burns and John Burns was inexcusable, but that I wouldn’t make an enemy of the New York Times. He should try to work with them,’ recalls Ellsberg. ‘He just said: “Fuck them”. He was mad at them and I know how he feels.’

The truth is the New York Times simply didn’t need Assange any more. And as it prepared to negotiate the difficult political terrain that came with publishing a major exposé of US foreign policy, it sought to distance itself from him. An article like Burns’ would certainly help the newspaper deal with the avalanche of criticism that was bound to pour in after publication of the leaks.

It was now clear that the New York Times and the Guardian were in cahoots. They had set a publication date, 5 November, for the first tranche of Cablegate material. The two newspapers were going to ambush WikiLeaks, only telling them of the plans to publish two days before they went to press. At Der Spiegel, there was a growing sense of discomfort amid the possibility they might be dumped. The planned publication date was a Friday—and Der Spiegel is published on a Monday.

When Assange got wind of the plans to publish early he threatened to put all the Cablegate material online. He was particularly angry that the New York Times was being included. If the New York Times was in, the whole world would get access to the Cablegate material. There would be no exclusive. For Assange it wasn’t just the profile by Burns that turned him against the Times. He had been angry that while Der Spiegel ran a front-page story on Task Force 373—the US assassination squad in Afghanistan—it received far less prominent treatment in the US newspaper, prompting the question of who was protecting who.

Over at the well-appointed Der Spiegel offices near the Brandenberg Gate in central Berlin, the Germans looked on in horror. They demanded a meeting to sort out the differences. The magazine’s editors were worried that the entire cooperative venture would fall apart and, as they put it, partners would turn into competitors. They scheduled a meeting at the Guardian’s offices for 6 p.m. on 1 November. Assange, wearing the attire he saves for special occasions, a blue suit and white shirt, was his customary half an hour late. But it was the team he brought with him that caused the most interest—his lawyers Mark Stephens and Jennifer Robinson. Guardian editor Alan Rusbridger quickly called for the newspaper’s legal representative. Der Spiegel didn’t bring any lawyers but did have a full complement: Holger Stark, Marcel Rosenbach and the magazine’s editor-in-chief, George Mascolo. It would have been a complete team of old and new media but for one group that was missing. Perhaps unsurprisingly, Der Spiegel reported, the New York Times did not attend.

Assange walked in, sat down and got straight to the point. Does the New York Times have a copy of the Cablegate material? He repeated the question and, according to the Der Spiegel team, ‘it sliced through the room’, which by now was very still. ‘And if so, where did it get a copy?’ he asked. According to Assange, his next question to the group was: ‘Did you give it to them in violation of our agreement?’ Assange says that Rusbridger scanned the room and refused to answer the question. Assange said: ‘What’s the point in making an agreement if people will dishonour it?’

The story seemed to be that the Guardian had acquired another copy of the WikiLeaks cables and shared some of the information on it with the New York Times. If it was another copy, it wasn’t governed by the same agreement as the one Assange had given to the newspaper. The Guardian says that it got the copy of the cables from freelance journalist Heather Brooke, who was apparently given it by one of the Icelandic WikiLeaks supporters, Smari McCarthy in early October. But according to WikiLeaks, McCarthy said he wiped that copy from Brooke’s computer. So when did the Guardian get its own copy? Possibly it came much later, according to one source familiar with the case as late as November 1st, just four days before the planned publication date. The clear suggestion is that the Guardian produced the Cablegate stories using the WikiLeaks files they were supposedly holding in trust. While Assange called it theft, someone in the room pointed out: it’s all stolen material. Rusbridger was more urbane. He simply made the point that the leaker had been leaked.

Der Spiegel was not sure what was going on. Understandably nervous that it might be shut out of Cablegate again, it asked the Guardian for a copy.

What the Guardian did by bringing Brooke onto the Cablegate team was smart. Rusbridger, who had written a foreword for one of her books, bound her exclusively to the newspaper for the duration of Cablegate, preventing her from selling her copy to one of the newspaper’s competitors. WikiLeaks was playing in the cutthroat world of journalism and it was losing control.

More than three hours later, as everyone decamped downstairs for some food at the Rotunda Restaurant, Assange was by all accounts still fuming about the New York Times. What Assange wanted was no more negative stories about him and even a frontpage correction. His lawyer Mark Stephens, who was playing the role of mediator, came up with what seemed like the best solution to end the stand off: the New York Times should publish an opinion piece by WikiLeaks.

Rusbridger got up from the table and called Bill Keller, the New York Times’ executive editor in New York. When he came back the news wasn’t encouraging. Assange would be treated like any other complainant—he could write a letter to the newspaper. The only guarantee Keller could give was that the New York Times wasn’t planning any sleazy hit pieces. Assange was not happy. He even gave an indication that he was going to pull out of the deal with both newspapers.

Rusbridger summed up: Assange could cut out the New York Times and go with the Washington Post instead, but since he had lost control of the material that would result in chaos. The best decision was to go with the existing arrangements. Persuasively he argued in what must have been one of the most syrupy diplomatic pitches on record: ‘We’re good at working together, we like each other. We’ve communicated well with your lot. It’s gone well. Why on earth throw it away?’

As they parted that night, Assange shook David Leigh’s hand. Though Assange felt he’d been duped by Leigh, he had a grudging respect for him. ‘He is genuinely interested in the journalism that he does, that is a big tick from me, that he actually does care about his story. But that’s all he fucking cares about. So it doesn’t matter who he fucks to do it—it’s immoral, duplicitous behaviour to get as much exclusivity, as possible.’ Yet from the outset Assange had been trying to control who had the right to use the material and how it was released. He had given five big media organisations access to the exclusion of every other media outlet in the world, forcing them to play catch up on the cables. It was hypocritical for Assange to argue about exclusivity.

The next day Rusbridger sent an offer for a settlement. The Guardian, the New York Times and Der Spiegel were still involved, and now Assange also wanted to formally include France’s Le Monde, which had negotiated a side deal for access to the Iraq material, and also Spain’s El Pais newspaper. Assange was keen for WikiLeaks to extend its reach far into the French- and Spanish-speaking areas of the world, which until then had been largely neglected. The decision to include Le Monde was designed to cause problems for the dictatorships in former French colonies in Northern Africa. The extraordinary events that would eventually unfold there would surprise Assange as much as the rest of the world.

As Assange mulled over the offer he examined the alternatives: ‘We still had some levers in this meeting, we could have gone—right, we can give the whole lot to Al Jazeera, we can give it all to AP [the wire service Associated Press] and News Corp, fuck ’em.’ But Assange said with ‘too many cables coming out too quickly’ this would ‘saturate the market’, reducing the number of investigative stories which in turn would limit the level of what he called ‘political reform’.

Importantly, Assange secured a caveat that if there was a critical attack on WikiLeaks he would be free to release everything immediately. In the coming weeks that particular part of the agreement would be heavily tested.

There was something else Assange had to consider as he ruminated over whether to accept or reject the offer. ‘We would have the Guardian and the New York Times campaigning against us and those are two big cannons ... at the very moment the Pentagon and the White House was campaigning against us.’ Assange finally accepted the offer—he didn’t need any more enemies than he already had. He was increasingly worried about being picked up off the street in London by US intelligence and whisked away to the United States. He had been lying low with people from the Frontline Club in Paddington, West London, run by its amiable founder, Vaughan Smith.

They made an odd couple: Smith, a former Grenadier Guards officer, had made a name for himself as a daring journalist covering the first Iraq war. Here was a right-wing libertarian supporting a hybrid lefty-libertarian, but their views meshed on one big issue: the problems of state power and individual privacy. Smith had another great quality: Ellingham Hall, a ten-bedroom Georgian manor in Norfolk—the perfect bolt-hole if the going got too tough in London. And early in November, with the deal settled with the Guardian, it became less necessary for Assange to remain there. He had already agreed that WikiLeaks’ role this time would be to post the documents online as the newspaper wrote the stories.

He must have been growing tired of his treatment by the Guardian, a newspaper he admired and believed was socially progressive. One witness to a discussion between Assange and senior Guardian staff including its editor and deputy editor said they were conceited and dismissive. This witness was surprised by their treatment of Assange; describing it as “shitting on the goose that had laid the golden egg” for their newspaper. [source: author informant]

One night, wearing a ridiculous-looking wig, he was driven the three and a half hours over some of the flattest countryside in Britain to the surprisingly quaint village of Bungay, and then through the winding streets to Ellingham Hall. As the car carrying Assange and his group made its way up the driveway and through part of the 600-acre wooded land that surrounds the property, Assange had every reason to be anxious about the security of WikiLeaks. The organisation was in deep trouble.

When Domscheit-Berg left WikiLeaks in September after a protracted falling-out with Assange, Assange suspected he’d taken with him more than his personal laptop. Domscheit-Berg had access to the codes and servers that not only stored WikiLeaks’ data in Germany—they were the key to the system that protected the identities of whistleblowers and allowed them to download secrets in complete safety. Remarkably, for all his computer wizardry Assange did not have access to the codes. Without them the system couldn’t work, so for the past two months at least WikiLeaks had been off-air—unable to take submissions. WikiLeaks posted an explanation that the site was down due to maintenance and engineering issues, but it wasn’t true.

On several occasions he asked for Domscheit-Berg to return the codes and arranged for him to have meetings with WikiLeaks representatives. But this only caused more frustrations. On one occasion Domscheit-Berg agreed to return them, but when he did hand over the data the ‘hard drives were empty [and] there was nothing there,’ according to Assange.

Just a few weeks before the Cablegate exposé, an Australian woman working with WikiLeaks travelled to Germany to ask Domscheit-Berg for the codes. She is a calm and intelligent person and did her best to explain that WikiLeaks was about to go through its most severe test yet—and it needed maximum security. After the niceties had been dispensed with she asked Domscheit-Berg the question: Where are the access codes?

‘What access codes?’ he said.

‘For all these servers,’ she said.

‘He has these already. It’s all been handed over.’

Assange has been accused by many people of being difficult to work with, and one of the biggest complaints is that he says one thing to one person and something else to another. In late November I travelled to a town in the far east of Germany near the Polish border to talk with Domscheit-Berg. When we discussed the fact that Assange claimed Domscheit-Berg still had the codes he refuted that saying he had returned them: ‘This is all sort of weird misinformation that he’s spreading to people. And it’s again—you see one-to-one conversations of him telling everyone a customised version of the truth.’

But it was Domscheit-Berg who was having difficulty with the truth. He has since admitted publicly that he and another activist known as ‘the architect’—who built the submission system and the original WikiLeaks infrastructure—had taken the codes. Their actions shut down the whistleblower submissions system just before they both left the organisation. By early 2011 WikiLeaks was still unable to handle whistleblower material. Effectively, Assange had been locked out of his own organisation.

Domscheit-Berg now says he and ‘the architect’ will give them back when they decide that the system is secure. One of the reasons they took them, he says, is because security was lax at WikiLeaks, something Assange denies.

As Julian Assange settled down for his first night at Ellingham Hall it wasn’t just the internal problems in WikiLeaks that were giving him concern. The US investigation was gathering pace.

* * *

Across the Atlantic, David House was returning home after a holiday with his girlfriend in Mexico. It had been a well-deserved break. As a founder of the Bradley Manning Support Network, he had worked hard to set up the website to raise money for Manning’s defence when the world’s attention was fixed on Assange. But at Chicago’s O’Hare Airport, House was pulled aside. He said officials who told him they were from Homeland Security seized his laptop, mobile phone, flash drive and other electronic equipment, and asked him for names of others in the support network.

House knew Manning, but not that well. They had met when Manning turned up at a workshop on hacking in Boston. When Manning was arrested House decided he would help, and visited him three times in his Quantico Marine Corps Base prison cell. It was about this time that military intelligence began focusing in on Manning’s friends in the Boston area where House also lives, apparently trying to recruit members of the hacking community to spy on WikiLeaks. With House they went one step further, following him in the street and staking out his home. On one occasion, he said, four people came to his door: two identified themselves as military investigators, the others said they were from the State Department. When he invited them in they spent more than an hour talking about WikiLeaks and Bradley Manning, and pumping him for information.

The investigators were getting anxious, and little wonder. WikiLeaks had just announced it was going to release the drop of cables that were seven times bigger than the Iraq War Logs. Journalists with their pocket calculators came up with an extraordinary figure: nearly three million documents. What Assange deliberately omitted was that he meant it was seven times the number of words—not documents. ‘It appears that the State Department thought we had a lot more than we did,’ Assange told me later with a mischievous smile.

The Thanksgiving holiday is usually a period when even politicians get some time to relax with their families; many of them make it a long weekend. But on the last Friday of November, the gloomy day perfectly reflected the atmosphere at the State Department where Hillary Clinton, the secretary of state, was preparing for a press conference. She looked stressed and exhausted: Clinton had been informed of what was coming. The biggest leak in history—an exposure of the inner workings of the US Government and its foreign policy. But she couldn’t say she wasn’t warned.

Nine days before publication, the New York Times told her administration to get ready for the firestorm of information that was heading its way. Two days later, the newspaper’s Washington bureau chief, Dean Baquet, and two of his colleagues made their way down to the State Department. Apart from the New York Times, they were also representing the interests of the Guardian, Der Spiegel, Le Monde and El Pais. After they passed through security, they were shown into a ‘windowless room’ where they encountered an ‘unsmiling crowd’. It was an impressive turnout. Gathered around a conference table were representatives from the White House, the State Department, the Office of the Director of National Intelligence, the CIA, the Defense Intelligence Agency, the FBI and the Pentagon. Others, who did not identify themselves, added to the packed room.

It was ‘fair to say the mood was tense’ according to the Times’, Bill Keller. Another said there were signs of suppressed outrage and frustration. Here the old tests were about to be applied with vigour: the fine balance between the government’s right to hold secrets and the public’s right to know. This would be the Internet age’s biggest test of that balance.

WikiLeaks, though not directly represented, was a powerful presence in the room. Though the New York Times would be the last to admit it, WikiLeaks’ ability to disclose everything on the Internet without challenge tilted the balance very much in favour of the newspaper’s representatives, as the group worked their way through the amount of disclosure the government would accept.

Baquet understood the most important issue was to protect individuals who had spoken candidly to American diplomats in countries that had oppressive regimes. The second category of importance included sensitive US programs, usually related to intelligence. The New York Times agreed to withhold some of this information.

It was the third category the newspaper had the most disagreement about. The State Department feared that publication of cables that disclosed candid comments by and about foreign officials—including heads of state—would strain relations with those countries. The New York Times was mostly unconvinced by this argument.

In what must have come as a great comfort to the newspaper, the US government’s fury was directed at the presumed source of the leaked material, Bradley Manning, and in particular WikiLeaks. According to Der Spiegel, the US government was not interested in quarrelling with the media organisations involved. Two days after the meeting, the US Ambassador to Germany, Philip Murphy, reinforced the message: ‘I’m incredibly angry. I don’t begrudge Der Spiegel and the press, who are just doing their jobs. I am criticising those who stole this material.’ It was a convenient argument for the United States—it retained its relationships with the powerful old media while demonising the newcomer.

Assange had a very straightforward view of how to correct the power imbalance. You get the impression that if he really had his way the US would receive virtually no warning at all. He was unhappy that the ‘perpetrator’ was aware before the ‘victims’, and that the State Department would be able to have enough time to spin the stories its way. Yet as the deadline approached and Hillary Clinton embarked on a global tour to quell the anxiety of many of the world’s leaders, others had developed a different tactic to blunt the WikiLeaks attack. Just before the launch, a massive distributed denial-of-service (DDoS) attack hit the WikiLeaks site. Thousands of computers linked through one controller began simultaneously trying to contact WikiLeaks. As the attack continued it grew stronger and stronger. In the end the ‘requests’ were asking WikiLeaks to deliver the equivalent of 114 full-length movies every second. As the site was collapsing it must have crossed Assange’s mind to fire off all 260 000 cables at once, as per his agreement with the Guardian, if the situation got too hostile. Instead Assange kept his cool and WikiLeaks shut down the US server that had come under such ferocious attack, and switched all requests to Sweden. It’s never been revealed who was behind the cyber assault but all it did was draw even more attention to the impending stories—and they rolled onto the Internet as planned, unimpeded by the crisis.

The front-page headline in the Guardian said: ‘US Embassy Cables Leak Sparks Global Diplomacy Crisis.’ The report said that the United States had been catapulted into a worldwide diplomatic crisis with the leaking to the Guardian and other international media of ‘more than 250 000 classified cables from its embassies’. It focused on calls by the Saudi king for the United States to attack Iran to put an end to its nuclear weapons program, as well as the fact that Hillary Clinton had ordered US State Department officers to spy on the UN’s leadership, gathering everything from frequent flyer numbers, health records and samples of DNA.

Der Spiegel’s headline followed the Guardian’s global perspective: ‘A Superpower’s View of the World’ it said, pointing out that ‘never before in history has a superpower lost control of such vast amounts of such sensitive information’.

Le Monde headlined: ‘WikiLeaks: A Behind the Scenes Look at US Diplomacy’. The serious French afternoon paper even managed a little humour, pointing out that despite all the hype the documents did not cast new light on who shot President Kennedy.

The New York Times’ coverage was more muted. ‘Leaked Cables Offer Raw Look at US Diplomacy,’ the headline murmured. Although it did report that the cables contained ‘brutally candid views of foreign leaders and frank assessments of nuclear and terrorist threats’. In what is known in journalism as ‘burying the lead’, the newspaper failed to mention Hillary Clinton’s directive to spy on the United Nations Secretary General, Ban Ki Moon, or that Arab countries were urging an attack on Iran. High up in the story Clinton was given a free kick to say what a terrible thing it was to have her government’s dirty washing aired in public, with no hint that she had directed what at first glance looked like a case of criminal activity against the United Nations.

But it wasn’t all high-end politics. There was plenty of gossip from the cocktail circuit. Libya’s Muammar Gaddafi starred with the revelation that he wouldn’t go anywhere without his voluptuous, blonde Ukrainian nurse, and hates flying so much he will only travel short distances by air, something he may have to re-evaluate as demonstrators took to the streets demanding his ousting in early 2011.

Vladimir Putin, the Russian prime minister, was referred to as an ‘alpha dog’ and the only mildly disparaging comment about Italian prime minister Silvio Berlusconi appeared to be that his late-night partying left him insufficient energy for his day job.

While the New York Times was trying to balance its relationship with the Obama administration, its more conservative readership and those who don’t believe in any form of censorship, it certainly wasn’t honouring the motto it has carried on the masthead for decades: ‘All The News That’s Fit To Print’.

The slow release of stories, taken from just a handful of the leaked documents, was partly a tactic by Assange to create maximum impact over many months and partly to keep the Americans guessing about what was in the vast bulk of the remaining Cablegate documents. The day by day leaking of individual documents gave journalists the upper hand in their dealings with the State Department. But on 3 December, five days after the first Cablegate release, the plan came horribly undone. The Guardian posted the identifying information of every single one of the 251 286 cables on its website. Assange, who was still hiding out in the country manor house and having nothing to do with the Guardian’s publication process, was appalled. It tipped off the US administration to the contents of every cable. ‘They released all the metadata ... the date of every cable, the subject of every cable, which embassy it was from, where it was to, subject, date, time,’ he said.

It was ‘one thing’ to say it was ‘inevitable’ that WikiLeaks would release a certain number of cables, Assange said, but ‘which of the 251 000?’ That was the important question and the Guardian had just shown the US government exactly which ones. It would allow the United States to ‘prepare their own spin’ now that it knew the identity of the cables, and thus the material they contained.

The Guardian material potentially provided ammunition for the Americans to attack Assange and Manning. There were reports that a grand jury had been empanelled in Virginia to investigate possible charges against them. If the US military computer logs line up with ‘every goddamn record of what we release, that’s very strong evidence,’ he said. It seemed that Assange himself had been caught in the new online world of openness and full publication.

Yet for all its intelligence gathering, the US government still did not understand what WikiLeaks was doing. The White House said it anticipated WikiLeaks would make public ‘several hundred thousand’ cables on Sunday night, according to the New York Times. This was incorrect—Assange would release only a handful of cables at that time. As Ellsberg points out: ‘About half a dozen people in the country are giving Julian credit for having withheld 99 per cent of the 260 000 cables. He has put out 1900 cables—less than 1 per cent. No one seems to know that’. It has been called the ‘zombie lie’ that Assange had ‘indiscriminately dumped everything out’. By February 2011 only 4000 cables had been released, leaving approximately 247 000 other documents still to come.

What had been redacted by WikiLeaks and released was sensational enough. Yet still serious errors were made, not by WikiLeaks, but by the newspapers that reported on the released files. A story on Iran reportedly obtaining missiles from North Korea that were capable of attacking Russia and Western Europe was merely speculation, but it was reported as near fact by the New York Times. The newspaper was on safer ground with revelations that the US had been trying to remove highly enriched uranium from a Pakistan nuclear research facility in the fear that it could end up in a terrorist device, and that China would not necessarily support North Korea indefinitely, weakening the rogue nation in the eyes of the world. And in Yemen the US had been secretly bombing terrorist targets, with the Yemeni president saying: ‘We’ll continue to say the bombs are ours, not yours.’ Soon after the Yemeni people read this story, they took to the streets in an attempt to topple the government.

The fact that WikiLeaks was on occasions more careful than the mainstream media made no difference to the attacks against the organisation that followed the Cablegate releases.

‘Let’s be clear. This disclosure is not just an attack on America— it’s an attack on the international community,’ Hillary Clinton said. Such leaks ‘tear at the fabric’ of responsible government. ‘There is nothing laudable about endangering innocent people, and there is nothing brave about sabotaging the peaceful relations between nations,’ she added.

Clinton emphasised that she wanted to ‘make it clear to the American people and to our friends and partners that we are taking aggressive steps’ to hold those who leaked the documents to account.

Within hours an official from the office of Senator Joe Lieberman, who chaired the Homeland Security Committee, was on the phone to Amazon who had been hosting WikiLeaks during the Cablegate release. Twenty-four hours later, the company announced it was disconnecting the WikiLeaks service, forcing it to switch to another server based in the Cold War bunker in Sweden.

Lieberman said that Amazon’s ‘decision to cut off WikiLeaks now’ was the right decision and should set the standard for other companies that WikiLeaks was using to distribute its ‘illegally seized material’. He called on ‘any other company or organisation that is hosting WikiLeaks to immediately terminate its relationship with them’. In a message sent via Twitter, WikiLeaks fired back that if Amazon was ‘so uncomfortable with the First Amendment, they should get out of the business of selling books’.

As the flood of attacks continued Vice President Joe Biden weighed in, describing Assange as a dangerous ‘hi-tech terrorist’, while right-wing politicians set the temperature to boiling point by inciting violent action against Assange and Manning.

The former governor of Arkansas and a Republican presidential hopeful Mike Huckabee said: ‘They’ve put American lives at risk. They put relationships that will take decades to rebuild at risk. Whoever in our government leaked that information is guilty of treason, and I think anything less than execution is too kind a penalty.’

Sarah Palin, a likely presidential candidate in 2012, posted on her Facebook page: ‘He is an anti-American operative with blood on his hands. His past posting of classified documents revealed the identity of more than 100 Afghan sources to the Taliban. Why was he not pursued with the same urgency we pursue al-Qaida and Taliban leaders?’

University of Calgary Professor Tom Flanagan who helped organise the campaign of the Canadian prime minister, said: ‘Well I think Assange should be assassinated actually. I think Obama should put out a contract and maybe use a drone or something.’

As the clamour increased, PayPal cut off the account used by WikiLeaks to collect donations. PostFinance announced it had frozen Assange’s accounts and MasterCard and Visa announced they had stopped payments to WikiLeaks, seriously imperilling its financing and future of the organisation.

* * *

Even in the bucolic surrounds of Ellingham Hall, the world was closing in on Assange. At Sweden’s request Interpol had issued a red alert for his arrest to face questioning in Sweden over the sex allegations, and his lawyers were negotiating with the British police extradition squad about where he might hand himself in. A bail hearing would decide whether he remained free or was held in prison while he waited for the extradition case to start after Christmas. When he finally arrived at Horseferry Road Magistrates Court for the hearing he appeared in dark suit and sunglasses, looking less the hacker from Melbourne and more like the star he had become.

Jemima Khan, former wife of Pakistani cricketer and politician Imran Khan, was there to back Assange, with bail money if necessary, as was director Ken Loach, famed for his insightful films on social justice, and Australian filmmaker, author and journalist, John Pilger.

In arguing against Assange getting bail, Gemma Lindfield, the lawyer from the British Crown Prosecution Service appointed to represent the Swedish case, made a big play of Assange’s peripatetic nature—the fact that he moved from town to town and country to country with little more than a backpack and a couple of computers to keep him company. Looking around the court, the same description might have been applied to half the journalists covering the case.

Inexplicably, despite the fact that the WikiLeaks website is always pleading poverty and appealing for money, Lindfield asserted that ‘it was clear’ that Assange had access to money. What she appeared to have missed was that the biggest credit card companies in the world had all frozen WikiLeaks’ funds.

When Assange’s lawyer Mark Stephens got to his feet, his argument for Assange to be released on bail included the simple fact that he ‘had nowhere to go’, ‘was instantly recognisable’ and, besides, he had already handed in his passport.

The feeling in the Assange camp was positive and though their confidence was shaken when Judge Riddle muddled up WikiLeaks with the free online encyclopedia Wikipedia, they still thought the prosecution had failed to make its case. Assange was bound to be released on bail. Sitting in his glass cage in the courtroom, his signature grey hair shorter than usual, Assange was paying particularly close attention. After what seemed like an eternity, but was only a few minutes, Judge Riddle concluded of Assange that despite it all, ‘There are substantial grounds to believe he could abscond if granted bail’.

There was a collective, audible gasp. Jennifer Robinson indicated she was shocked by the decision. Assange was led out of his cage and back to the cells below. Outside, Mark Stephens said: ‘Many people believe Mr Assange to be innocent, myself included. Many people believe that this prosecution is politically motivated.’

The closest the cameras got to Assange as he was driven through the crowds in a white prison van was a shot through the window. He made the front pages the next day with a defiant stare and a victory salute.

One week later, Assange returned to court for a second attempt at bail. If the star-studded cast had failed to impress the judge last time, Assange simply doubled the number of the cast—and increased the star quality.

He might be someone who at times had trouble keeping long-term friendships, but he certainly knew how to make them fast. Geoffrey Robertson QC, the celebrated Australian human rights barrister,

had cut short his holiday to represent Assange. The documentary filmmaker Michael Moore also put up US$20 000 bail for someone he didn’t know. Bianca Jagger wandered in offering a further touch of the exotic, and the author and investigative journalist Phillip Knightley added credibility.

Conspicuously absent were many of the journalists Assange had worked closely with on Cablegate. At this hearing, Judge Riddle granted bail because Assange had put up better surety, and provided a good address—Vaughan Smith’s country home, Ellingham Hall.

Assange and his team believed he would walk free, but two hours later the prosecution announced it was appealing the bail decision to the High Court. Until the appeal, Assange would be returned to Wandsworth prison and solitary confinement, where he would spend another three days.

With all the time he had for reflection, he found ‘I rather liked myself’. He also discovered he still had a voice from inside prison. ‘We now know that Visa, MasterCard and PayPal are instruments of US foreign policy. It’s not something we knew before.’ The message delivered via his mother, Christine Assange, also called on ‘the world to protect my work and my people from these illegal and immoral acts’.

Assange was talking like a political prisoner, and though he denied it, his supporters took it as a call to arms. Within hours MasterCard had been knocked off the air in a similar attack to the one that had crippled WikiLeaks itself. A group calling themselves Anonymous took responsibility for the attack, which they called ‘Operation Payback’.

As Assange sat in his Wandsworth prison cell he placed a call to Daniel Ellsberg, who had come to his support during the attacks on him in the US. Assange left a spirited message on Ellsberg’s phone, saying he was ‘calling from a Norman Basement Slammer and just called to see how it’s all going’.

It’s a good job Assange didn’t call the New Yorker veteran Seymour Hersh, another of his heroes, most famous for exposing the cover-up of killings by US troops at My Lai during the Vietnam War, and more recently, the torture of prisoners at Abu Ghraib. He’d met Hersh earlier on, before ‘Collateral Murder’. Hersh told me he saw Assange at a conference where ‘he took me aside’. Asked if he had given Assange any advice, Hersh said: ‘He’s not interested in advice.’ Hersh said that Assange was now discovering that he ‘has the same problems that newspapers do’. He said he felt that Assange ‘just made it worse for himself’, but didn’t elaborate.

Ellsberg too was having difficulty with some of the decisions being made by WikiLeaks. It had posted a secret document—marked NoFor, meaning not to be seen by any foreigners, which identified key infrastructure the US considered critical to its national security. The sites ranged from the Nadym gas pipeline junction in Siberia, which it described as ‘the most critical gas facility in the world’, to a factory that makes parts for nuclear submarines in Scotland, to the Sydney landings for two giant undersea communication cables, as well as many other sites. Ellsberg had grave misgivings about the direction WikiLeaks was taking. He contacted them.

‘I said, “Well I would not have put that out”, and they came back with an answer from somebody saying: “Well, it’s really all on the public record, it’s not all a secret”. I said, “You know, a terrorist could find this stuff easily enough anyway, why give them a lift, I wouldn’t give them a lift. It doesn’t look responsible to me.”’ He added: ‘I don’t know why they put that up. That wrecked it .’

WikiLeaks disagreed with any assessment that the release was dangerous, arguing that the sites were not directly identified. But losing Ellsberg’s support on such a key issue should have caused some consternation. It was a reminder of the Afghan War Logs fiasco where informers were named, helping the White House continue its attacks on WikiLeaks. Yet the degree to which US national security is compromised by the cables is debatable. Reuters news agency reported that ‘a congressional official ... said the administration felt compelled to say publicly that the revelations had seriously damaged American interests in order to bolster legal efforts to shut down the WikiLeaks website and bring charges against the leakers’. In truth, internal US government reviews of Cablegate had determined that the leaks had caused only ‘limited damage to US interests abroad’.

In lock step with the Obama administration, Australian Prime Minister Julia Gillard echoed the White House’s public statements. She declared that Assange had broken the law, although she couldn’t name exactly which law he had violated. She also announced that the Australian Federal Police had been briefing her on security implications of Assange’s actions.

The attorney general Senator Robert McClelland said that the Australian authorities would do all they could to help the US investigation. He even went so far as to say he would look at the possibility of revoking Assange’s Australian passport. Why the government should have taken such an extreme view about one of its citizens may well have had less to do with national interest and more to do with cosying up to the US, or that is how it was perceived.

Cablegate revealed just how close that relationship is. One cabinet member had been snitching to the US Embassy in Canberra on the Labor party’s power struggle before Gillard was elected. Rightwing Labor powerbroker Mark Arbib was one of the major players in the removal of Kevin Rudd as prime minister. The documents identify Arbib as a valuable source of information on the attempts by Rudd to prevent a move against him by Gillard, his then deputy. Arbib’s comments were contained in documents that said his identity should be guarded as a ‘protected’ source.

It’s possible Gillard thought being pro-American and taking a tough line on Assange would play well with the Australian public. It didn’t. Assange has his biggest support base in Australia where opinion polls have said that two thirds of the people agree with the work he has done. What is more surprising is the degree of support he has received from news outlets in the country. In an unprecedented move, representatives from all the major media outlets in Australia with the exception of The Australian newspaper, signed a letter criticising the Prime Minister for her actions: ‘To aggressively attempt to shut WikiLeaks down, to threaten to prosecute those who publish official leaks, and to pressure companies to cease doing commercial business with WikiLeaks, is a serious threat to democracy, which relies on a free and fearless press,’ it said. When the activist organisation Getup.org launched a major campaign, thousands filled the streets at protests in Sydney and Melbourne. Public opinion rallied behind Assange, casting Gillard into the political wilderness on the issue. Assange told the crowd by video: ‘It is interesting how some politicians single out my staff and myself for attack while saying nothing about the slaughter of thousands by the US military or other dictatorships. It is cowardly to bully a small media organisation, but that is what is happening here.’

With Gillard looking vulnerable on the issue, her foreign minister Kevin Rudd dissented from the government line. In Cairo, where WikiLeaks would play a role in what was to unfold in the following months, he took a swipe at the Americans, saying that it was up to them to look after their own secrets. He may well have been irked by their description of him in one cable as a ‘control freak’. But he was also playing to the audience back home, countering McClelland’s threat to revoke Assange’s passport. He said that was his responsibility, not McClelland’s, and even offered to arrange for a computer to be sent to Assange in jail so he could prepare his defence.

The Australian Federal Police would eventually discover that there was nothing they could charge Assange with in Australia. But that didn’t stop the ongoing US inquiry, and the assistance offered by the Australian attorney general, who has direct charge of ASIO, Australia’s internal intelligence service.

I have been reliably told that ASIO played an active part in the investigation into Assange, trawling through his life and activities in Australia. But what must be just as worrying for him, and has also never been revealed before, is the fact that the inquiry also included officers from ASIS, Australia’s overseas intelligence agency, which has strong links with the US.

* * *

Over in Britain, Assange successfully fought the appeal to the High Court over his bail, and was eventually freed from Wandsworth prison. He had to meet stringent conditions, which included remaining under curfew on Vaughan Smith’s estate, reporting daily to the local police and wearing what’s known as a Glasgow Rolex, an electronic bracelet to track his every movement.

As he emerged victorious from the High Court hearing snow fell, promising an unusually white Christmas. Flanked by his legal team, Robertson, Robinson and Stephens, Assange waved amid a barrage of TV lights and flashing cameras. He might have been tired but he hadn’t lost his sense of irony in prison. ‘It’s great to smell the fresh air of London again,’ he said.

In front of the world’s media he was on message: ‘During my time in solitary confinement in the bottom of a Victorian prison, I had time to reflect on the conditions of those people around the world also in solitary confinement, also on remand, in conditions that are more difficult than those faced by me.’

The next the crowd saw of him, he was being driven off in Vaughan Smith’s white four-wheel drive through the heavy London traffic, up The Strand and towards Fleet Street, the former heart of British journalism. Assange would have plenty of time over Christmas to prepare for the extradition hearing, when Swedish prosecutors would finally reveal full details of the allegations against him.

With a hostile prime minister in his country, the most powerful nation on earth chasing him and the Swedish legal system demanding he be extradited, Assange was embarking on the fight of his life.


11

CAUGHT IN THE NET

When the fax machine at Twitter’s headquarters in San Francisco spat out its latest complaint just before Christmas 2010 it might have been just another dissatisfied customer writing in about a phishing scam or someone else up to no good on the Internet.

But it was in fact the latest development in the WikiLeaks investigation. Addressed to Twitter’s Trust and Safety Department, the four-page fax carried the United States Justice Department letterhead. It wasn’t seeking assistance: it was demanding information about some of Twitter’s highest profile clients on behalf of an unnamed authority, probably the FBI. Twitter was told it should tell no one about the fax, which named Julian Assange, Bradley Manning, Birgitta Jonsdottir, Jacob Appelbaum and Rop Gonggrijp. It was known in the WikiLeaks camp that an inquiry was underway, but it had been difficult to assess exactly which course it was taking. The investigation may have been trying to discover who leaked the ‘Collateral Murder’ video, but the inclusion of Appelbaum’s name suggested the hunt was much wider. Appelbaum operates a Tor, the special Internet system that allows people to communicate without revealing their identities. It was probable that the FBI were trying to link Manning to Assange through this ‘cut-out’ operated by Appelbaum.

Whoever wrote the court document spelt Rop Gonggrijp’s surname incorrectly (there are two ‘g’s), a likely indication the document had been pulled together quickly. Twitter was told it had just three days to comply with the demand to hand over the information.

The court order requested everything that Twitter knew about those named in the fax: where Assange and the others lived, how they paid their accounts, who they sent their tweets to, who they received them from, the telephone numbers they used and their bank account details. The order demanded every shred of information Twitter held on them dating back to November 2009, when it’s believed WikiLeaks first began receiving the initial trickle of classified documents from its well-connected source. Such was the secrecy, the Justice Department’s court order instructed Twitter not to even reveal receipt of the fax, or anything else that related to what it called an ‘ongoing criminal investigation’. The orders had been ‘sealed’ by the Federal Court.

Unlike other US corporations who had rolled over and abandoned WikiLeaks, Twitter decided to confront the government and not release the information without a fight. It had nothing to lose. By standing up to the US administration Twitter made Washington look like Beijing, using heavy-handed tactics to silence free speech. Had Twitter given in it would be seen as weak, and possibly receive the treatment meted out to other companies, like PayPal and MasterCard, who had handed over information without a fight. They’d been knocked offline by activists, their businesses and their reputations badly damaged. Whether or not Twitter took that into account is not known. But as an Internet company that prides itself on supporting freedom of communication, what it eventually did made sound business practice. It stuck by its stated policy that it would only hand over personal information about its users if compelled to by law.

Though Twitter took the fight to court, because of the secrecy order it couldn’t tell anyone in WikiLeaks what it was doing. The Justice Department made it clear that Twitter had to keep the request for information secret. Only when the judge lifted the secrecy order and the court documents were unsealed, was it possible for the names to be revealed, along with exactly what was going on.

Considering the demand was for detailed information about key WikiLeaks personnel, it was clear the grand jury investigation was more than a rumour: it was almost certainly a fact, and more importantly, it was possibly the first step in prosecuting Bradley Manning and Julian Assange under the 1917 Espionage Act. As the Justice Department dug into the WikiLeaks case it called witnesses before the grand jury, examining information and sifting the evidence to see whether the basis for criminal charges could be established.

After the Cablegate revelations it wouldn’t have come as a surprise that the United States government was prepared to brush aside diplomatic niceties to prosecute Manning and WikiLeaks members. The fact that Birgitta Jonsdottir was an elected member of parliament in Iceland, a friendly democracy, did not matter.

Freed from the non-disclosure provision of the sealed court order, Twitter called Birgitta Jonsdottir to break the news. Jonsdottir was furious, and demanded a meeting with the US ambassador. She said the Justice Department had gone completely over the top. ‘I have not done anything that can be considered criminal. It’s not against the law to leak information, it’s not against the law to be a source,’ she said. She is right: it is not illegal to leak material in the United States, which is why there was an attempt to prosecute Ellsberg under the Espionage Act all those years ago when he leaked the Pentagon Papers.

Assange described the Twitter revelations as ‘an outrageous attack by the Obama administration on the privacy and free speech rights of Twitter’s customers—many of them American citizens’.

The tables, however, were about to be turned on the Justice Department. Three of the WikiLeaks group—Birgitta Jonsdottir, Jacob Appelbaum and Rop Gonggrijp—asked the court to ‘unseal’ other information that was being kept from view—details of the investigation itself. They were represented by the Electronic Frontier Foundation [EFF] and the American Civil Liberties Union [ACLU]. It’s a standing joke that from the ACLU’s Manhattan office it is only possible to catch a glimpse of the Statue of Liberty, and justice can be similarly elusive. Nevertheless, it had already successfully argued that the attorney general had been in breach of the First Amendment’s right of free association and the Fourth Amendment’s protection against unreasonable search. Now the EFF wanted to test the constitutional right to question government to the limit. It argued that unsealing the court documents and revealing the details of the investigation would contribute greatly to the public’s ability to ‘participate meaningfully in this ongoing debate’ about freedom of the press. The case presented a rare and valuable opportunity for the public to learn more about the nature and scope of the government’s use of electronic surveillance orders, the EFF said.

As Judge Theresa Buchanan mulled over the arguments in the Eastern District Division Court, not far from where a special Pentagon team had been working on the case, Julian Assange’s legal representatives were noticeable by their absence. WikiLeaks described the hearing as ‘the first round in the US Government’s legal battle against Julian Assange’ but said neither it nor Assange would be present for the hearing because they believed that in this case the United States lacked jurisdiction over ‘activities beyond its borders’.

While the case was being heard in America, Twitter was making an impact on events in a former French colony perched on the northern coast of Africa. From the regional towns to the backstreet bazaars and the wide boulevards of the Tunisian capital Tunis, everyone knew that President Zine el-Abidine Ben Ali was corrupt. The people had watched government ministers become millionaires, while the regime siphoned off the nation’s wealth.

Like many revolutions it wasn’t one event that started the protests. First came the death of a street trader who set himself alight, protesting he’d been humiliated by a local official. This was closely followed by the release of the Cablegate documents. Thousands of Tunisians tweeted a link to a WikiLeaks story that said Ben Ali had presided over an orgy of corruption: the boats, the homes, the businesses, had been bought with money that rightfully belonged to the people. Significantly, the cables also revealed that Ben Ali did not have the guaranteed backing of his ally, the United States, indicating that the dictatorship only had the army’s support. The people of Tunisia took to the streets—convinced for the first time that the US would not intervene to support Ben Ali.

Le Monde journalist Florence Beaugé, who had been expelled from Tunisia in 2009 for writing critical articles about Ben Ali, knew first hand the importance of the cable to the Tunisians. ‘It was as if for the first time someone told the Tunisians: “You are not insane. You are right to hate him. You deserve better,”’ Beaugé said. ‘Tunisians could read what an official said from the outside: Ben Ali and his family were crooks and robbers and he was a dictator. It gave them tremendous encouragement to bring down the president.’ Even Bill Keller from the New York Times was fulsome in his praise: WikiLeaks cables in which American diplomats recounted the ‘extravagant corruption of Tunisia’s rulers’ helped fuel a popular uprising that overthrew the government.

As Ben Ali and his family fled into exile in Saudi Arabia, Assange was wary about claiming credit for the downfall. Assange’s plan had been to link up with the ‘old media’, Le Monde, to widen WikiLeaks’ reach into the French-speaking world. But in Tunisia the newspaper had no impact: Le Monde had been banned since Beaugé was ejected. In the end it was the new media—WikiLeaks links being spread by Twitter, Facebook and Al Jazeera—that cut through.

WikiLeaks was a brilliant example of what had been known for some time: the power of information from a legitimate source, disseminated via social networking systems, to threaten the power of the state and its institutions. And it made no difference whether a country was democratic like the United States, or autocratic, like Tunisia and Egypt, where president Hosni Mubarak had ruled with US backing for nearly thirty years.

In Cairo on 29 January 2011, when demonstrators moved into Tahir Square for one of their biggest rallies in opposition to Mubarak’s rule, they too were spurred on by evidence from WikiLeaks. Just a few hours earlier WikiLeaks had released cables from the US Ambassador to Egypt Margaret Scobey, reporting police brutality was ‘routine and pervasive’ and that there had been ‘standing orders’ from the Interior Ministry for police to ‘shoot, beat and humiliate judges in order to undermine judicial independence’. The demonstrators who, like their Tunisian counterparts, used Twitter and Facebook to organise, had other messages flashing across their mobile phones: a US embassy cable also said that the Americans suspected the Egyptian government of torturing a Facebook activist who had organised a strike, to scare others into ‘abandoning their political activities’. While the world looked on with fascination and a large degree of dread about the escalating bloodshed, Mubarak was ousted from power after just eighteen days of protest, replaced by the military until promised democratic elections.

Ironically, at the same time in the US, WikiLeaks was facing the possibility of being prosecuted for leaking the documents that were playing a significant role in achieving what the White House wanted: free speech in other parts of the world. In an address on censorship in January 2010 at Washington’s Newseum, a museum of news, Secretary of State Hillary Clinton had made special mention of Tunisia and Egypt, naming them as countries where the ‘free flow of information’ was threatened. She added that any nation which restricted free access to information risked ‘walling themselves off from the progress of the next century’.

Assange was buoyed by her comments, hoping they marked a change of direction in US policy by demonstrating Washington’s support of a more open form of government—in the United States as well. He saw it as a possible shift away from the hard line against whistleblowers that had been pursued by the Obama administration.

Assange believed that the United States had used the principle of free speech as a ‘stick’ with which to beat the former Soviet Union. This was something that united the hawks (hard line anticommunists), and the liberals during the Cold War—the hawks because it attacked communism, and the liberals because it allowed them to argue that if free press was good for the Soviet Union it must also be good for the United States. The problem, as Assange saw it, was that with the end of the Cold War, the free speech argument was no longer important so the hawks were reasserting themselves. ‘They’re annoyed by people publishing, they’re annoyed by a free press, they’re annoyed by leaks, so they want to get rid of the free press,’ he said. It may sound far-fetched, but there’s some evidence to support his view. Despite Clinton’s championing of an unrestricted Internet, which she described as ‘the public space of the 21st century—the world’s town square, classroom, marketplace,’ the Obama administration has been cracking down on freedom of speech at home. In the past two years it’s outdone all previous administrations in pursuing those who leaked classified information. According to US author Jonathan Alter, Obama was ‘fearsome’ on the subject and went on an ‘anti-leak jihad’ over some of the disclosures.

‘They’re going after this at every opportunity and with unmatched vigour,’ said Steven Aftergood of the Federation of American Scientists.

Bradley Manning and Julian Assange were just two in a long line who are under investigation. An FBI linguist was jailed for twenty months for leaking information to a blogger, and an employee of the National Security Agency (NSA) was charged for allegedly handing over classified information to the Baltimore Sun about an intelligence project which even the NSA admitted in the end had wasted a billion dollars of taxpayers’ money on a failed contract.

* * *

On 7 February 2011, Assange was back in court in London fighting the extradition request from Sweden. The nearby Belmarsh Prison, known as Britain’s Guantánamo Bay because of the number of terrorism suspects who had been held there without trial, was a constant reminder to Assange of what his lawyer Mark Stephens repeatedly said might be his fate if the Swedes got their hands on him. His legal team argued that there was a strong possibility that US prosecutors would seek Assange’s extradition from Sweden to the United States. Geoffrey Robertson QC said there was a suggestion that the Swedish prime minister had meddled in the case with his remarks in parliament. Assange’s defence relied heavily on attacking the Swedish legal system, arguing that he wouldn’t get a fair trial there.

They brought in Britta Sundy-Weitman, a retired Swedish judge, who suggested Swedish prosecutors illegally leaked information of the sex crime accusations and that the media in Sweden had ‘turned very hostile’ towards Assange. She saved her most damning assessment for the Swedish prosecutor, Marianne Ny, claiming Ny was ‘anti-men’ and prejudicial towards Assange.

Forty-eight hours earlier, the entire contents of the case against Assange—sent to his lawyers by the Swedes—had been published online. Just who it benefitted wasn’t clear but it did reveal that one of the women who accused Assange of rape had let him carry on having sex with her when she woke up even though he wasn’t wearing a condom.

Inside court, the focus was on the allegations themselves, which, for the first time, were being examined in public. The Swedes wanted Assange for questioning and possible prosecution for the ‘unlawful coercion’ of one of his accusers, which involved ‘a firm hold of the injured party’s arms and a forceful spreading of her legs’; ‘sexual molestation’; knowing that although it was ‘a prerequisite of sexual intercourse that a condom be used, consummated sexual intercourse without her knowledge’; a second allegation of ‘sexual molestation’ in that ‘Assange deliberately molested the injured party by acting in a manner designed to violate her sexual integrity—that is, lying next to her and pressing his naked, erect penis to her body’; and finally, rape: in an ‘aggravating circumstance’ knowing it was a ‘prerequisite of sexual intercourse that a condom be used, still consummated unprotected sexual intercourse with her’.

Much of the argument in court revolved around whether or not rape meant the same thing in English as Swedish.

Assange, dressed in a dark suit, sat behind a glass screen while Robertson argued that the sex was consensual, citing evidence given by one of the women that sexual relations occurred four times over the night after [which] both parties fell asleep. ‘It is hyperbolic and irrational to suggest there was wickedness involved.’ Robertson also made much of the fact that Assange had made himself available for interview with the Swedish prosecutor, Marianne Ny, on several occasions, even offering to talk by Skype while he was in England.

It seemed like an open and shut case of prejudice: a man-hating prosecutor who bent the rules and sought extradition unreasonably. The problem was, it wasn’t true: Ny had in fact sought an interview with Assange, damaging the defence’s argument. Assange’s case collapsed and Judge Riddle ordered the extradition to go ahead.

Assange had barely left the court when his legal team announced they were heading back to the High Court to appeal the extradition decision. It was set to be a protracted legal fight. Next time the stakes would be much higher and if they lost there would be only two more appeals they could make—the British Supreme Court and finally, if all else failed, the European Court of Human Rights in Strasbourg. The stop after that would be Stockholm.

The reason Assange was resisting extradition to Sweden so vehemently is intriguing. When I spoke to him in December 2010, Assange said he was worried he wouldn’t get a fair trial in Sweden. He has a point, part of the hearings would be heard in private, something which Judge Riddle pointed out is ‘alien as far as our system is concerned’. He was also concerned about what he said was the close relationship between Swedish intelligence and the United States. If that really concerned him, he’s certainly worse off in Britain. There are no two countries closer in intelligence sharing than Britain and the US, with the possible exception of the US and Israel. It’s generally accepted that Britain’s extradition laws heavily favour the United States, much more so than in Sweden.

Throughout the court hearings it seems that Daniel Ellsberg, though not uncritical of Assange, had been playing the long-distance role of father confessor to him. The two had been in regular contact since Assange came under attack after the ‘Collateral Murder’ video. Ellsberg had spoken to Assange about the Swedish sexual assault charges and believed that Assange had been telling the truth when he said he was innocent, but he thought he hadn’t handled the issue well. It was no use just saying that he didn’t do it: he had to explain himself, Ellsberg told Assange. WikiLeaks’ ‘media handling’ had been bad. ‘He denies the allegations which is fairly ambiguous because it could mean that he denies that this stuff was illegal, he denies the interpretation of it.’ Was Julian Assange denying that the events occurred at all? It was too unspecific and wasn’t convincing, he said.

There is often a conflation between the trouble Assange gets into with his work as editor-in-chief of WikiLeaks, and his personal life. Assange himself often points out the need to draw the difference between public issues and personal privacy. And yet, as he stood outside Belmarsh Magistrates Court he blurred the boundaries himself asking why he, as the head of a non-profit organisation, should be subjected to what he believed was unjust treatment. Assange was saying: if you support WikiLeaks you should support me.

* * *

WikiLeaks prides itself on demanding answers to tough questions—but what assessment is to be made of Julian Assange and WikiLeaks itself?

Assange has travelled a long way from Townsville, his nomadic childhood days with his mother and a wandering life in adulthood before arriving on to the world stage. He has turned himself and WikiLeaks into a significant political player, but precisely identifying his politics is difficult.

His world view was shaped by the Australia of the 1970s and 80s, especially its hacker community. He’s been described by the US State Department as an anarchist, but that’s not how Assange sees himself. Back in May 2010 when we first met, Assange did not answer the question of whether he was an activist or a journalist, pointing out that his objective was what he called an ‘end state’— the creation of a ‘more just world’. He was goal-driven and it was extremely satisfying to him, he said, ‘to push all of my abilities to the very edge in pursuing that goal’. It wasn’t exactly a ‘whatever it takes’ philosophy, but it wasn’t far from it, and it indicated a certain kind of hubris.

His beliefs sprawl across the political spectrum, with unlikely support from right-wing libertarians. He is certainly no classic lefty, and appears to be primarily motivated by anti-authoritarianism, not anti-Americanism. His support of the First Amendment is testament to that. It may well be that Julian Assange simply has an Emperor complex, as some former WikiLeaks friends have said. Whatever Assange is politically, he has built an empire of ideas that are intellectually and socially challenging.

Nick Davies, the investigative reporter who landed the cables and war logs deal for the Guardian says of Assange: ‘He has grown up being the cleverest person in the room.’ Lisa, the mother of his daughter, put it this way: Julian ‘always wins because he is smarter, and he’s right’. He rationalised everything and became upset when someone ‘didn’t think of his feelings’.

The contradictions in Assange abound. Davies said of him: ‘He was brave and I liked him’ but as time went by he found he couldn’t trust him. Assange didn’t seem to understand the ‘normal human feelings’ that were involved in the betrayal of trust. Davies said Assange had told him when they were in Stockholm together: ‘I am somewhere on the autistic side,’ and added, apparently jokingly: ‘Aren’t all men autistic?’ Whether or not it was a joke, there are some in the WikiLeaks camp who believe his humorous self-diagnosis could have had a strong element of truth in it and may explain some of his difficulty with both professional and personal relationships. It takes someone with an extraordinary cast of mind and character to make the enemies he has made.

Despite it all, Davies is still intrigued by what Assange has achieved. ‘It is like he is in a fantasy world,’ he said. He fantasised in Melbourne about creating a system that could take on governments. And that is what he has done.

In 2005, WikiLeaks had been a name carefully written on a white-board in a Melbourne terrace. The International Subversives made some contribution to the idea that eventually became WikiLeaks, but it was Julian Assange who brought it all together. WikiLeaks harnessed twin powers: Assange’s intellect and commitment to social justice, and the emergence of the greatest revolution in communication since the printing press, the Internet. It might be too early to make an assessment of WikiLeaks’ impact, but there are many who believe that it has changed the world already. Oddly enough, one of its greatest supporters, Daniel Ellsberg, has his doubts.

Ellsberg is not optimistic that WikiLeaks will win the battle against secrecy and force organisations to be more open. Nor does he believe the secrecy of closed organisations will eventually destroy them, which is the view Assange takes. Ellsberg, who has been championing more open and accountable government for the past forty years has an interesting perspective on why Assange holds the beliefs he does.

‘I think it’s because he’s thirty-nine years old, not seventy-nine years old. I think it’s the kind of political naïvety which for me doesn’t damn him, it doesn’t mean he’s worse than a lot of other people, but I really don’t agree with it.’ Ellsberg believes instead that governments will get more secretive to preserve themselves. He cites the Stalinist regime of the old Soviet Union, which lasted ‘only seventy years or so’ but it was long enough: ‘to kill scores of millions of people’. While he applauds much of the work done by WikiLeaks, what Ellsberg fears is a backlash in the US and the introduction of an Official Secrets Act, which would curtail parts of the First Amendment. If that happened it would be a huge defeat for Assange, whose stated goal is to bring the benefits of free speech enshrined in the First Amendment of the US Constitution to the entire world. The unintended consequences could be that WikiLeaks achieves just the reverse of what it hopes—a lessening of free speech in the United States.

What’s significant about WikiLeaks is not that it has leaked material—leaks have occurred for years—but that it has shifted such a huge volume of data into the public domain and it has been able to do this without sources being discovered. (Manning was only caught because he confessed.) It is the welding of a desire for change and the capability to affect that change that has created such a powerful force. Ellsberg’s argument that large organisations and even countries will become more secretive under the threat of WikiLeaks may be right in the long term, but other examples suggest that in the short term at least there were great benefits to democratic movements in Tunisia, Egypt, Yemen and Bahrain.

If WikiLeaks had existed before the Second Gulf War it’s not unimaginable that the invasion of Iraq may have been averted. There was enough concern inside intelligence agencies, including the CIA, for those working there to plausibly have sent incriminating documents to WikiLeaks. Plenty spoke up after the invasion, but only one, Australia’s Andrew Wilkie, an intelligence officer at the federal government’s Office of National Assessments, had the courage to quit and reveal the truth publicly before the invasion. WikiLeaks has lifted the bar even higher on what the public can expect. Governments cannot be trusted on their say so. Journalists, too, will have to be more demanding of governments if they are to be believed or trusted.

* * *

The cast of characters scattered throughout this book is a who’s who of old and new journalism. They were all caught up with the pursuit of truth of a kind, but how they went about it is as interesting as the final outcome. Maybe it was the cutthroat world of journalism, mixed with the new speed of instant communications and huge data drops, that led to some unprincipled behaviour on the part of a number of parties.

It is hard to imagine a greater degree of fear and loathing from people supposedly on the same side of an issue: the disclosure of information the public has the right to know about. Most have been damaged in some way by their experiences in the murky world of cyberspace, where ethics are often whatever you think and theft is covered by a pervasive belief system that information is a free commodity. Many of the actors in this drama, including the New York Times and the Guardian, have published their own version of their experiences, which is probably as much about getting their version of history out first as it is about settling old scores and comforting themselves that they didn’t behave too badly.

The real victim in all this is Chelsea Manning. She was accused of illegally downloading classified material, but in early March 2011 further charges were added of ‘aiding the enemy’, an offence for which she could be sentenced to death. She had been held in solitary confinement for twenty-three hours a day since May 2010 without trial, something her supporters say amounts to psychological torture—a view held by a UN investigation. For many, Manning is a truth-telling hero, as Ellsberg—a steadying voice of reason throughout—portrays him. For others she’s a treasonous villain. The man who dobbed him in, Adrian Lamo, has the dubious distinction of making many of the others involved look honourable. His role as an online celebrity posing as a journalist-turned-informer is probably the least appealing of them all. Lastly, there’s Julian Assange, who emerges as a fearless and charismatic character, but also someone who is complex and mercurial. He’s either a man of little credence who has fanned the cult of personality around him, or a journalistic saviour, depending on your point of view.

WikiLeaks was now in danger of unravelling. The safe haven for journalists in Iceland, with shielded offshore bank accounts providing protection from vexatious legal action, was still to be achieved and WikiLeaks’ financial security was not looking good. In early 2011 the organisation still couldn’t take whistleblower submissions because Assange still didn’t have the keys to the system. Yet WikiLeaks has spawned a huge number of copies around the world, including websites like Domscheit-Berg’s OpenLeaks, making it difficult for authorities to prevent further leaking.

Whatever the future had in store for Assange and his organisation, WikiLeaks had provided a new way to achieve better journalism by challenging powerful institutions, be they governments or corporations. There will be difficult issues, as always, over what to publish and what to keep secret. But the old journalistic maxim ‘publish and be damned’—a phrase first used by the Duke of Wellington to dismiss a blackmail attempt nearly 200 years ago— seems to capture the feeling of the moment. WikiLeaks and Julian Assange have delivered to journalism an old-fashioned idea reborn: real journalism is simply the disclosure of whatever powerful vested interests want kept secret.
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THE RECKONING

We would certainly be willing to risk being assassinated after taking appropriate precautions.’ — Julian Assange

For Julian Assange, it had been a hell of a night. The entire 251 287 Cablegate documents had been published, uncut and uncensored, on the Internet. The password that unlocked the cables had inadvertently been made public and Daniel Domscheit-Berg had mischievously told a German newspaper. At stake were the names of US informants and possibly the identities of intelligence agency personnel. Assange had been in a bind about what to do about it: he canvassed opinions among his WikiLeaks followers and finally decided that if others were publishing the cables in their entirety then WikiLeaks had to join them. His reasoning: if the information was out, everyone should have access to it as soon as possible.

The decision drove a wedge between Assange and some of the newspapers that had stuck by him throughout. But the WikiLeaks model of anonymous leaking was badly fraying and there was little Assange could do but try to play catch up.

After a night taken up with what must have been the most extraordinary and frenetic activity, Assange betrayed few signs of anxiety when we sat down to talk at Ellingham Hall in September 2011. As long shadows fell across the surrounding fields and we chatted into the evening of what had been a perfect English summer’s day, Assange reflected on his dedication to the cause:


Just before Cablegate, which was in preparation secretly here back in early November [2010], we had a meeting of our people and I said, ‘Look, this thing is bigger than me, this is bigger than all of us actually. So no-one here is more important than this work.’ It is of such historical significance and of such significance to millions of people’s lives, that while we wouldn’t throw our lives away, we would never throw our lives away, we would certainly be willing to risk being assassinated after taking appropriate precautions, certainly willing to risk going to jail for something that we so deeply believe in.



The strangely stilted language seemed to fit with a bygone era; bravado and a possible dash of self-conscious mythmaking emanated from his words. Wearing a crumpled but stylish linen jacket, Assange looked very much at home among the period furniture.

In the next room, through a door left slightly ajar, it was possible to see others working at a long table, next to a map and a white board. The rest was hidden from view. I asked Assange how his fellow WikiLeaks workers felt about the possibility of being assassinated. He laughed. ‘They were a bit shocked quite frankly! I suspect some of them needed a moment to consider if they had actually signed up for quite that level of commitment!’

Earlier in the day, unshaven and bleary-eyed after working all night, Assange had only just made it to the local police station to sign in as part of his bail conditions. It was day 268 of his ‘house arrest’ while he waited for the High Court to announce if he’d be sent to Sweden to face the sexual assault allegations.

The fact that Assange wasn’t already in Sweden owed much to Geoffrey Robertson QC. Robertson had managed to win him bail.

Leaning back on an elegant sofa in his North London home, Robertson said he believed that Assange was less safe from extradition to the US if he was sent to Sweden. Judicial review of government decisions in that country was much weaker than in Britain, and the Swedish government had done deals with the CIA to send refugees to countries where they were tortured.

In 2006 the UN Human Rights Committee ruled that Sweden’s involvement in the US transfer of Mohammed al-Zari to Egypt breached the absolute ban on torture, despite assurances of humane treatment provided by Egyptian authorities prior to the rendition. Human Rights Watch reported that Swedish officials handed over al-Zari and another Egyptian, Ahmed Agiza, to CIA operatives on 18 December 2001 for transfer from Stockholm to Cairo. Returning a person to answer charges when they run the real risk of torture is illegal under international law.

Despite being monitored by Swedish diplomats while they were in Cairo, both men were tortured in Egypt. The Human Rights Committee found that Sweden ‘has not shown that the diplomatic assurances procured were in fact sufficient in the present case to eliminate the risk of ill-treatment to a level consistent’ with the ban on torture and other cruel, inhuman or degrading treatment or punishment. Knowing this, Robertson felt that it was a very real risk that if surrendered to Sweden, Assange would be more vulnerable to an extradition request by the US to prosecute him for assisting Bradley Manning.

By early December 2011, Assange had finally lost his battle to have the High Court throw out the European Arrest Warrant, but he had won the right to appeal to Britain’s Supreme Court. This gave Assange some breathing space to plot his next move, but he was now relying on a narrow argument that had been originally devised by Robertson: that the European Arrest Warrant had by law to be issued by a ‘judicial authority’, and Assange’s warrant had been issued by a prosecutor. As Robertson had put it: ‘The notion that a prosecutor is a judicial authority is a contradiction in terms.’

Significantly, Assange had abandoned one of the most effective legal points against extradition to Sweden: the country held its rape trials in secret. Robertson believed dropping this as part of his argument was a mistake. As Robertson told me: ‘No judge would extradite for a secret trial. Justice must be seen to be done. Courts cannot extradite if the trial would be flagrantly unfair and a secret trial would be flagrantly unfair.’

Some in the Assange camp had told him that whatever the court decision, once the US danger had passed it would be best for him to go to Sweden ‘to face his accusers’. Unless the matter was resolved the accusations would hang over him for the rest of his life.

According to one person close to the case, Assange was being influenced by what they called ‘The Hard Left’. They apparently told Assange he should ‘suck up to Sweden’ and ‘grovel’ to the women who’d accused him of sexual misconduct. Following this advice, at the High Court hearing Assange had dropped ‘those grounds of appeal which criticised Sweden’s legal system’. The British satirical magazine Private Eye reported that Assange had then made overtures to the women, through an intermediary, in the hopes that they would drop the prosecution. They refused.

Some of Assange’s supporters had also not been happy when Robertson had managed to persuade Harvard law professor, Alan Dershowitz, to take up Assange’s case if he ever ended up in the US. Dershowitz had impeccable credentials. He was a celebrated human rights lawyer and had been involved in the Pentagon Papers case with Daniel Ellsberg back in the 1970s. What damned Dershowitz in the eyes of the left was his support of Israel. His defence in the OJ Simpson trial, which saw Simpson acquitted, probably caused some hand wringing too. Even so, Assange ignored their advice and heeded Robertson’s. It turned out to be a brilliant strategic move: not only did Assange get one of America’s best and brightest defence attorneys, the decision also headed off allegations that Assange was anti-Semitic.

The changes to Assange’s legal strategy followed a massive falling out with Mark Stephens who had been his solicitor throughout the battles to keep him in the UK. For Assange, it was yet another in a long line of professional associations that had turned acrimonious; it could be said he now had more ruined relationships than the membership of a lonely-hearts club. At least part of the split appears to be related to the legal fees Stephens’ law firm had charged Assange. Though his firm ‘had charged him the full commercial rate’, lawyers pointed out Assange had received ‘Rolls Royce’ treatment. Assange was able to pay the legal fees with the nearly one million pounds advance from his forthcoming autobiography which would be published by Canongate.

Assange had made an unusual choice of who was going to ghost write what was expected to be a political call to arms. Andrew O’Hagan is better known as an award-winning novelist. His latest offering was a fictitious memoir/biography, The Life and Opinions of Maf the Dog and of His Friend Marilyn Monroe. It wasn’t long before rumours began that O’Hagan was having trouble with his subject at Ellingham Hall.

One person who worked with Assange on the autobiography described an occasionally fraught relationship. They cited a time when Assange, during the drafting stage of the book, had been asked to write his version of events in Sweden. Assange ‘had been incapable of writing anything about his sex life’.

Time and time again the book’s deadline slipped. Eventually Assange pulled the plug, stating that ‘All memoir is prostitution’. Canongate decided to go ahead and publish the first draft, without Assange’s permission, in an attempt to recoup the advance they’d paid him. In what was an extraordinary decision Canongate gained the dubious title of the first publisher in the world to publish an unauthorised autobiography.

Assange is highly defensive about professional relationships that haven’t worked out. When I raised the issue with him he pointed out that WikiLeaks had hundreds of relationships and partnerships on every continent except Antarctica. ‘None of those have failed,’ he said. ‘They are all strong, they have all produced tremendous work.’ He’s right that they have produced extraordinary work but it is also true that some of the most significant relationships, both with individuals within Wikileaks as well as with other organisations, failed. His inability to confront these failures is one of Assange’s most perplexing qualities. Yet he is far from the arrogant and headstrong stereotype portrait by the popular press, particularly in Britain.

When he split from Stephens’ firm Assange linked up with solicitor Gareth Peirce to concentrate on fighting the UK extradition, leaving his barrister Robertson and law professor Dershowitz to work on the US legal issues. Though Peirce is also an accomplished human rights campaigner, she is better known for defending those charged with terrorism. There were some in the Assange camp who thought it was a bad move. Assange had been accused by his many enemies of being a terrorist and it was highly debatable whether employing an expert in defending suspected terrorists was a smart legal tactic.

For less complicated support Assange could rely on his fellow journalists in Australia. The Media Alliance rewarded WikiLeaks’ efforts with one of its most prestigious awards, a Walkley for the most outstanding contribution to journalism. It was a succinct snub to the New York Times which had gone out of its way to call Assange a source, not a journalist. It added to a list of awards won by Assange and WikiLeaks, including Readers’ Choice for TIME magazine’s 2010 Person of the Year, the 2011 Sydney Peace Foundation Gold Medal, and Le Monde readers’ Man of the Year in 2011. The Walkley would help bolster Assange’s case in the US where journalists benefit from the First Amendment guaranteeing free speech. Many journalists in Australia—but not all—were on side. In the government the figures were almost reversed. With the exception of the Foreign Minister Kevin Rudd he was friendless in the senior levels of the Australian government.

His supporters were almost exclusively from the Greens. In the final days of a particularly wet Australian spring in 2011, Greens Senator Scott Ludlam travelled to Canberra Airport to catch a plane to the other side of the world. First stop would be London and then Sweden, as Ludlam attempted to lend political weight to Assange’s fight. It was an uneven battle.

Just a few days earlier US President Obama had travelled the road in the opposite direction—heading in to Canberra to address the Australian parliament. As is often the case he received a rock star welcome, but in Canberra Obama’s presence produced what were described as scenes of adoration from politicians on both sides of politics. When he addressed parliament Ludlam recalled that Obama ‘spoke beautifully of “the rule of law, transparent institutions and equal administration of justice”’. Ludlam was concerned the noble rhetoric would not be matched by action in the case of Julian Assange.

It was becoming increasingly obvious that when it came to Assange both the United States and Australian governments were playing by other rules. Assange was receiving only minimum consular support. No one from the Australian government was publicly protesting or warning that Assange must be treated fairly. The only voice with any support belonged to Rudd who had earlier taken the prime minister and the attorney general to task when they attacked Assange’s activities.

Senator Ludlam had taken the fight to the Australian senate, pointing out that Assange was recognised as a journalist by the High Court in the UK and ‘through WikiLeaks, as a publisher, he has broken no law, just as the people who put his material on the front page of the Age and the New York Times have broken no law,’ he told his fellow senators.

Senator Ludlam wanted to know what the Australian government had done and what it was prepared to do to ensure that Assange was not subject to extradition to the United States, where a grand jury was investigating whether he could be tried under the 1917 Espionage Act, in which on the extreme end of the scale there is a provision for execution, with lesser outcomes of ten years’ imprisonment. Though Senator Ludlam understood that extradition requests came with safeguards, he was concerned that under a bilateral agreement between Sweden and the US Assange could be transferred without any due process at all –‘a form of soft rendition known as temporary surrender’.

In what must be a remarkable first for a country that prides itself on the rule of law, former 2012 Republican presidential hopefuls Sarah Palin and Mike Huckabee had called for Assange to be executed. There has been no investigation into what might be seen as incitement to commit murder. Newt Gingrich, then a strong candidate for the Republican presidential candidacy, declared that Assange had been engaged in warfare and was an enemy combatant, and presumably should be prosecuted as such. In any other case involving an Australian citizen it’s hard to believe that there wouldn’t have been a public outcry from Australia’s political leadership. Drug runners receive more sympathetic treatment. There was little in defence of Assange and he was fast becoming a man without a country.

Senator Ludlam couldn’t even get a full answer from Kevin Rudd on the question of whether the US was preparing an ‘extraordinary rendition’—the kidnapping of Assange by the US if he ever ended up in custody in Sweden. Ludlam acknowledged that Rudd—unlike two lawyers, the prime minister and the attorney general—had recognised the principle of ‘innocent before proven guilty’ but Ludlam demanded more. He urged Rudd to make clear exactly what had been done. ‘I strongly believe it is in the interests of this parliament and the Australian people to know that our foreign minister is not only aware of the matter but is taking direct action to prevent Mr Assange’s rendition to the US.’ In the days leading up to Christmas 2011 no answers had been forthcoming from the foreign minister.

There are few international relationships that are as close as Washington and Canberra. The ANZUS Treaty, a military and intelligence alliance between the two nations, marked its sixtieth anniversary in 2011. Though the treaty might be the public face of common security, it is the more opaque arrangements that are the ties that bind. And it is in this area that WikiLeaks activities may have fallen.

The Intelligence Services Act 2001 that was rushed through parliament after the 9/11 attacks on New York and Washington gave several organisations, including the Australian Secret Intelligence Organisation (ASIO), greater powers and widened the realm of activities that are deemed illegal, including those within the delicate area of strategic and diplomatic relations.

Ludlam particularly wanted to know if Assange’s work at WikiLeaks had ‘implications for Australia’s foreign relations’. If it had it might have fallen foul of the Intelligence Services Act 2001 and account for the rumours that were swirling around Canberra that the Gillard government believed there were aspects of Assange’s activities which may have compromised Australia’s national security, particularly in relation to the United States.

Yet it was WikiLeaks’ own security that caused Assange the biggest problems.

* * *

When Daniel Domscheit-Berg left WikiLeaks at the end of 2010 he took with him thousands of emails from the WikiLeaks files and then he destroyed them. Among the erased documents was a copy of the US government’s ‘No-Fly list’, containing the names of terrorism suspects who are prohibited from boarding aircraft. Domscheit-Berg also took five gigabytes of data relating to Bank of America, the internal communications of twenty neo-Nazi organisations, and US intercept information for ‘over a hundred Internet companies’.

But Domscheit-Berg also took with him something far more important than a treasure trove of documents. According to WikiLeaks he was responsible for persuading a person he called ‘The Architect’, one of the creators of the encrypted drop box system which allowed whistleblowers to keep their identities secret, to leave the organisation.

‘The Architect’, whose name is a closely guarded secret, took with him the access codes to the submission system, effectively closing Wikileaks for business.

Domscheit-Berg’s role in ‘The Architect’s’ decision to leave is mired in mystery. Domscheit-Berg says ‘The Architect’ left of his own free will, but WikiLeaks suggests he was enticed to quit by a manipulative Domscheit-Berg. Keeping ‘The Architect’ on side was clearly vitally important to the organisation, and it was undoubtedly a failure of interpersonal relations and management that he was allowed to walk out the door.

In early September 2011 I tracked down Domscheit-Berg and arranged a meeting in an old hotel in the former East Berlin. He had become somewhat reclusive in the past months, but what might have flushed him out to talk were reports in German newspapers that Assange was suggesting he was working for US intelligence.


I’ve read that I’m with the FBI, that I’m working as a police informer, that my wife is with the CIA, that people attending our wedding were with the Mossad or whatever, you know. It’s basically all the secret services are centred around me, all the police forces are somehow involved with me, and this is all a really big conspiracy. And I don’t even know what to comment to that. It’s so ludicrous in some way that I really wonder who the hell would take that seriously. I’m not working for anybody. You know, I’m working on a project, on an ideal that we are pursuing. And that’s all.



The idea that Domscheit-Berg was pursuing at that time, called OpenLeaks, bore a striking similarity to an updated version of the WikiLeaks Assange had envisioned several years earlier. It seemed that Domscheit-Berg had not only run off with thousands of WikiLeaks cables, not to mention ‘The Architect’—he’d also taken Assange’s idea of a more decentralised version of WikiLeaks.

But it wasn’t just Assange who was having trouble with the former German computer hacker. Assange had already shut Domscheit-Berg out of WikiLeaks during the making of ‘Collateral Murder’ in early 2010 for being untrustworthy.

In August 2011, at a disused East German airfield near Berlin, the Chaos Computer Club (CCC) was holding a summer camp. Though its name might suggest otherwise, the CCC is in fact a respected organisation that defends the rights of individuals against too much intrusion by the state. In Germany the population has not forgotten the problems posed by centralised power, and governments often turn to the CCC for its opinion on the introduction of new technology and data systems. For the previous year the CCC had taken on another role: mediating between Domscheit-Berg and WikiLeaks in an attempt to return material Domscheit-Berg had taken when he left—plus the access codes to the secure drop box.

Domscheit-Berg had a curious explanation for what he did with at least some of the material. He told me he had destroyed it. He also denied that he had been involved in the removal of the access codes. Yet there he was negotiating the return of data and the codes through the CCC. His version of events seemed to change like the Melbourne weather. It seems Assange’s judgement about Domscheit- Berg was right.

The CCC would also come to a similar conclusion about Domscheit-Berg. At the camp he had set up a stall for his OpenLeaks site, which was modelled on Assange’s original idea. Here he asked anyone who was interested to test the site’s security by trying to break its access code—a novel idea to build confidence in a system that Domscheit-Berg hoped would become a challenge to WikiLeaks. There was nothing wrong with that but Domscheit-Berg was also apparently claiming that the site had the computer club’s backing. Coupled with the problems they’d had with Domscheit-Berg’s varying versions of events as they tried to negotiate a settlement between him and Assange, the CCC found enough reason to expel him.

Cast out from Germany’s most prestigious computer club Domscheit-Berg set out to prove his point that WikiLeaks could not be trusted to protect its sources, or the material it held. This was one of the reasons why Domscheit-Berg said he had left the organisation.

It was known that WikiLeaks stored its secret documents in various Internet-accessible computers around the world, where the material was protected by an encrypted code. Assange described the security as being military grade. That was true, all the time the code remained secret. But Assange had trusted reporters at the Guardian with the code, who either didn’t understand the significance of what they had, or weren’t told it needed to be closely protected. It would prove to be a major problem for Assange and WikiLeaks in the months ahead.

Assange’s somewhat abrupt manner in dealing with people he deemed beneath him was another problem that would come back to haunt them. Several months earlier he’d had a falling out with Icelandic Wikileaks’ volunteer, Herbert Snorrason. Significantly the disagreement had involved Domscheit-Berg.

‘The most specific disagreement I had with Julian was that he alleged that Daniel acted maliciously and that Daniel was after Julian’s job,’ Snorrason said. ‘I requested evidence because I was sceptical of the claim.’ Assange was not impressed by this questioning from someone he considered an underling. He told Snorrason: ‘If you have a problem with me you can piss off.’ Snorrason recalled: ‘My immediate reply was so be it. I left and I have not spoken with Julian since.’

It might have paid Assange to treat Snorrason better. On a flight home to Iceland he read the WikiLeaks book produced by the Guardian’s reporters David Leigh and Luke Harding. Incredibly, there in black and white they’d printed a password, confidentially given to them by Assange to open the encrypted Cablegate files. ‘My immediate reaction when I noticed the password was—holy crap this isn’t happening,’ said Snorrason.

Snorrason drove to his grandparents’ home close to Reykjavik Airport. If the password opened the cables, all the names of US informants would be revealed. Snorrason fired up his computer and carefully typed in the code. Seconds later the Internet file opened up. Snorrason says he immediately realised that ‘this was something very dangerous’. His main concern was that ‘the release of those documents could put people’s lives at risk’.

Snorrason had a choice of whom to tell. He could have contacted Assange and warned him. But since the fallout his relationship with Assange was non-existent. He contacted his friend and Assange’s rival, Domscheit-Berg, in Germany to tell him what he’d found.

For Domscheit-Berg it was manna from heaven. He believed Assange had stumbled badly—and played into his hands. ‘Sharing the password for the master copy was I think a big mistake,’ he told me. Domscheit-Berg had been in regular contact with a reporter at a radical newspaper Der Freitag, which was located a short stroll from Berlin’s Brandenburg Gate. Domscheit-Berg called him. Exactly what was said is not clear but Domscheit-Berg admitted that he told him the password was now public. According to Domscheit-Berg it was ‘just a matter of time’ before someone discovered the password. But he made it a certainty not only that it happened, but that it happened quickly.

Assange generously says he assumed it was probably not a malicious decision by the Guardian’s journalists to publish the secret password in the book. ‘It was just extremely arrogant and careless,’ he said. ‘Where there may be genuine criticism levelled at me and the decision-making of the organisation, is that actually we trusted the Guardian.’

As websites started springing up around the world publishing the cables in full, Assange decided to make them available on the WikiLeaks website. It would be a decision that would earn him opprobrium even from his onetime supporters. ‘Given that the material had already been published, at that stage we determined that, well, actually we have to give this to the public, we have to give this to the journalists, we have to give this to human rights workers,’ Assange said. He was behaving like any journalist who didn’t want to be scooped, particularly on his own story. But as one WikiLeaks volunteer said: ‘He could have waited and let the others take the heat.’

It seems that everyone was at fault here: Assange for trusting the Guardian not to reveal the password, while at the same time using a password that could open all the files at once; the Guardian for publishing the password; and probably worst of all, Daniel Domscheit- Berg, who pointedly did all he could to embarrass Assange, with little concern for the lives of US informants and intelligence operatives named in the cables. Assange claims that when he was told that Der Freitag was going to publish he tried to talk the newspaper out of it, and when that failed he contacted the US State Department. Assange says they were extremely unhelpful.

Assange was accused of being careless and potentially placing lives at risk. That there’s no proof of anyone being killed or even injured as a result of the disclosure isn’t important. WikiLeaks had failed to protect the data given to it by a source and, regardless of the reasons, it was a major black mark against the organisation.

Now WikiLeaks faced an uncertain future. The man accused of leaking most of WikiLeaks’ most sensational material, army intelligence officer Bradley Manning, appeared in court in mid-December 2011. For the first time the world was given a view of a diminutive figure who had been bullied in the army—a man his attorney said should never have been sent to Iraq. At one time he had been found curled up in a foetal position; at another, he had sent photographs of himself dressed as a woman to a superior. He was a misfit in a culture where fitting in had its own problems.

What is now apparent is that the investigators had been looking for evidence of Manning’s relationship with Assange: specifically, evidence that Assange had directed Manning to hand over US secrets. It would make Assange complicit in espionage. They found a number of searches on Manning’s computer for ‘Julian Assange’ and electronic correspondence between Manning and someone called ‘Julian Assange’. It was not enough, apparently, to mount a prosecution.

But there was growing evidence that the US was determined to find any way it could to prosecute Assange. Eric Hodder, the attorney general, had said as much in 2010 when he told a press conference in Washington that Assange may not necessarily be charged with espionage. There were any number of different areas of US law that WikiLeaks may have broken, and not just the Espionage Act. He said the Espionage Act ‘is certainly something that might play a role, but there are other statutes, other tools at our disposal.’

* * *

On 1 February 2012 the London area health department issued a Cold Weather alert, warning of plunging temperatures. Standing opposite those symbols of church and state, Westminster Abbey and Parliament, the Supreme Court looked particularly grey in the morning gloom. It was hardly a good omen for Assange as the UK’s most powerful court began examining his final appeal to the British judicial system. Assange’s new legal team was now reduced to one argument: that the Swedish prosecutor who ordered Assange’s arrest through the European Arrest Warrant was not a judicial officer.

As the legal team drew together its case, Assange could at least take solace from one now indisputably agreed fact: he had not fled Sweden to avoid arrest. The comments by Magistrate Justice Riddle twelve months earlier, that ‘Assange had clearly attempted to avoid the Swedish justice system before he left the country’, were now accepted by the Swedish Prosecuting Authority as wrong.

The twelve-page statement tendered before the final court of appeal laid out the bare facts. They made extraordinary reading and did much to reinforce Assange’s argument that there was something amiss in the state of Sweden.

On 14 September 2010 Assange’s then Swedish lawyer had written to the Swedish prosecutor asking whether Assange was ‘permitted to leave Sweden’. The next day the prosecutor wrote back stating that Assange ‘was free to leave’ the country. Assange’s lawyer had even asked whether the ‘interrogation could take place over the next few days,’ but he was told ‘it could not because the investigator was ill’.

Assange had also ‘offered to return to Sweden for interview on Sunday 10 October or on any date in the week commencing 11 October 2010. The Sunday was rejected as inappropriate. The week commencing 11 October 2010 was later rejected as being too far away.’

Assange finally left Sweden on 27 September—three days before his lawyer was told that an arrest warrant had been issued. What’s intriguing is that the warrant was apparently issued—unbeknown to Assange or his legal team—just a few hours before Assange flew to Germany for a long arranged meeting. Though Assange wasn’t stopped at the airport, his computer, which he had checked in as baggage, did go missing—and has never turned up. There are reasonable grounds for speculating that it was intercepted either by Swedish police or a Swedish state intelligence agency.

If there was some question about what law enforcement agencies were up to in Sweden, in the United States the picture was much clearer. As the seven members of the UK Supreme Court retired to consider their decision, on the other side of the Atlantic US authorities began moving from mainly covert to overt operations against Assange and his WikiLeaks supporters.

When documentary maker Laura Poitras, who had spent several days filming with Julian Assange, flew back to her home in New York, US border guards stopped her at the airport. Poitras, with her films on the Iraq War, the War on Terror and one now featuring Assange, had been honoured with many awards. But just as Poitras had grown used to the support of her peers, she’d also grown used to being questioned whenever she arrived back in the US.

As she disembarked the aircraft two men approached her, introducing themselves as Homeland Security officials. Poitras took out her pen and began making notes of what they were saying. It seems it was the wrong thing to do. ‘They said, “You need to put your pen away” and I said, “No, I’m a journalist, I’ve been advised by counsel that I should take notes of these detentions and I’m not going to stop doing it”’.

Nothing that Poitras had been involved in before prepared her for what happened next. ‘They said, “You need to put away your pen or we’re gonna handcuff you.”’ Poitras is mildly amused as she tells the story.

‘It’s pretty, pretty absurd when you’re talking to two people who are both carrying guns and they’re telling you that taking notes is threatening to them. They knew I’d come from the UK and I’d been filming with Julian. The intelligence agencies certainly know the work that I’ve been doing.’

Poitras gave the two men a slight goading. If a pen was a potential weapon—could she have some crayons then? Poitras had become the latest victim of an increase in surveillance and questioning. It seemed that the US was either desperate for more information to prosecute Assange—or was building on information being gathered by a grand jury sitting in Virginia.

In May 2012 Smari McCarthy, who had worked on ‘Collateral Murder’ and was now an executive of the Icelandic Modern Media Initiative (an organisation developing new laws to protect whistleblowers and journalists), flew into Washington to attend a conference on security and the Internet being held at the Newseum, where just two years earlier in a speech Hillary Clinton had extolled the virtues of an open Internet. But much had occurred since then. McCarthy had been concerned enough to tell legal advisers back in Iceland what to do if anything happened to him.

He didn’t have to wait long. As he left the aircraft two border guards approached him and demanded his passport. ‘Yes, this is the guy,’ they said. McCarthy was questioned for several minutes about the reason for his trip before the guards got to the point: ‘Well, you know the reason we’re actually asking you these questions is because we know you’re related to WikiLeaks.’ They asked him if he was in contact with Julian Assange. When he told them he wasn’t they sent him on his way.

The reprieve was short lived. After the conference McCarthy had a drink with friends before heading to the Washington Metro. He missed the last train and as he walked out of the Archives Station, just across Pennsylvania Avenue from the J Edgar Hoover Building housing the headquarters of the FBI, two men confronted him. Introducing themselves as FBI agents they tried to question him but McCarthy refused to answer, saying he didn’t have a lawyer present and, just as importantly, ‘I’ve had some beers’. The men gave him a piece of paper with an email address on it and told him to contact them. But the address looked strange. ‘It was handwritten and the email address was not at FBI.gov as you would expect from FBI agents.’

Just why they wouldn’t give an FBI email address, which would contain their names, puzzled McCarthy. Their explanation was even more bizarre. According to McCarthy they told him: ‘If we give you our full names, then there will be retaliation against us personally from Anonymous.’ The two men seemed worried he might be a member of the cyber-hacker group Anonymous, which had provided information to WikiLeaks. McCarthy said: ‘Who the hell do you think I am? I’m not like the grand master of Anonymous. I don’t even know anybody in Anonymous.’

McCarthy’s experience could be dismissed as an oddity, but in the backstreets of Paris, not far from the Gare Du Nord railway terminus, there was someone with a very similar story. Jérémie Zimmermann heads up La Quadrature du Net, an advocacy group for Internet freedom. Zimmermann’s group had campaigned strongly against the Anti-Counterfeiting Trade Agreement (ACTA) being pushed by the US and criticised by organisations such as Médecins Sans Frontières for possibly restricting the use of generic medicine in developing countries—and they had already had some wins in the European Parliament. Zimmermann describes Assange as a friend and had recently appeared on Assange’s new TV chat show broadcast on Russian TV and the Internet.

Earlier this year, as he prepared to board a plane at Washington’s Dulles International Airport, two men stopped him and questioned him while another held the plane. They didn’t say where they were from, but because the third man was standing at the door of the aircraft preventing it from leaving he understood that they had a certain degree of authority—sufficient to stop a transatlantic passenger jet from leaving the US. They told him his name had been mentioned in a criminal investigation for conspiracy, which Zimmermann took to mean the grand jury investigating WikiLeaks. Zimmermann said he told them that as far as he was concerned he had a choice: he could either talk to them, or go through a more normal legal process.

One of the men became agitated. ‘This is where he replied immediately: “Have you ever been arrested? Have you ever been to jail?”—in an obvious attempt to intimidate me.’

From what Zimmermann could deduct, the FBI officers were trying to turn him into an informant against Assange. If true it would fit a pattern of activity involving the questioning of WikiLeaks supporters.

* * *

US attorney Michael Ratner, sitting back in the Manhattan office of the Center for Constitutional Rights, was very well aware how tricky the fight could get. As Emeritus President of the Center he had been closely involved in some of the biggest recent battles— exposing the torture of prisoners at Guantánamo and winning legal victories for them all the way up to the US Supreme Court. Now he had taken on representing Assange in the US. What he saw in the way Zimmermann and McCarthy had been treated was a pattern of deception. They had been stopped by people who produced scant evidence to prove who they were. But ‘when they get pushed’ they admit they’re FBI. And what that proves, according to Ratner, is more evidence of the grand jury investigating WikiLeaks. They were not gathering more material on Bradley Manning. ‘This is a Justice Department investigation of civilians,’ he said.

Even Assange’s UK legal advisor Jennifer Robinson appears to have been caught in the US dragnet. She had had a long day at work and was late for the airport. Robinson made her way to Paddington railway station and caught the Heathrow Express—a high-speed train that takes passengers into the heart of the airport complex.

Robinson rushed into the terminal and handed over her Australian passport as part of what should have been a simple procedure, an Australian citizen returning home to Australia. But the woman behind the desk became puzzled. She told Robinson: ‘Look, this is odd. You’re Australian, you’re travelling home to Australia, you shouldn’t need a visa.’ I said, “Well no, I’m Australian. Here’s my passport, I’m going home”, and she said, “I can’t check you in”.’

A security officer took Robinson’s passport away and came back fifteen minutes later. She handed Robinson’s passport to the woman behind the desk and said: ‘She’s inhibited. We can’t check her in until we’ve got approval from Australia House.’

Though Robinson was eventually allowed to catch the plane, she has still not received an explanation why she is on a so-called ‘inhibited list’. It does not appear to be an Australian government term. But the US Department of Homeland Security apparently uses the phrase to identify people who are on an airport watch list.

In early June the UK Supreme Court brought down its decision, making the determination that the Swedish prosecutor was a judicial officer. Assange’s legal team immediately signalled they would appeal yet again. And so the clock started ticking for the last time (as it would turn out to be) for Assange’s final attempt to avoid extradition to Sweden.

When the Supreme Court justices returned after deliberating for just eight days, the bench was split. The trouble for Assange was the division went 5–2 against him. He would have two weeks to get ready to travel to Sweden.

Assange was no longer at Ellingham Hall where he’d spent so much of his period on bail—the rambling manor house had become too crowded when Vaughan Smith’s wife announced she was expecting another addition to the family. Assange shifted down the residential ladder, but only slightly. He moved to another supporter’s home, a lodge on Lord Abergavenny’s Eridge Park estate, near Tunbridge Wells, in East Sussex. Caterer and chef Sarah Saunders put up £20 000 bail for Assange in 2010, having met him through her stepfather Gavin MacFadyen, the director of the Centre for Investigative Journalism. Now she invited him into her home. But Saunders insists their relationship was not romantic. ‘He has many, many young suitors,’ she laughs. ‘I’m far too old to go out with Julian. He doesn’t want to go out with someone old.’

Assange did have one last card to play: an appeal to the Human Rights Court in Strasbourg. And that was what he was mulling over the night of the Supreme Court decision when there came a late-night knock at the door.

Assange answered and was confronted by an officer from the security company that monitors the bracelet he wears—a condition of bail, it tracks his every movement. Since it was 10.30 at night, Assange asked them to return in the morning. ‘I had been detained for 561 days by that stage so [it] seems a very unusual coincidence that they would turn up at 10.30 p.m. the same night that our appeal to the Supreme Court case was rejected,’ Assange told me.

The next day the security company filed a breach order against Assange, meaning he ran the risk that his bail would be revoked. Assange said the security contractor promised to send information to his lawyers proving it was a routine maintenance, but ‘that information never appeared’. Assange became concerned about the unfolding sequence of events.

The next evening the security contractors reappeared and fitted a new electronic manacle to his leg. The same day the Crown Prosecution Service, acting on behalf of the Swedish Prosecuting Authority, requested that the fourteen days that he had to apply to the European Court of Human Rights be reduced to zero. If that happened, Assange would have no way out. He would have to go to Sweden.

* * *

On 15 June 2012 I arrived in London with my colleague Wayne ‘Harls’ Harley to interview Assange as part of an ABC TV Four Corners program, which would go to air the following month. It was a tight schedule but we managed to secure two interviews, one with Jennifer Robinson and the other with Per E Samuelson, Assange’s Swedish lawyer.

As usual with Julian, getting an interview was always going to be difficult. As Harley and I juggled the itinerary we decided to spend three days in Sweden. For that leg of the trip we had lined up interviews with Claes Borgstrom, the lawyer for the two women, and Karin Rosander, the representative of the Swedish Prosecuting Authority. It was important to get as much done as we could before the Midsummer Festival, when everything shut down for a four-day holiday and the Swedes headed out to the Australian equivalent of the fibro shack at the beach.

At around 4.30 p.m. on 19 June we headed out to the airport, travelling through the heart of London, past the famous Harrods Department store towards the M4 motorway and Heathrow. It was of no importance at the time but just nearby was the embassy of the Republic of Ecuador. We would only discover what had happened in that unprepossessing Knightsbridge side street when we arrived at Stockholm’s Arlanda Airport at midnight. As I turned on my mobile phone a cryptic message from the Four Corners executive producer back in Sydney appeared: ‘Julian Assange is seeking political asylum in Ecuador Embassy.’

Driving in the eerie midnight light and pondering what to do next as we headed into Stockholm, I spoke to ABC radio who had managed to track me down for a chat about what it all meant. It’s at times like that you become more aware than ever how communications have shrunk the planet. We might all be in the global village, but at that moment Assange had made Harls and I feel like the global village idiots.

Yet again Julian Assange, the great collectivist, had revealed the other side of his political character—the individualist. It is one of Assange’s infuriating qualities but it goes to the heart of understanding his philosophy: the individual’s right to privacy balanced against demands that the state be more open. For Assange, his belief in his right to take unilateral action was bolstered by another consideration, by not telling anyone, including his legal team, about his decision to seek political asylum he protected them from accusations of complicity.

Ecuador appeared an unusual choice for Assange given its government’s treatment of journalists. Reporters Without Borders, Human Rights Watch and Amnesty International have all severely criticised Ecuador’s attack on free speech. The Committee to Protect Journalists’ (CPJ) assessment was most damning: ‘CPJ research shows that President Correa’s administration has led Ecuador into an era of widespread repression by systematically filing defamation lawsuits and smearing critics.’

It’s true that President Rafael Correa pardoned several journalists who had been found guilty of defaming him, but there are other cases of radio stations being shut down by the government because they were behind with payments for their licence fees. There’s no doubt that Correa had been dealing with a full scale assault by entrenched interests from those who were threatened by his reforming left government, but it still sits uneasily with Assange’s campaign for transparency and freedom of speech.

Speaking by phone from inside the Embassy, Assange is clearly irked by the criticism: ‘I’m not saying that Ecuador is not without its problems, but the freedom of speech problems in Ecuador are certainly no worse than the ones here in the UK. The attempts to sort of look at Ecuador through that window and therefore try and suggest that I’m hypocritical in some way, well, look—any other country wants to walk up to the bat to give me asylum, we’ll consider it, but at the moment only Ecuador is courageous enough.’

Once again it looked like Assange was about to make history. The biggest leak ever, the first time the UK Supreme Court had given leave to appeal one of its own decisions, and now possibly the first Australian to be offered asylum for his political views. Persuading Ecuador to help, though, it would not necessarily be that easy. Ecuador needed to agree that Assange had a well-founded fear that Australia would not protect him. In other words, that the Australian government had abandoned one of its citizens.

It’s easy to understand why he had lost faith in support from his own government, and it goes back to the heady days of Cablegate, when Prime Minister Julia Gillard made plain her feelings: ‘I absolutely condemn the placement of this information on the WikiLeaks website. It is a grossly irresponsible thing to do—and an illegal thing to do.’

Gillard’s reaction has often been reported through the prism of Australia’s grovelling support of America, a nation fearful of confronting its powerful ally. But it is possibly simpler than that. The prime minister had a personal issue with Assange, and a score to settle: the release of the Cablegate documents, which later so embarrassed her and unmasked the ALP plotters who had planned the coup against Kevin Rudd. One leaked US cable reported: ‘Don Farrell, the right-wing union powerbroker from South Australia told us Gillard is “campaigning for the leadership” and at this point is the front-runner to succeed Rudd.’

The US Embassy in Canberra also reported that ‘the PM’s brother Greg [Rudd] told us ... that Rudd wants to ensure that there are viable alternatives to Gillard within the Labor Party to forestall a challenge’. The cable added that ‘Mark Arbib once told us a similar story’. Though the cables were published well after Gillard made her attack on Assange, the government had full knowledge of the contents well in advance. As part of the investigation into Bradley Manning, the US had tipped off its Australian ally about what to expect.

Yet it wasn’t just the prime minister saying Assange was guilty of taking part in a criminal act, which it was not, or the attorney general saying he had fled Sweden to avoid arrest, which he had not, which raised questions about the federal government’s attitude towards Assange and WikiLeaks. The federal government has repeatedly delayed responding to Freedom of Information (FOI) requests, and Foreign Minister Bob Carr skirted the question when asked whether Assange was a journalist, undercutting his primary defence if he was extradited to the US. Carr went further: ‘There’s an amorality about what’s been at work here,’ he said of WikiLeaks’ revelations.

Though Carr maintained the Australian government was giving Assange full consular support, the stalling, the attacks and the obfuscation fitted a pattern. From the limited release of information under FOI it has been revealed that instead of seeking assurances that Assange would be treated fairly if he were ever to be extradited to the United States, the Australian Embassy in Washington has been more heavily focused on the possible political fallout back home in Canberra.

According to the heavily censored cables, what the Australian Embassy sought was not a promise that Assange will not be prosecuted by the US but a ‘heads up’ when any possible action against Assange or WikiLeaks may be about to take place.

For Assange, the final evidence that he had been abandoned by his own government came when Attorney General Nicola Roxon wrote to his lawyers just before he sought asylum, saying, ‘Australia would not expect to be a party to any extradition discussions that may take place between the United States and the United Kingdom or the United States and Sweden, as extradition is a matter of bilateral law enforcement co-operation.’ The letter added that ‘should Mr Assange be convicted of any offence in the United States and a sentence of imprisonment imposed, he may apply for an international prisoner transfer to Australia’.

At one time Ecuador said it was holding over its decision about Assange’s fate until after the end of the Olympics to prevent any embarrassment to the British Government. The chosen date, 12 August 2012—a day known as the ‘Glorious Twelfth’—is the first day of the UK’s grouse shooting season. The day came and went without a word from the Eucadorian Embassy. Like so much in the story of Julian Assange, even the date of the announcement had become as unpredictable as the man himself.

Four days after the shooting season started Ecuador announced that it would become Assange’s protector. It was through a very old-fashioned medium that it brought the message to the world that the editor-in-chief of the newest instrument of publishing power was safe—at least for the present—from extradition to Sweden. Speaking at a televised news conference in the Ecuadorian capital of Quito, Foreign Minister Ricardo Patiño announced that there were sufficient indications to presume that Assange could face ‘political persecution’, that he would not get a fair trial in the United States, and could face the death penalty there.

For Assange, political asylum in Ecuador carried an added bonus; it put him outside the reach of the ‘Anglo’ intelligence and security club—the United Kingdom, the United States, Canada, Australia and New Zealand, known collectively as UKUZA—whose most powerful member, the US, had been so angered by the Cablegate exposures.

Britain’s actions smacked of the kind of gunboat diplomacy of a bygone era. The British Foreign and Commonwealth Office responded by threatening to invoke sections of the Diplomatic and Consular Premises Act 1987 that gave them the right to raid the mission and snatch Assange. It’s questionable whether it would have been so strident with a more powerful country, but it probably saw Ecuador as fair game for a bit of sabre rattling. The threat was wrapped in the wording of the Act which said that the secretary of state could act if he or she was convinced under international law that the mission posed a threat to public safety, was in breach of the country planning act or posed a threat to national security.

A communiqué from the Foreign Office to the Ecuadorian Government put it more bluntly. The Diplomatic and Consular Premises Act 1987, would ‘allow us to take actions in order to arrest Mr Assange in the current premises of the Embassy’, it said, adding without irony, ‘We sincerely hope that we do not reach that point, but if you are not capable of resolving this matter of Mr Assange’s presence in your premises, this is an open option for us.’

Yet the threat in itself created a diplomatic incident. For if Britain could withdraw consular protection from countries accepting political asylum seekers, then British missions overseas weren’t protected either. The potential repercussions were enormous. The United States had just recently given sanctuary to a Chinese dissident at its Beijing Embassy. Someone on the other side of St James’s Park, where the Foreign Office is ensconced in the cream-coloured splendour of Whitehall, was clearly having a bad day.

The diplomatic blunder took some of the heat off Assange, who holed up in a tiny office had made some strange decisions recently. These included supporting the writing of a spoof New York Times column in the name of Bill Keller, the former executive editor. Assange certainly thought it was a great joke, but others saw it as a juvenile act. Maybe the stress of being cooped up was beginning to have an effect. Or maybe Assange was just getting bored. Whatever the case, his enemies were keen to use it against him. And there were an ever-increasing number of them who wanted him discredited and WikiLeaks destroyed.

As he bedded down for his 57th night at the embassy Assange may well have pondered his extraordinary life over the past two years. He could be justly proud of being Australia’s most awarded journalist, and he had won a number of extraordinary legal firsts. But Assange had just gained another distinction which he could have probably done without. He was now being cited as Australia’s first political refugee.
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THE TROUBLE WITH HILLARY

The mid-summer sunrise in Knightsbridge lights up the Ecuadorian Embassy, bathing it in a warm red glow. The forecast weather on the 58th day of Assange’s confinement—22 degrees centigrade and cloudy—was a reminder that even in Britain the winter ends. It was something that Assange and his Ecuadorian hosts had in common. They were both strangers in a cold country. For the first day since he entered the embassy on 19 June 2012, Assange could rest and reflect on the statement from Ecuadorian Foreign Minister Ricardo Patiño the previous day: Ecuador believed Assange’s fears of political persecution were legitimate and thus Ecuador would grant him conditional asylum. ‘We placed the same type of conditions that are the norm in international relations, such as him [Assange] not making political statements that could affect our relations with friendly countries,’ Patiño said later. Maybe Assange wasn’t listening for he appeared to take little notice of a statement that went against the spirit of granting asylum.

* * *

In Damascus the first signs of opposition to the regime of President Bashar al-Assad had begun to stir a few months earlier. As the Syrians fought for their freedom, WikiLeaks released a tranche of files on 5 July, including more than two million emails from Syrian political figures, ministries and associated companies, dating from August 2006 to March 2012 which not only embarrassed the Assad regime, but revealed the hypocrisy of the West. An Italian company was exposed for continuing to sell communications systems to Syria and a UK public relations outfit was found to be offering ways to transform the image of Assad and his wife, Asma al-Assad, who seemed to be more concerned about the state of their palaces and gardens than the plight of their people. The emails may have given succour to those battling against Assad, but they did not provide the kind of hard evidence that could make a real difference. All that would change over the next five months as a Lebanese-born German citizen, Khaled El-Masri, used WikiLeaks documents to expose how he was the subject of CIA torture and illegal rendition. When El-Masri began his fight for justice he knew nothing of WikiLeaks and even less about the relationship between the United States and the International Criminal Court (ICC). Yet they would both play a large part in what happened to him.

Although the United States originally signed up to the ICC, which had been established specifically to investigate and prosecute war crimes, over the years Washington had begun demanding special exemptions for US citizens. In 2002, in what could be seen as a pre-emptive move as it prepared for war on Iraq, the United States pulled out of the ICC altogether. The United States might see itself as a liberator but it would be answerable to no one in the carnage to come.

Yet even withdrawing from the ICC only partially solved the problem for Washington. Other countries that had signed up were still bound by the agreement, so any US citizen could still be sent to the ICC in The Hague to face trial by any of those countries that were signatories to the ICC. The United States began pressuring smaller countries to sign a separate agreement that would never allow a US citizen to be extradited to The Hague. Many countries that stood by their principles of universal justice and refused to sign were punished by the United States, losing financial aid and other benefits Washington doled out to its favoured nations. The most vulnerable nations had little choice but to sign. One of the first countries to agree to the US terms was Macedonia, now known as North Macedonia. In this tiny State created by the bloody break-up of the former Yugoslavia after the 1990s Balkans war, the Americans were unencumbered by international law. North Macedonia, an impoverished country struggling to rebuild itself, relied on US support to hold at bay the potential cross-border threat from its old enemy, Serbia. In return the United States asked North Macedonia for much more than simply opting out of the ICC; Washington demanded involvement in a secret and dirty operation to be waged by the CIA at the direction of US president George W Bush.

As old local loyalties reasserted themselves in the Balkans; travel for foreigners became more hazardous—particularly if you had an Arabic name, as Khaled El-Masri would find out. Unfortunately his name was similar to that of the notorious Al-Qaeda bombmaker, Abu Khabab al-Masri. After experiencing what he said were some marital problems, El-Masri decided to take a short break in North Macedonia, where he was told the cost of living was cheap and he could take some time to sort himself out. On New Year’s Eve 2003, he farewelled his wife and family and made his way to the local bus station in the German city of Ulm where he bought a return ticket to the North Macedonian capital, Skopje. Everything seemed to go well on the fourteen-hour trip until the bus reached what looked like the toll gates of a motorway. The low-slung blue structure marked the remote frontier with North Macedonia. While the bus continued on El-Masri remained behind, detained by the border guards. It was not the New Year celebration he had been planning. All he managed to understand from the guards as they became increasingly drunk in the lead-up to midnight was that he was being detained because there were some irregularities with his passport.

The next day he was taken to the Skopski Merak Hotel in Skopje. Tucked away in a side street just outside the old city, the building is recognisable as a hotel, but only just. The trees are overgrown and the hotel sign which once elegantly decorated the side of the building is gone, replaced by a functional sign on the roof. El-Masri could identify the place later because he remembered the décor and photographs of some of the waiters on the hotel’s website. By all accounts although the food might have been reasonable, the waiters had a bad attitude, much like the men who locked El-Masri in one of the hotel rooms and interrogated him. Over the following days, he was questioned in English, a language he barely understood. When he tried to leave, El-Masri said one of the men pulled out a gun and threatened to shoot him.

One week later a person El-Masri believed held a senior position in the group of kidnappers asked him directly if he belonged to Al-Qaeda. Dissatisfied with his answer, they blindfolded, handcuffed and bundled El-Masri into a van which drove off at high speed. He says he was beaten and kicked, anally raped and then frogmarched onto an aircraft. El-Masri was told he would be going home to Germany, but as the hours passed, he realised that wasn’t the case. The flight was far too long. Flight records show that an aircraft operated by the CIA flew from Majorca to Skopje, then to Baghdad. It finally arrived in the Afghanistan capital of Kabul at the time El-Masri was being transferred. El-Masri was held in solitary confinement in a tiny cell with just a bucket for his waste for the next four months, and was repeatedly interrogated. He frequently demanded to see someone from the German Embassy or a lawyer to prove his innocence. El-Masri did not know anyone in Al-Qaeda, he had never been to Afghanistan and he was not a terrorist. He was simply a carpenter from Germany with marital problems. Right from the beginning of his incarceration there was doubt that El-Masri was a terrorist among those who held him. As early as January, one CIA lawyer argued about the weakness of the justification for detaining El-Masri. ‘Bureaucratic infighting’ in the CIA between a top secret group codenamed ALEC Station, which was hunting Osama Bin Laden, and the counter terrorism group broke out about how to handle his case. One option, which involved handing him over to the US military was vetoed because he would then be registered with the Red Cross, and without grounds to suspect he had a role in Al-Qaeda ‘the US would have no grounds to detain him’ and ‘he could be a free man within hours’. In February ALEC Station was asked to release El-Masri because there was ‘a lack of compelling reason, or intelligence information to warrant El-Masri’s detention as a terrorist’. Yet he was still held. So Khaled El-Masri remained imprisoned, not because he was guilty of being a terrorist, but because he might be freed and reveal the CIA’s secret extraordinary rendition program that saw an estimated 130 people picked up off the streets between 2001 and 2005.

For two more months as the squabbling continued, El-Masri remained a prisoner and was refused permission to speak to anyone in the German Embassy or to see a lawyer. As his psychological state deteriorated, El-Masri began a hunger strike. He lost 22 kilos. A CIA psychologist who examined El-Masri described him as ‘openly tearful and speechless’, suffering from ‘feelings of helplessness, hopeless ... [and] wishing he was dead’. Another psychologist confirmed the intensity of El-Masri’s ‘depression, loneliness, hopelessness and anger’. Both psychologists recommended that El-Masri be released— not because he was innocent or because he was suffering from mental health issues, but because of the necessity of avoiding problems of ‘potential long-term issues for HQs’. In other words, head office might be held to account and the CIA officers in Afghanistan would be asked to explain themselves.

Several weeks later the CIA finally allowed a German Security officer to meet with El-Masri. As the CIA had known for months, he was not a terrorist. By the end of April 2004—four months after El-Masri had been picked up—CIA director George Tenet had been told in clear terms what had happened. But it would take another month for El-Masri to be finally freed after national security advisor Condoleeza Rice was informed. It seems that the CIA’s bungled rendition had been kept secret from both Congress and Rice.

Within a few days El-Masri was taken from his prison cell, blindfolded and driven to a nearby airfield. When the plane touched down several hours later he was bundled into another four-wheel drive and driven over rugged and paved roads for three hours before he was transferred to another vehicle. Three hours later the car stopped at the top of a hill. El-Masri’s blindfold was removed and he was told to walk down a road. He believed he would be shot in the back. He had no idea where he was, but when he was met by a group of armed men at the bottom of the hill, they told him he was in Albania. The next morning they took El-Masri to Mother Theresa Airport and put him on a plane to Frankfurt. Bedraggled and wearing a grimy T-shirt when he landed, German immigration were suspicious, but let him into the country, where he was reunited with his wife. In what must rate among history’s great acts of self-delusion and hubris, before being released the CIA instructed El-Masri not to talk to the media about what had happened.

El-Masri followed their instructions to the letter and talked to a lawyer instead. It might be thought that El-Masri had a good case to bring against the US government. The Office of the Inspector General of the CIA concluded after a lengthy investigation that there had been an insufficient basis to render and detain El-Masri in the first place, and that the ‘agency’s prolonged detention of El-Masri was unjustified ... The CIA had failed to take responsible steps to verify El-Masri’s identity’. And that the Osama Bin Laden taskforce ALEC Station ‘exaggerated the nature of the data it possessed linking El-Masri to terrorism’.

The Inspector General referred the case to the US Department of Justice for potential prosecution, but the US attorney for the Eastern District of Virginia declined to proceed. El-Masri brought a civil case against the CIA director George Tenet, several CIA officers and three aviation companies that had been used to fly him to and from Afghanistan. But when El-Masri tried to enter the United States to pursue the case—with the help of the American Civil Liberties Union—he was turned away, barred from entering the country.

El-Masri’s case was rejected in the civil courts because ‘state secrets’ were involved. He appealed to the US Supreme Court, but at the request of the White House it refused to review the matter. For those who view the United States as a standard bearer of democracy and the rule of law these decisions would be a rude awakening. The United States had not only pulled out of the ICC, to prevent its military from being answerable to independent judicial process, now it had locked its courtroom doors to any foreigners who wished to find justice in the United States as well. Even cases with a bedrock of hard evidence would be shut out. In the El-Masri case the Inspector General had already admitted that the CIA had been responsible for gross human rights abuses.

What is telling is just how far the United States would go to keep secret its illegal rendition program, its ‘black’ sites spread across the world where the CIA tortured and psychosocially damaged scores of people.

The Bush administration knew that the El-Masri case threatened to reveal hugely embarrassing details about the rendition program, so it attempted a pre-emptive strike. Just before El-Masri was freed, the United States contacted the German Government, warning it about what had happened to El-Masri. Under the imposing glass dome of the Reichstag parliamentary building in Berlin, debate raged over how to handle the issue. Politicians on the left favoured indicting the kidnappers and holding the CIA to account. Others were not so sure.

WikiLeaks cables revealed that in Munich, the state prosecutor wasn’t waiting for the Berlin politicians to make up their mind. The news media were reporting that he’d issued arrest warrants for thirteen CIA officers for abduction and causing El-Masri grievous bodily harm, and that he would soon be seeking their extradition from the United States to Germany.

What troubled the United States most wasn’t so much the warrants but the media reports that the US government wasn’t concerned about what it called ‘developments in the El-Masri case’. In fact, their concern verged on anger.

* * *

In his office at the US Embassy, next to Berlin’s Brandenburg Gate, John M Koenig, the deputy chief of Mission, may not have been overjoyed to be working after 5 pm but he was certainly happy not to be outside on the Pariser Platz where the temperature was already heading towards zero. On 6 February 2007 Koenig sent a secret cable to the State Department in Washington. Such was the sensitivity of the material he classified it N/F, which meant the other members of the Five Eyes intelligence sharing agreement were excluded from reading it.

Koenig wrote that he had told the German deputy national security adviser Rolf Nikel that ‘issuance of international arrest warrants would have a negative impact on our bilateral relationship’. He had reminded Nikel of the repercussions to the US–Italian bilateral relations in the wake of a similar move by Italian authorities the previous year. The Italian prosecutor had issued warrants against CIA officers, or agents, for abducting an Islamic cleric in Milan. Although the intelligence officers were found guilty, the Italian Government had backed down and no one was extradited. It was too difficult to deal with a belligerent US Government.

In an echo of the prosecution of Julian Assange in the United Kingdom, Koenig reported that although Nikel had underscored the independence of the German judiciary he had also made very clear an issue that went to the heart of how States deal with difficult extradition requests. ‘The case was subject to political, as well as judicial scrutiny,’ the US diplomat quoted Nikel as saying. In other words, just as in any other transactions between nations, be they trade or extradition proceedings, politics is very often the final determinant of what happens, no matter what the law might say.

Five years later, now armed with all the information provided from his US court cases, and the WikiLeaks diplomatic cables released in 2010 detailing how the United States had pressured North Macedonia and bullied Germany and Italy, El-Masri put his case before the European Court of Human Rights (ECHR) in Strasbourg. On 13 December 2012, the ECHR ruled that it had corroborated much of El-Masri’s story, even down to using analysis of his hair follicles to show that he had been starved while held by the CIA. The court ruled that North Macedonia had been complicit in his rendition and ordered El-Masri be paid 60 000 euros in compensation.

As Assange settled into the Ecuadorian Embassy for his first Christmas there, and what he suspected would be a long battle ahead, he could draw comfort from the fact that there was direct evidence that his work had helped put right at least one injustice.

* * *

It’s ironic that Assange, who had helped give El-Masri justice through the WikiLeaks diplomatic cables, was being denied it himself, seemingly deliberately by a European State. In 2014 the British Parliament changed the law which had allowed Sweden to execute a European Arrest Warrant (EAW) to allow the Metropolitan Police to take Assange into custody. What British Parliament didn’t like was the fact that the Swedes had been granted the EAW without Assange having been charged with any offence. Assange wasn’t alone in believing something was amiss with the EAW system, hurriedly cobbled together after 9/11 to allow suspected terrorists to be extradited swiftly between European countries. The EAW allowed the Swedish Government to continue with the case against Assange without revealing any evidence of the material case against him. If they had been forced to provide that level of detail it is probable that the case would have fallen apart. With Assange now in the Ecuadorian Embassy, the British Parliament changed the law, ruling that, in future, anyone who hadn’t already been charged with an extraditable offence could not be extradited from the United Kingdom. Since Assange had not been charged, only accused, the law fitted his circumstances perfectly. The problem for Assange was the amendment to the law was not retrospective. The very argument his legal team had used to prevent his extradition had been rejected by the Supreme Court, but then accepted by Parliament. It was, however, too late for Assange.

Even then there was a relatively simple solution—a way to end the stand-off in Knightsbridge. Assange said he would travel to Sweden if he could be given a guarantee that he would not be extradited to the United States. These kinds of agreements, to settle transnational legal problems are utilised all the time, but the Swedish Government refused to give Assange any undertaking that he would not be passed on to the United States after they had dealt with him. There was another option: Swedish law clearly states that prosecutors can interview suspects either over the phone or visit them directly. But neither option had been pursued by the Swedish Government.

The British foreign minister at the time, Hugo Swire, told the House of Commons, ‘If she [Swedish prosecutor Marianne Ny] wished to travel here to question Mr Assange in the embassy in London, we would do absolutely everything to facilitate that. Indeed, we would actively welcome it.’ The Ecuadorian government also expressed support, stating that it ‘reaffirms its offer of judicial cooperation to the Kingdom of Sweden, to reach a prompt solution to the case’ and that it kept open ‘its invitation to judicial officers to visit the London Embassy so that Julian Assange can be interviewed or via videoconference’. The embassy pointedly added that ‘Both possibilities are explicitly referred to in the current procedural legislation in Sweden and the European Union.’

In Sweden legal opinion at a senior level swung against the prosecutor’s decision not to travel to London to interview Assange, with Anne Ramberg, head of the Bar Association, labelling the impasse a ‘circus’. She said that ‘many voices’ in Sweden took a similar view to the British Foreign Office. ‘It is time for this longstanding matter to be brought to a fair and proportionate end.’

As the third anniversary of being holed up at the Ecuadorian Embassy approached, Assange could draw strength from the fact that his WikiLeaks organisation was still scoring revelatory goals and he constantly reminded the world how he shook up journalism and continued to challenge the most powerful country on earth. The publication of thousands of internal emails from Sony Pictures in April 2015 shone a light on the way large corporations circumvent the laws on political donations.

It was a marker of how significant an ongoing threat the US intelligence communities believed Assange to be that Washington Post national security columnist Walter Pincus, who has close contacts with the CIA, suggested Assange was behind the decision of Edward Snowden to blow the whistle on NSA mass surveillance in 2013.

* * *

Inside the Ecuadorian Embassy in August 2014, I put the question to Assange. His response was a big smile as he leant back in his chair. Yes, he did get a request for help from Snowden for assistance when he was in Hong Kong, but that’s all. Even then, says Assange, he was hardly a willing participant. And he certainly had nothing to do with Snowden’s earlier plans to remove material from the NSA. At the time in September 2013 with the newly formed WikiLeaks Party running candidates in the Australian federal election, Assange was otherwise engaged. The WikiLeaks Party election campaign was fast turning into a shambles as they presented as a disorganised and divided group. The fallout lasted for months afterwards. Assange says his thoughts about helping Snowden were, ‘Why do we have to do this?’ He finally decided to help only because, ‘If Snowden had been captured and put in prison, it would have been two big ones in a row.’ Chelsea Manning was already facing thirty-five years and Assange believed Snowden would probably receive a similar sentence. Manning would later have her 35-year sentence commuted to seven years by Obama in 2017 but at the time Assange feared if Snowden was captured it would send a ‘very negative signal’ that would discourage other sources from coming forward: ‘We wanted to set a counter example that you don’t have to go to prison.’ It was possible to ‘keep your freedom and keep your voice’.

Assange sent one of his most trusted lieutenants, Sarah Harrison, to help Snowden. Harrison, in her mid-thirties, had been with WikiLeaks since she was given what must be one of the most illuminating internships in journalism—to help Assange work with the Guardian on the release of the Afghan War Diaries. Harrison knew she was heading into difficult territory but could have had no idea that she was about to become involved in revelations which would dwarf even WikiLeaks’ most sensational exposés. Snowden would reveal not only how the NSA had broken the law by spying on US citizens using a program known as Stella Wind, which had been authorised by President George W Bush, but that the NSA was also eavesdropping on the rest of the world. With the world’s main internet communications systems running through US territory—and with listening and interception stations scattered across 150 sites from Australia to New Zealand, Japan and the United Kingdom—the United States was building a capability to profile every electronic transaction and more importantly every person on the planet. Massive storage systems held the data, with each detail available to US intelligence agencies at the press of a button through a system known as Xkeyscore. Media reports based on Snowden’s documents caused a furore in the United States—and a warrant for Snowden’s arrest. But if the Snowden revelations took the heat off the US pursuit of Julian Assange, it did not last for long.

What Assange did next angered both the British Government— still incandescent with rage over being outmanoeuvred when he sought asylum—and the country that provided the biggest market for the United Kingdom’s US$14 billion arms industry.

On the third anniversary of Assange’s incarceration in the Ecuadorian Embassy—19 June 2015—WikiLeaks released the Saudi Files, more than half a million cables containing secret and other documents from the Saudi Foreign Ministry. The files revealed how the United Kingdom had done a secret deal with Saudi Arabia to ensure both states were elected to the UN Human Rights Council (UNHRC). Many other countries with appalling human rights records have been elected to the council, but Saudi Arabia is a standout for its cruel and unusual punishments: death by crucifixion and beheadings among them.

The documents, translated by UN Watch, a Geneva-based nongovernmental human rights organisation that scrutinises the world body, and the Australian newspaper suggest that the United Kingdom initiated the secret negotiations by asking Saudi Arabia for its support. One of the cables read: ‘The delegation is honoured to send to the ministry the enclosed memorandum, which the delegation has received from the permanent mission of the United Kingdom asking it for the support and backing of the candidacy of their country to the membership of the human rights council (HRC) for the period 2014–2016, in the elections that will take place in 2013 in the city of New York.’ The cable offered a deal in which the United Kingdom and Saudi Arabia would support each other for council membership.

Another cable revealed that Saudi Arabia transferred US$100 000 for ‘expenditures resulting from the campaign to nominate the Kingdom for membership of the human rights council for the period 2014–2016’. It was unclear where or how this money was spent. Both the United Kingdom and Saudi Arabia were elected to the council.

* * *

The fact that WikiLeaks was still functioning inside the Eucadorian Embassy was a testimont to Assange’s determination. What he did there revealed his dedication to non partisan journalism. In 2016 in the lead-up to the US presidential elections, WikiLeaks gave the world an inside view of how the Democratic Party operated behind closed doors. WikiLeaks managed to access hundreds of emails from the Gmail account of Hillary Clinton’s presidential campaign chair John Podesta. They provided an ugly picture of favouritism and entitlement, exposing how senior members of the Democratic National Convention (DNC)—the party’s governing body—had helped Hillary Clinton knock out her rival for the party’s presidential candidature, Senator Bernie Sanders, a socialist and the polar opposite of Clinton who openly flaunted her connections to Wall Street and the banks.

It should have been a story that further elevated WikiLeaks to the pantheon of great journalism. Instead this single story wiped out a whole section of WikiLeaks’ mainstream support base: women who had given Assange the benefit of the doubt over the sex allegations; journalists who supported Assange while he embarrassed the United States; and many others on the progressive left of politics. They blamed Assange for deliberately damaging Clinton’s campaign and helping Trump. Only those who stood by the journalistic shibboleth to publish without fear or favour information in the public interest stood up for WikiLeaks.

The emails painted a startling picture of how the DNC campaigned against Sanders. One email suggested voters could be dissuaded from backing Sanders in the Bible Belt during the primaries. ‘I think I read he is an atheist’, DNC chief financial officer Brad Marshall wrote. ‘This could make several points’ difference with my peeps. My Southern Baptist peeps would draw a big difference between a Jew and an atheist.’ In another email Marshall told DNC CEO Amy Dacy that in the lead-up to the West Virginia Primary the DNC should persuade someone from the media to ask Sanders if he was an atheist. (Sanders is Jewish but had not discussed religion to a great extent.) Wikileaks also revealed that Donna Brazile, the DNC vice chairwoman, had prepped Hillary Clinton staffers with the details of questions Clinton might face at a town hall meeting in Flint, Michigan. It gave Clinton a big advantage over Sanders.

On 25 July 2016, as the DNC delegates streamed into Philadelphia’s Wells Fargo Center for the DNC convention, the party was already in repair mode. Even though the chair, Debbie Wasserman-Schultz, had been exposed by WikiLeaks, writing that Sanders would never be president, she was allowed to open the convention. In an act of political expediency she had agreed to resign later. As the Democrats wrestled with how to win an election which would focus on dealing with the catastrophic damage inflicted on millions of Americans by the Global Financial Crisis, they could have drawn inspiration from a park opposite Wells Fargo. It was named after the great Democrat reformist president Franklin D Roosevelt, who had reignited the hopes of the American people after the Great Depression. In 1935 FDR enshrined in legislation the right of unions to organise and strike. He had much more in common with Bernie Sanders than Hillary Clinton. But it was too late, Clinton had more than enough delegates and as she accepted the nomination and the applause of the crowd, most fell in behind her. After all, she was going to be president of the United States, wasn’t she?

If Clinton had won the election the recriminations that followed may have remained hidden from view. President Obama’s decision to launch an investigation which found that the Russians had hacked the DNC emails would have simply disappeared. The FBI’s decision to reopen an investigation into Clinton’s use of a personal server for her State Department emails, just before the presidential election in November 2016, would have been forgotten. But that’s not what happened, and the hysteria that followed consumed the United States as the Left and the establishment Democrats united in lashing out to find someone to blame for the election of Donald Trump. It could not have been that the party had delivered up an entitled and lacklustre candidate and was itself out of touch with Democrat voters. It had to be someone else’s fault. The Russians were already in the frame. Who better to throw in with them than WikiLeaks? The Democratic Party accused Assange of conspiring with Russian hackers to sabotage Clinton’s campaign. They would even launch an unsuccessful legal action in the US District Court in Manhattan accusing the Trump campaign of engaging in a racketeering enterprise with Russia and WikiLeaks. The US media mainly fell into line with the at times hysterical argument that WikiLeaks had been used, wilfully or not, by the Russian Government.

There can be little doubt that the Russians wanted Trump to be president. Unlike Clinton, Trump had not been belligerent towards Russia. Clinton had a reputation for being strident and antagonistic in her time as Secretary of State. She had championed Ukraine, whose capital Kiev is just 750 kilometres from Moscow, to join NATO.

In untangling exactly what happened it’s necessary to closely examine what triggered the investigation into the DNC leaks and how the FBI carried out that investigation.

The DNC headquarters, approximately four kilometres south-east of the White House in a utilitarian three-storey building next to a carpark, is the ground zero for this epic story of subterfuge and betrayal.

On 16 March 2016 Podesta thought an email he had been sent looked suspicious. It asked him to log in again to his account. He sent the email to the DNC’s IT team. A team member sent the email back to Podesta saying that the email looked legitimate. So Podesta logged in. The problem was the site was fake, and Podesta had been caught in what is known as a phishing exercise. All his emails were accessible to the person who had set up the fake site. It was only later that the IT person discovered his error.

Exactly who was the beneficiary of this torrent of information—50 000 emails—which flowed out of Podesta’s email server— emails between him, Hillary Clinton, the deputy chair of the DNC and even President Barack Obama—was not obviously clear. On the other side of the Atlantic on the same day, WikiLeaks announced the launch of an archive of over 30 000 emails and email attachments from Hillary Clinton’s private email server while she was Secretary of State. The emails were not the result of a hack. They’d been made available by the US State Department as a result of a Freedom of Information Act request, but WikiLeaks made them searchable, providing a useful tool for journalists. Others were interested in going one step further and discovering the thousands of Clinton’s emails which had not been made publicly available.

On 19 April, a website called DC Leaks suddenly emerged. It began leaking documents from inside the DNC, including an unflattering report on Donald Trump profiling his weaknesses and exactly how he appealed to his supporters. Online publishers such as Gawker and The Smoking Gun secured copies of the documents from DC Leaks. The stories they splashed were quickly picked up by other publications and broadcasters such as Vanity Fair and France 24. It was a reminder to Assange that sites like DC Leaks were competition to his WikiLeaks.

Over the following two months the Democrats came under sustained attack. Intruders installed malware on ten computers belonging to the Democrat Congressional Campaign Committee (DCCC)—the organisation which, as its name suggests, was at the forefront of the Democrat strategy to win the White House. The malware allowed the hackers to siphon files out of the Democratic Party’s Washington headquarters to a server based in Arizona. They also shifted files to another server in Illinois.

On 18 May the US head of intelligence James Clapper spoke openly about what he called attempts by foreign spy services to hack digital networks being used by the presidential campaigns, including the DNC and the DCCC. Yet it wasn’t until the middle of the following month that the DNC took steps to exclude the intruders. Even then, according to the FBI, the clean-up missed one of the malware items which had been inserted into the system.

Early on 12 June 2016 Assange, appearing on the UK ITV political program Peston on Sunday, gave the first hint that WikiLeaks would not be waiting for FOI releases from the State Department to find out what thousands of other emails could tell the world about Clinton’s activities, and the dangers he believed she posed. Just as newspapers take editorial positions on what they see as important to their readers, Assange had made WikiLeaks’ editorial view very clear: he believed that the best way to stop the United States starting another war was to prevent Clinton from becoming president.

Assange said he had information that could be used to bring an indictment against Clinton. The emails Wikileaks held about Clinton, Assange told Peston on Sunday, contained ‘very strong material’, such as an instance when the former secretary of state instructed her staff to remove the ‘classified’ header from a classified document and send it by unclassified fax.

As further evidence that WikiLeaks was working independently of DC Leaks, two days after Assange’s TV appearance, on 14 June, @dcleaks_ sent a direct message to @WikiLeaks, noting, ‘You announced your organization was preparing to publish more [of ] Hillary’s emails. We are ready to support you. We have some sensitive information too, in particular, her financial documents.’ DC Leaks made a direct offer to WikiLeaks: ‘Let’s do it together. What do you think about publishing our info at the same moment? Thank you.’

While it is possible that this was an attempt by DC Leaks and WikiLeaks to cover the tracks of their relationship, what is truly extraordinary is that the following day, 15 June, hackers calling themselves Guccifer 2.0 bragged online that it was responsible for the DNC hack. Given what happened next this must be one of the rarest of rare occasions in the history of espionage where the spies put their hands up and said, ‘catch us if you can’. The hack had had more the look of a freelance operation run by would-be spooks, or big-noting criminal operatives who favoured a Trump victory, than a slick Kremlin job.

The question of where Assange acquired the Clinton emails would become central to those who wanted to smear WikiLeaks as an agent of the Russian government. It didn’t matter to those who attacked WikiLeaks that the emails were accurate and damaging and needed to be published. It is possible that Assange was bluffing when he told Robert Peston he had damaging material on Clinton and although the evidence suggests he did have it, it came from a different source than Guccifer 2.0. According to the FBI, on 22 June, WikiLeaks—apparently using Twitter—directly requested Guccifer 2.0 to ‘send any material here for us to review’. This appeared to be the first direct communication between WikiLeaks and Guccifer 2.0. The message from WikiLeaks was blunt: if Guccifer 2.0 sent the material to WikiLeaks, it ‘will have a much higher impact than what you are doing’. It was the classic opening pitch from WikiLeaks, not one that was normally used once a relationship had been established.

Just who else was interested in pursuing the group which had boasted about hacking the DNC is not clear. In a timeline produced by the Washington Post the paper reports that on 27 June ‘Hackers allegedly contact a reporter offering access to emails hacked from a DNC staffer’. What happened in that case remains unknown, but it is a reasonable question to ask: what was the Washington press corps doing? Did they not think it might be worth investigating whether Guccifer 2.0 had any more information on the Democratic Party which might be worth viewing? If they did there are no reports readily available to prove that point. There are echoes here of how Chelsea Manning and Edward Snowden were both snubbed by the New York Times and the Washington Post—and in Manning’s case ended up working with Julian Assange and WikiLeaks. Few others, it seemed, were interested in exposing the inner workings of the US military and political establishment.

* * *

By the middle of July, WikiLeaks had managed to gain access to a one-gigabyte file of DNC material. On 22 July, three days before the start of the Democratic National Convention, WikiLeaks published its revelatory stories of how Clinton was receiving favourable treat- ment—at the expense of Sanders.

The next week, the FBI began investigating possible links between the Russian Government and Trump’s campaign. The investigation was triggered when the Australian High Commissioner in London, Alexander Downer, directly contacted the US Embassy to report that Trump’s foreign policy advisor, George Papadopoulos, had said he’d been told Moscow might have dirt on Clinton.

Over the next several weeks, in an attempt to stir up interest in its activities, Guccifer 2.0 posted more documents from inside the DNC, including material about congressional races and Democrat financial supporters. But interest from the media was muted. According to the FBI, on 22 August Guccifer 2.0 transferred approximately 2.5 gigabytes of data to a then-registered state lobbyist and online source of political news. The data from the DCCC included donor records and personal identifying information for more than 2000 Democrat donors. The evidence suggests that on the same day, Guccifer 2.0 managed to stir a small amount of interest when it sent a reporter some hacked documents relating to the Black Lives Matter movement. According to the FBI, the reporter responded by discussing when to release the documents and offering to write an article about their release.

So desperate was Guccifer 2.0 to make an impact, it wrote to a person who was in regular contact with senior members of the Trump presidential campaign: ‘thank u for writing back ... do u find anyt[h] ing interesting in the docs i posted?’ On 17 August, Guccifer 2.0 added, ‘please tell me if i can help u anyhow ... it would be a great pleasure to me.’ On 9 September, Guccifer 2.0 referred to a hacked DCCC document posted online: ‘what do u think of the info on the turnout model for the democrats entire presidential campaign?’ The response: ‘[p]retty standard.’

It seems that the initial interest in Guccifer 2.0 had completely fallen away. Even the Trump supporters, who stood to gain most from exposing the Democrats, had been offhand about what was now being revealed. But all that was about to change.

* * *

In late September Craig Murray, a former British diplomat who blew the whistle on torture while he was the ambassador to Uzbekistan, made his way to the airport in the United Kingdom and boarded a flight to the United States. Murray was no longer working for the British Government. Instead he had become a human rights campaigner and a close confidant of Julian Assange. It had taken Murray months to get a visa for the United States and probably the reason for his visit didn’t make it any easier. He was flying to Washington to chair a meeting of the Sam Adams Institute—named after a CIA whistleblower—to honour John Kiriakou with ‘The Integrity Award’ for revealing the truth about CIA waterboarding. Kiriakou, a CIA analyst and case officer, had already served two and half years in prison for his disclosures. Others had been honoured previously, including Australian analyst Andrew Wilkie, the only serving intelligence official to blow the whistle on the Iraq War’s weapons of mass destruction deception before the invasion. Assange, too, had been a recipient.

But Murray wasn’t only there to carry out his duties with the whistleblower group; he had another mission. In the woods outside the American University in northern Washington, just five and a half kilometres from the CIA’s Langley headquarters and next door to where the whistleblowers had been meeting, he had a clandestine rendezvous with someone who handed him a package for WikiLeaks. What Murray has revealed about this meeting gives a tantalising insight into who might have been the source of the DNC emails. Murray said the individual he met with was not the original person who obtained the information, but an intermediary: ‘The source had legal access to the information. The documents came from inside leaks, not hacks.’ Murray told a US online radio station that ‘The leaks were not from Russia or any doxy for the Russian government. It’s an American source.’

He made it ‘perfectly clear’ that the Podesta emails and the DNC emails were ‘two different things and you shouldn’t conclude that the two have the same source’. Asked if he was the recipient of at least one of the leaks, Murray replied: ‘No. The information was already safely with WikiLeaks before I got there in September. I had a small role to play which I hope you understand I don’t want to expand on it too much.’ Just what Murray was given during his clandestine meeting is not known, and he has not publicly revealed any further details, but it is possible he was handed an encryption key—a cypher code—to unlock either a physical thumb or external drive, or a cloud based locked box containing the hacked material. He believes the leakers were motivated by ‘disgust at the corruption of the Clinton Foundation and the tilting of the primary election playing field against Bernie Sanders’.

Although Assange was emphatic that the source was not the ‘Russian Government’ or a ‘State party’, it is possible that the information was downloaded to either the Arizona or Illinois servers cited by the FBI, and then transferred to an external drive, or back onto the internet. The source, it could then be argued, was the person who delivered the information to WikiLeaks. They may well have been ‘Americans’ cited by Murray as the source of the DNC documents. The problem with that theory is: why haven’t they been charged? Murray hints at what might have happened in the case of the Podesta emails; although a phishing email ‘happened’ it was ‘not the source of the leak’. He also states that in both cases—the Clinton emails and the Podesta leak—the ‘person who was responsible for getting the information out had legal access to that information’.

This is a critical point, if what Murray is saying is true. It is important to remember that Murray was once an ambassador, and thus understands the power of obfuscation and distraction to protect important matters. And he is a close supporter of Assange. Yet Murray, of course, is the same person who left his job as a senior British diplomat because he refused to cover up and lie about British-sanctioned torture in Uzbekistan.

Murray points to the fact that Podesta’s company was a paid lobbyist for the Saudi Government and says that ‘if the American secret service was not watching the communications of Saudi’s paid lobbyist they were not doing their job’. He drops the greatest hint of all about where he believes the information came from when he says he ‘discovered what the source was’ when he attended the Sam Adams award—a ceremony filled with ex-intelligence officers run by a group of retired CIA officers. Murray also pointedly made the comment that the person who was responsible for ‘getting the information out’ had ‘legal access’ to that information.

It is possible to speculate that it might not have been a DNC official who had legal access, but someone from inside an intelligence agency which had legally intercepted Podesta’s communications as part of its operation watching Saudi activities in Washington. What is also equally puzzling is that although in 2018 the Department of Justice charged twelve Russians with the Guccifer 2.0 hackings, no one from the FBI, which carried out the investigation, interviewed Murray, or Assange, before bringing the prosecution. Was it possible that, despite all the circumstantial evidence in the charges against named Russian agents, there were other leaks? Was it a leak from inside the CIA, the FBI, or the NSA? As Murray said in 2016, it was ‘perfectly possible’ that WikiLeaks itself did not know what was going on. On the question of the death of Seth Rich, the DNC employee gunned down in Washington in July 2016 whose murder has been the subject of right-wing conspiracy theories, Murray said it would be fair to say that WikiLeaks believed he might have been killed by someone who thought he was the source of the leaks.

In October, WikiLeaks posted the so-called Podesta emails, which revealed even greater insights into how the Democratic Party operated, including more damaging information about Clinton’s close relationship with Wall Street, which many senior Democratic leaders clearly saw as a problem, and Podesta’s role in attempting to get special access to the Obama White House for the head of a mining company. There was no smoking gun in the emails, but many of them were damaging because they revealed unsavoury activities. The Democrats, who presented themselves as morally superior to the Republicans, stood accused of hypocrisy.

As the United States went to the polls on 8 November 2016, many of Clinton’s supporters had high hopes of a resounding win. But as the night wore on it became clear that there would be recriminations, not celebrations. Hillary Clinton’s failure to win the presidency might have given Assange hope that he would receive fairer treatment from Trump. After all, Trump had famously said after one leak, ‘I love WikiLeaks’. As the findings of a joint US intelligence investigation blamed Russia for helping Trump win, Trump was desperate to prove them wrong. It was all part of a Deep State conspiracy to tarnish his great victory. In the first months of his presidency, Trump’s administration reached out to Assange in London at the Ecuadorian Embassy.
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THE CASINO

Not long after Donald Trump’s swearing in as the 45th president of the United States on 20 January 2017, Adam Waldman, a Washington-based attorney, walked up the steps to the entrance of the Ecuadorian Embassy in London and entered the building. Waldman is well known around Washington as a Forrest Gump character, often appearing unexpectedly at the scene of a major event. But unlike Gump, Waldman is seriously intelligent. His clients range from actor Johnny Depp to a successful Russian businessman who, it is probably redundant to record, knew Russian President Vladimir Putin. When the Guardian found out about the visit, it was not difficult to imagine the line their story would take—hardly unreasonable, in this case, considering the attempts to link Assange to Russia and the Russiagate hysteria sweeping Washington: ‘US Lobbyist for Russian Oligarch Visited Assange Nine Times in Last Year’ blared the headline, a prelude to the discredited Paul Manafort story published six months later. The implication was clear: Assange was doing a deal with the Russians.

The problem for the Guardian was, just as in the Manafort report, nothing could have been further from the truth. Waldman had been invited to the embassy by WikiLeaks lawyers to help strike a deal with the incoming Trump administration. WikiLeaks, it seemed, was in a strong bargaining position. The organisation had been talking openly about what it called its upcoming Vault 7 CIA disclosures. It’s not clear how much the CIA knew about what WikiLeaks was about to reveal, but they probably suspected it would identify sensitive assets and detail the agency’s offensive cyber warfare weapons. Whatever the CIA knew, it was enough for the Trump administration to enter into serious negotiations.

In Waldman, WikiLeaks had found someone with impeccable credentials for the job in hand: a former Clinton Department of Justice (DoJ) official, he knew the US law enforcement bureaucracy and how to deal with it, even in the most delicate of situations. Between 2009 and 2011, Waldman had helped Oleg Deripaska assist the FBI in trying to arrange the release of a retired FBI agent captured in Iran working for the CIA. The FBI rewarded Deripaska, who wanted to expand his massive aluminium manufacturing company into the United States, by authorising him to enter the country after years of being banned—a victim of the new cold war between Washington and Moscow.

As Waldman, skilled in dealing with complex issues involving national security and espionage, began searching around for a way to break the impasse between the incoming Trump administration and WikiLeaks, he contacted the State Department’s Bruce Ohr, an expert in transnational crime. The two had met when Ohr had been part of a team which had tried to persuade Deripaska to spy for the United States and pass on information on Russian organised crime and possibly Russian aid to Trump’s 2016 campaign. Although Deripaska rejected the offer and apparently even notified the Kremlin about US efforts to recruit him, Waldman and Ohr stayed in contact. The relationship paid off as Waldman bounced between Washington and London trying to set up a process where the DoJ could begin negotiations with Assange, who made it clear he would never compromise his sources or stop publishing information but was willing to apparently consider concessions like redactions.

DoJ officials picked David Laufman, an accomplished federal prosecutor and then head of the DoJ counterintelligence and export controls section, to lead the negotiations. Laufman described what the government might want to achieve, while Waldman laid the groundwork for a deal to give Assange limited immunity and a onetime ‘safe passage’ to leave the Ecuadorian Embassy and talk with US officials. But it is not clear exactly what this safe passage meant; whether Assange would be able to remain outside the embassy, and what it meant for any charges being assessed by the grand jury which was sitting in Alexandria, Virginia. Given what we now know about the spying on Assange by the Spanish company UC Global, an offer from the US intelligence community to help Assange assess how hostile foreign powers might be infiltrating or harming WikiLeaks staff showed a high level of chutzpah.

On 7 March 2017, as the negotiations became more detailed, Assange decided to apply some pressure to the discussions. WikiLeaks published the first cache of Vault 7 documents, including about 8000 pages on the CIA’s cyber weapons capabilities. One example, ‘Weeping Angel’, developed by the CIA’s Embedded Development Branch, infests smart TVs, transforming them into covert microphones. After infestation, Weeping Angel places the target TV in a ‘Fake-Off’ mode, so that the owner falsely believes the TV is off when it is on. In Fake-Off mode the TV operates as a bug, recording conversations in the room and sending them over the internet to a covert CIA server.

The Vault 7 documents also revealed that in October 2014 the CIA was investigating the possibility of infecting the vehicle control systems used by modern cars and trucks. The purpose of such an intervention was not specified, according to WikiLeaks, but it would permit the CIA to engage in nearly undetectable assassinations.

The CIA’s Mobile Devices Branch developed numerous ways to remotely hack and control Apple and Android smartphones. Infected phones could be instructed to send the CIA the user’s geolocation, audio and text communications, as well as covertly activate the phone’s camera and microphone. The infected phones allowed the CIA to bypass any encryption apps like Telegram or Signal, rendering them useless and allowing the CIA to intercept text or voice messages before they were encrypted.

The documents provided an insight into the CIA’s operations, according to security analysts, but they did not give away the organisation’s key capabilities. Even so, the leak clearly rattled the agency. Sean Roche, the deputy director of digital innovation at the CIA, remembers the reaction from those inside the CIA. He said he got a call from another CIA director who was out of breath: ‘It was the equivalent of a digital Pearl Harbor.’

Like the United States in 1941, the CIA had been caught totally unprepared. Only after the documents were published by WikiLeaks did the CIA realise exactly which of its computer systems had been compromised. The organisation whose job it was to steal the secrets of other nations had trouble protecting its own—and even knowing when it had been robbed.

A few days after the WikiLeaks revelations the FBI pounced on a lightly bearded, slightly balding computer programmer named Joshua Schulte as he was leaving work at the Bloomberg Tower in central Manhattan. It was little wonder that suspicion fell on Schulte. Not only had he been working in the CIA’s Cyber Intelligence Engineering Group, which had developed the Vault 7 hacking systems, he’d left the agency in a state of barely managed anger after claiming one of his work colleagues had threatened to kill him. The FBI Squad CD6—responsible for investigating espionage—was confident they had the right man as they took him to a café in Pershing Square near Central Station for a ‘chat’.

In a naïve attempt to portray him as guilty, the FBI reported that Schulte was trembling as they cross-examined him over a cup of coffee—hardly surprising considering the kind of questions they were asking him about his secret work. Schulte didn’t return home that night, but was detained in a hotel room as FBI agents searched his apartment and seized a large volume of data from his computers. It might have seemed an obvious place to discover how the Vault 7 leak happened, but the answer lay more than 300 kilometres to the south-west at the CIA’s Langley headquarters.

Behind a special coded entry door, the FBI located the computer engineers who were charged with writing the complex programs the CIA used to hack into foreign government systems. The FBI, which investigates breaches of security laws, discovered a dysfunctional workplace, more like an industrial battleground than a top secret area where some of the best brains in the United States worked. It wasn’t only security that had broken down as the CIA workers exchanged top secret passcodes; other areas of the workforce were poisoned by dreadful interpersonal relationships. The FBI had to prove that Schulte—who had been barred from entering a top secret section of the CIA’s computer storage system holding the Vault 7 files— had managed to not only achieve that, but had also been clumsy and failed to hide his tracks. Since hacking into heavily fortified government and private industry computers overseas, stealing material, and exiting without being found out, was what Schulte had been employed to do for the CIA, the FBI had their work cut out to prove their case. It wasn’t an easy prosecution. The jury was deadlocked. The judge ordered a retrial and Schulte was found guilty in 2024 and sentenced to 40 years in prison.

In London the leaks, and Schulte’s arrest, had little impact on the talks between Assange and the DoJ. The US officials were not so much concerned about what had already happened—they were more worried about what WikiLeaks might release next.

Waldman put forward what was known as a ‘Queen for a Day’ proposal. It would allow Assange to identify what he wanted and what he might give in return. ‘Subject to adequate and binding protections, including but not limited to an acceptable immunity and safe passage agreement, Mr. Assange welcomes the opportunity to discuss with the US government risk mitigation approaches relating to CIA documents in WikiLeaks’ possession or control, such as the redaction of agency personnel in hostile jurisdictions and foreign espionage risks to WikiLeaks staff,’ Waldman wrote to Laufman on 28 March 2017.

Not included in the written offer was an additional proposal from Assange. ‘Mr. Assange offered to provide technical evidence and discussion regarding who did not engage in the DNC releases,’ Waldman told investigative journalist John Solomon. Significantly Waldman added that Assange ‘offered his technical expertise to the U.S. government to help address what he perceived as clear flaws in security systems that led to the loss of the U.S. cyber weapons program.’ In other words, Assange would help the CIA keep its secrets safe. If true it was an astonishing offer.

In early April Laufman wrote to Waldman, ‘As we give continued consideration to the substance of your proposed proffer, please clarify a procedural point.’ The DoJ wanted to know if Assange’s demand for ‘safe passage’ meant him coming to the United States, or just leaving the Ecuadorian Embassy for meetings. It was a tricky point, based on trust. What would happen if Assange left the embassy, or more importantly travelled to the United States? Would he be double-crossed?

* * *

According to Solomon, what the DoJ did not fully comprehend was that an earlier event reinforced the Assange team’s distrust of US intentions. Just a few days after the negotiations began in mid-February, Waldman contacted Senator Warner to see if the Senate Intelligence Committee staff wanted any contact with Assange, to ask about Russia or other issues. Warner and Waldman communicated by encrypted text before Waldman made contact with FBI director James Comey. A few days later, Warner contacted Waldman. What he had to say was truly extraordinary and would colour WikiLeaks’ relationship with the United States for the foreseeable future.

Waldman said Warner told him he had ‘just talked with Comey and that, while the government was appreciative of my efforts, my instructions were to stand down, to end the discussions with Assange’. Solomon said Waldman offered contemporaneous documents to show he had memorialised Warner’s exact words. Waldman couldn’t believe a US senator and the FBI chief were sending a different signal, so he went back to Laufman, who assured him the negotiations were still on. ‘What Laufman said to me after he heard I was told to “stand down” by Warner and Comey was, “That’s bullshit. You are not standing down and neither am I,”’ Waldman recalled.

Solomon said that several sources told him that the FBI’s counterintelligence team was aware and engaged in the DoJ’s strategy but could not explain what motivated Comey to send a different message about the negotiations through Warner. Comey did not explain why he took that action. While the negotiations survived the Warner–Comey intervention, the episode sowed distrust in Assange’s camp. ‘The constructive, principled discussions with DoJ that occurred over nearly two months were complicated by the confusing “stand down” message, from Comey’, Waldman said.

It may have had something to do with Trump’s sudden aversion to leakers in February, as damaging information was released into the public domain about the Russia investigation. ‘The FBI is totally unable to stop the national security “leakers” that have permeated our government for a long time,’ Trump tweeted. ‘They can’t even find the leakers within the FBI itself. Classified information is being given to media that could have a devastating effect on U.S. FIND NOW’.

Comey, it seemed, had already made up his mind about WikiLeaks. In his book A Higher Loyalty he wrote that ‘WikiLeaks and the Twitter page of its founder Julian Assange were widely and publicly associated with Russia’. If that was what Comey believed, why did he break away?

There was something else that troubled Assange: the elections in Ecuador. The opposition party had threatened to evict him from the embassy if it won. In the end the party of Raphael Correa, who had granted Assange asylum, secured the presidency, but it made no difference. Pressure from the United States on the incoming Ecuadorian president Lenín Moreno produced a souring of the relationship between Ecuador and Assange. Assange could sense that time was running out.

Five days after Moreno’s election, Assange published the second tranche of Vault 7 documents—the ones the US officials hoped would never be released. It revealed that the CIA had created a system based on a capability first used by criminals to break into computers and then control them. It bypassed the anti-virus and malware protections which are used around the world to keep information safe. The WikiLeaks documents revealed that the CIA was able to install its own malware, undetected, and steal huge amounts of data from any targeted company or government. One of the big problems was that this malicious spyware made computers vulnerable, not just to the CIA, but to anyone else who managed to unpick the code for the CIA’s hacking tools. The major companies which produced anti-virus and malware-blocking programs—Symantec, Norton and Kaspersky—were to say the least unimpressed. Here was a federal organisation, funded by billions of dollars in government money, creating the very malware these large corporations were trying to stop. WikiLeaks argued that they released the material because countries and companies needed to know their systems were extremely vulnerable to a CIA attack. And there was always the possibility that the CIA-created viruses could escape and fall into the hands of criminal gangs, although it was difficult at times to discern the difference between acts of organised crime and what the CIA did on behalf of its government.

For the United States, the release posed a huge political and strategic dilemma. After years of complaining that the Chinese Government had been hacking into US companies and stealing their intellectual property, suddenly China had evidence that the United States, despite its decades of denials, was doing the same.

Pierluigi Paganini, a member of the European Union Agency for Network and Information Security, reported in March 2020 that the Chinese security firm Qihoo 360 had closely examined the Vault 7 documents. Qihoo 360’s report provided evidence that the CIA had been hacking Chinese organisations for the past eleven years.

A CIA hacking unit that Qihoo 360 had tracked with the name Advanced Persistent Threat C-39 (APT-C-39) had targeted government agencies and hacked organisations in the aviation, scientific research, oil and technology industries, as well as internet companies. The report claimed that US intelligence stole classified business information from organisations worldwide for more than a decade, between September 2008 and June 2019. What caught out the CIA, according to the Chinese company, was the fact that the electronic fingerprints of some of the Vault 7 documents matched those of earlier cyber attacks on China.

According to Paganini, the Qihoo 360 findings were consistent with the results of analysis carried out by other cybersecurity firms such as Kaspersky and Symantec, which also tracked the CIA hacking unit.

Just how damaging the WikiLeaks disclosures were for the Trump administration was not apparent at the time, but the Chinese company’s revelations explain why then CIA director Mike Pompeo denounced WikiLeaks as a ‘hostile intelligence service’. The United States had not only lost the international moral high ground, its attempts to dominate China in cyberspace—one of the few places where China came close to matching US power—lay in ruins.

Shortly afterwards, on 9 May 2017, Trump sacked Comey. It’s impossible to be sure why, but strangely Comey had failed to interview Assange who might have helped him find the leakers. In the turbulent aftermath of the Vault 7 disclosures, a belittled United States turned its full attention and power on destroying WikiLeaks and Julian Assange.

The CIA drew up plans to either kidnap or kill Assange. Pompeo was ‘detached from reality’, he was ‘so embarrassed by Vault 7’, a former Trump national security official told Yahoo News.

* * *

The following month, the Ecuadorian Embassy became a hive of unexpected activity, with overall-clad workers carrying ladders and electronic equipment into the main foyer. Cameras scattered throughout the embassy—in the entrance, the hallway, the meeting rooms—which were already operational, were ostensibly there to warn UC Global, the security company, of any break-ins. Now more cameras were being mounted on the walls. They were the first physical sign of UC Global’s changing role. Six months earlier, throughout the period of his lawyer’s discussions with representatives of the DoJ and the release of the Vault 7 documents, UC Global had begun using the cameras not to stop intruders, but to spy on Assange.

A report written by a UC Global employee about a visit made on 12 January said: ‘Julian is providing a lot of information.’ It added that ‘the guest’—the code name for Assange—‘keeps writing in his agenda. You can feel the tension in the room. The guest hides his agenda with his hands at all times.’ It added that Stella Morris, a member of Assange’s legal team, ‘peeks out the door, thinking somebody could be listening in.’

Another report dated 21 January says: ‘3.30 pm–6.28 pm. Pamela Anderson. They exchange information through notes. They take pictures inside the meeting room. The voice-distortion device is on at all times.’ It is the first indication that UC Global are not only watching Assange, they are trying to listen to his conversations as well. And they are paying close attention to his every move.

On 5 February another report says: ‘Approximately since 9 pm, both the guest and Stella are moving things from the bedroom (clothes, mattress, suitcases, etc) to the entrance room. It is 11.35 pm and they’re still at it.’ What is incredible is that Assange and Morris became engaged in that year and would go on to become parents of two children—under the eyes of a full-scale espionage operation against them.

Another report by UC Global employee José Antonio noted the arrival of Assange’s Spanish lawyer, Aitor Martínez. ‘11.18 am Aitor Martínez brings a briefcase, a telephone and a laptop; 11.20 am guest, Stella and Aitor Martínez head for the ladies’ room, where they hold the meeting. 1 pm: they exit the ladies’ room.’

By September, the Ecuadorian Embassy was still looking more like a building site than a diplomatic mission. UC Global employees had begun checking out the structure of the walls surrounding Assange’s bedroom to find a place to plant a listening device. The problem was that although the spying was visually capturing every move that was made inside the embassy, UC Global had little idea what was being said. In part that was because the listening devices they were using were being blocked out by Assange’s white noise machine, but also the cameras were not designed to pick up audio. The following month UC Global began trying to right that problem, installing new cameras especially designed to capture vision and clear sound. The UC Global workers said that when Assange questioned them about the new cameras they avoided answering the question he posed about whether or not they recorded sound. Assange was more straightforward. He said they denied it.

Just before Christmas, on 21 December, Rommy Vellejo, the head of SENAIN, the Ecuadorian intelligence agency, visited Assange. They had a good relationship that stretched back to when former Ecuadorian president Correa had granted Assange asylum. Together they worked on a secret plan for Assange to escape from the embassy. Assange already had Ecuadorian citizenship, now he would be armed with an Ecuadorian diplomatic passport. There would be a car ready to go in the evening of Christmas Day. A list of countries was drawn up which might accept him: China, Serbia, Greece, Bolivia and Russia. As Martínez put it: ‘Countries who were not friends of the US.’ What they didn’t know then was that the content of Vellejo’s phone had been downloaded when he left it at the embassy reception desk, and his passport had been copied. The UC Global operatives had been instructed to ‘record everybody’ at the meeting, according to Martínez, and send it to the company’s computer server in Spain. The recording was so large—the meeting ran for three hours—that UC Global had to set up a special dropbox so it could be downloaded.

Despite all the detailed proposals and discussions, in the end the plan to whisk Assange away came to nothing. Assange was simply not happy with what was finally on offer—a post in Russia. Martínez said when the plan was put to Assange about Russia he said ‘No, No, No, No. Not Russia’, as Assange believed if he had taken up a diplomatic post in Russia it would have fed every conspiracy about WikiLeaks, and he did not want that.

The flurry of activity at the embassy might not have delivered what Assange wanted but it did appear to force the hand of the US prosecutors. The next day, Martínez pointed out, the United States issued an arrest warrant for Assange through the grand jury. ‘That leads us to believe that the conversation was urgently sent to the US authorities,’ Martínez said. The question was: who was getting access to this vital information where Assange discussed tactics and strategies with his closest legal advisors? As former UC Global employees angered at the spying on Assange came forward to tell their stories, backed up by copies of emails, photographs and video material, a clear picture began to emerge.

The UC Global headquarters, located in an unprepossessing black two-storey building in a Spanish industrial estate, was the centre of a massive spying operation against Assange, shifting vast amounts of surveillance material from the Ecuadorian Embassy in London to the United States. Three employees who were prepared to give evidence were so fearful of repercussions that the Audiencia Nacional, the Spanish High Court in Madrid, granted them anonymity and protection in exchange for their sworn statements. One witness, who worked in the computer control room at UC Global, revealed how the surveillance of Assange increased dramatically after the election of Donald Trump. The witness was told to install a streaming device so that what Morales called ‘the American friends’—which he understood to be US intelligence—could see in real time what was happening in the embassy. But the direct feed didn’t work.

UC Global had to fall back on establishing a more conventional computer server where the videos, recordings of conversations between Assange and his lawyers, mobile telephone identification numbers of visitors and copies of documents, could be downloaded. The server containing the material was specifically set up with three passwords and three access login points: one for the Ecuadorian Government, one for UC Global and a third for the ‘American friends’. The three access points had to be kept separate. It was of the utmost importance, the UC Global employees were told, that the Ecuadorian Government did not know that the United States had access to the material. The witness said in his statement that because the direct feed, which would have piped the material directly into the server, had failed to work he had to travel to London every two weeks to pick up disk recordings of all the videos, conversations and documents and return them to UC Global headquarters. They were then uploaded to the computer server. Concerned about who UC Global was sharing the surveillance material with, the witness kept a list of the IP numbers which identified access from the United States.

Despite the embassy—filled now with sound recording video cameras and hidden microphones—resembling a scene more from The Truman Show than a diplomatic mission, the ‘American friends’ were still not happy. Assange was managing to evade the all-seeing, all-hearing eyes of UC Global by holding his most sensitive briefings with his lawyers in the ladies’ toilet.

Aitor Martínez told me he thought at the time it was an ‘exaggerated step’ for Assange to hold meetings in the ladies’ toilets. Assange would even flush the toilet and turn on the water tap, so the noise would drown out any eavesdropping. Yet documentary evidence now in the hands of Martínez proves that Assange was right to be wary. Once UC Global worked out what Assange was doing, they installed a microphone in the toilet.

So who were these mysterious ‘American friends’?

* * *

On 12 June 2017 David Morales boarded Portuguese national carrier TAP at Seville Airport bound for Accra via Lisbon. Two days later he caught a South African Airways flight to Washington, and a connecting flight to Las Vegas. Exactly where he stayed that night is not clear but between 17 and 19 June he paid a bill using a credit card at the Palazzo at the Venetian Resort. Built on the shores of a fake canal, the Venetian Resort boasted that ‘refinement doesn’t mean having less, it means having more of the things you want’. Morales seemed to be increasingly fond of the Venetian Resort—when he wasn’t visiting Washington, credit card records show that he had been to the Venetian Resort several times in the previous six months, between 22 and 24 January and 6 and 9 June. It wasn’t surprising. In 2015 Morales had signed a contract with the owner, Sheldon Adelson, to provide security for his family on their trips to Europe. However, in 2017, Morales was spending more time at the Venetian Resort than normal. The hotel’s internet provider was also receiving a lot more of his email traffic. It was the IP address Morales used at the end of the year to send an extremely significant email to his staff in Jerez de la Frontera. He told them it was important that the Ecuadorian Government should never find out who else had access to the server that was storing the embassy material. He added, without naming the person, ‘he has made a series of recommendations that we must follow’.

Morales, who had travelled to the United States carrying with him disks containing the embassy material, now wanted to plug his ‘American friends’ directly into the Jerez de la Frontera server. But there were a number of problems which had to be overcome. The Morales email attached a series of screenshots, significantly written in English, not Spanish, detailing how to restrict Ecuador from seeing who else had access to the server. The attachment also provided instructions for ‘another anonymous user for the United States’. The UC Global staff were told the ‘goal’ was for Ecuador to have limited access to the embassy material—and the United States and UC Global alone would be able to see the contents of files marked ‘security’.

At the heart of this US connection was the world’s wealthiest casino owner. In 2020 Fortune magazine estimated Sheldon Adelson was worth an estimated US$37 billion. He had a 53 percent holding in the Sands group of companies which controls the Venetian Resort.

Morales was certainly mixing in some powerful company. Not only were there former Israeli security staff on the books, the Sands Corp—the parent company of the Venetian had also managed to recruit Brian Nagel, who in 2011 described himself in a court document as having served for 25 years in the US Secret Service before becoming senior vice president & chief security officer for Las Vegas Sands. During his time in the Secret Service Nagel worked protecting presidents George HW Bush and Clinton. He received many awards including the CIA’s Intelligence Community Seal Medallion, which ‘recognizes sustained superior performance of duty of high value ... directly related to the mission of the Intelligence Community.’

The Chinese Government wasn’t so impressed with what it perceived as Sands’ relationship with US intelligence. In June 2010, as the company planned to expand its casino interests in Macau, Sands commissioned a report to gauge the view of the Chinese Government. The report—stamped confidential NOT to be introduced into mainland PRC [China]—warned Sands that Chinese Government officials firmly believed that Sands ‘had permitted CIA/ FBI agents to operate from within its facilities’. It added: ‘These [US intelligence] agents apparently “monitor mainland government officials” who gamble in the casinos. This source also reported that several PRC government bodies have reported “evidence” of “US agents” operating from Sands, “luring” and “entrapping” mainland government officials, involved in gaming to force them to cooperate with US government interests.’ According to the report, ‘the sources state that “numerous” accounts of mainland officials who were also “customers” being bugged, had been reported to various PRC government agencies’.

It is not known whether Adelson knew about US intelligence operations in his casinos, but if he did he may well have seen them as serving the best interests of the United States. Adelson portrays himself as a Republican Party stalwart, US patriot and philanthropist, handing out millions of dollars a year to his favourite rightwing causes. In 2016 he donated a record $25 million to Donald Trump’s presidential war chest, and in 2018 he had dinner at the White House. Such is Adelson’s generosity to the right wing of the Republican Party that Mike Pompeo asked him for financial support when he was considering running for a Senate seat in 2019. What has been difficult to prove is any direct link between the spying on Assange and the US administration, but there is one solid thread of evidence which links the two.

It comes from an unlikely source—a journalist and activist who switched sides from Bernie Sanders to Donald Trump during the presidential campaign. Cassandra Fairbanks abandoned the Democrats after WikiLeaks exposed how the DNC executive had sided with Clinton. Fairbanks was welcomed with open arms by the Trump camp. From having been a darling of the Sanders left she became a darling of the alt-right. One thing that remained constant for Fairbanks: she continued to be a strong supporter of Assange while most in the Trump camp abandoned him. On 30 October 2018 she sent out a DM (direct message) of support for Assange to those she’d worked closely with on the Trump election campaign. One of the recipients was Richard Grenell, appointed by Trump as the US Ambassador to Germany. Educated at an evangelical college, Grenell, whose public relations company provided media support for Hungarian prime minister Viktor Orbán, was seen to be one of Trump’s closest supporters. He would later be appointed by Trump as interim head of the Office of National Intelligence, overseeing all seventeen US intelligence agencies.

What Fairbanks did not know when she sent out the DM was the secret role Grenell had played in negotiating a deal with Ecuador—at Trump’s direction—for Assange to be expelled from the embassy, but only if the United States would guarantee that he would not face the death penalty. Fairbanks received no response from Grenell, but she did receive an unexpectedly swift reply from another recipient of the DM, Arthur Schwartz, a friend and advisor to Trump’s son Donald Jnr, and a White House insider. Fairbanks and Schwartz knew each other well, and he understood her support of WikiLeaks, but now Schwartz told her she needed to stop trying to help Assange because he ‘was going to be arrested’.

Fairbanks said Schwartz told her people would understand she was supporting Assange but they wouldn’t accept it when ‘all these bad things came out about him’ and that Assange had had ‘people killed, that people were tortured’. Then she said Schwartz, known in Washington for bullying and intimidating journalists who question the Trump White House, raised the issue of her child, who was eight years old at the time. ‘How would you feel if your daughter got tortured? How old is your daughter?’ he asked. Fairbanks said she was shaken. He repeated that a deal had been made, that there was nothing she could do.

Schwartz claimed that Don Jnr had supported WikiLeaks before he knew they got people killed, and that there were photos of people who were killed. But when Fairbanks brought up the fact that the Pentagon testified during the Manning trial that nobody had been killed, Schwartz replied, ‘Oh, you know it was classified. They had changed their minds. He was a pretty bad guy if he got American patriots killed and she was still supporting him.’ Schwartz was saying all these crazy things, Fairbanks said.

In January 2019 Fairbanks visited Assange in the Ecuadorian Embassy. Assange turned on the white noise machine in a vain attempt to muffle surveillance microphones. Naïvely she asked Assange: ‘Why are people saying this? Why are they saying you got people killed?’ She said she told him the Metropolitan Police were going to enter the embassy. ‘He [Assange] told me it wasn’t going to happen before Christmas, I think. But he didn’t give me a real time frame.’

Fairbanks last visited Assange on 27 March 2019. According to Fairbanks, when she arrived at the embassy, she was given a full body search and told she would have to talk to Assange in the main conference room, which she described as being full of cameras and bugs. Assange was not allowed to take his white noise machine with him and the two only talked for eight minutes instead of the allotted two hours. Assange got into a swearing match with the ambassador saying he was acting as an agent of the United States.

On 29 March 2019 Schwartz called Fairbanks. What he told her is crucial in understanding who had access to the audio and video spying on Assange in the Ecuadorian Embassy. It had not remained solely with the intelligence agencies, or even with UC Global’s ‘American friends’ at the Venetian Resort. Here was hard evidence that the material gathered by UC Global had been shared with Pompeo’s US State Department.

In a recorded phone call Schwartz can be heard telling Fairbanks: ‘I told you things that were not to be repeated to anyone and you repeated them to him [Assange] right?’ How could Schwartz have known that? From what we know there is only one plausible explanation: the Trump administration had access to the UC Global recordings of Assange in the Ecuadorian Embassy. ‘There’s an investigation at State [Department] because of that. [Fairbanks’ tipoff to Assange]. Dear lifelong friends of mine are under a microscope right now, so I can’t talk to you,’ Schwartz said in the recording. The spying had deeply compromised the universally respected agreement that anything discussed between a client and their lawyer should remain confidential. If the prosecution was privy to the details of the defence it would give them an unfair advantage.

* * *

Two weeks later, on 11 April, the Metropolitan Police entered the Ecuadorian Embassy and arrested Assange. After the police carried him down the steps and into a waiting police van. Schwartz sent a message to Fairbanks: ‘Assange should be given a lethal injection.’

Assange was charged with breaching bail, and one offense of computer intrusion. None of the 17 charges under the Espionage Act involved the clear evidence of war crimes committed by the US—the Collateral Murder video.

Yet by revealing that he knew what Fairbanks had told Assange, Schwartz had given life to Assange’s argument that his universally accepted rights to a confidential client—lawyer relationship had been breached by the US Government and the evidence it had gleaned was tarnished. In any fair-minded judicial process, it might be successfully argued that that would be the end of the case. But when you’re being judged by a significantly conflicted judiciary in the United Kingdom, abandoned by your own government and pursued by the most powerful country on earth, the chance of justice might appear remote.

On 24 February 2020 the Council of Law Societies of Europe representing more than 1 million lawyers in forty-five countries, wrote to UK Home Secretary Priti Patel pointing out that if any of the embassy material was presented in court—or even ‘became known to the prosecutors’—there would be an ‘irremediable breach’ of Assange’s fundamental right to a fair trial under article 6 of the European Convention on Human Rights and to due process under the US Constitution.

In the early part of 2020, WikiLeaks editor-in-chief Kristinn Hrafnsson received a phone call from Assange in Belmarsh Prison, the top security jail in a desolate area in south-east London where Assange has been held since 1 May 2019. Hrafnsson said he feared for his friend who was kept ‘in his cell almost the entire day’. For many years after 9/11 Belmarsh was known as Britain’s Guantánamo Bay. Assange would remain there for five more years before his eventual release.

* * *

In the end it wasn’t the courts that saved Assange. Just as it had been a political decision to prosecute Assange in the first place, it was a political decision to end the prosecution.

The constant refrain from the Australian conservative governments that the legal process had to run its course was always a confection to explain away the wielding of real power: the prosecution of a greatly awarded journalist for revealing unpleasant truths about the murderous conduct of the United States.

What the Assange case brought into sharp focus would be reinforced with the arrival of AUKUS: the British, American and Australian military arrangement underpinned by a one-sided nuclear submarine deal. Australia was losing its sovereignty. Former prime minister Paul Keating criticised those who looked to Washington for their moral and political guidance, adding that the country had become America’s fifty-first state. The influence of US-funded thinktanks and the Murdoch media were also pushing Australia to the Right.

It wasn’t until Labor’s election in 2022 that the Assange campaign received any real support. There were increasing reports of breakthroughs and the possibility Assange might be released. Australia’s foreign minister Penny Wong, UK high commissioner Stephen Smith, Ambassador Kevin Rudd in Washington—and Prime Minister Anthony Albanese stepped up the pressure on Washington.

In the media in Assange’s home country of Australia, the rancour remained. Few journalists stood up for Assange and when they did, there were attempts to marginalise him. The strongest support came from overseas journalists, particularly in Europe and South America, where there is a degree of independence from Washington. The journalists there understood what the legal overreach of the United States meant and the dangers involved in the deal Assange’s legal team struck with Washington to free him. Journalists working in countries that have extradition treaties with the United States (and don’t have a specific law on their books to prevent extradition for ‘political’ acts) are at risk of arrest if the United States deems they are in breach of its Espionage Act of 1917.

Assange understood the dangers for other journalists of the plea deal he had struck with the Biden administration, but his only alternative was to hope that he would win an argument in the UK High Court that a US failure to guarantee his First Amendment rights would lead to the case against him being thrown out. It was a risky business with no guarantee of success. The High Court King’s Division had agreed that his appeal based on the First Amendment argument could go ahead. If it had failed, Assange faced the possibility of 175 years in a supermax jail with no access to the outside world. It would be in fact a death sentence. For Robinson, who remained with Assange when other lawyers moved on, the struggle had been worthwhile: ‘I could have stepped away then, and people advised me to, but I couldn’t and, and I’m glad I didn’t because for me, I couldn’t live in a democracy where that could happen to an Australian citizen.’

What Assange had experienced so far had amounted to torture, and had left him badly in need of recuperation when he arrived in Australia. His brother Gabriel, who had done so much to campaign for his release, suggested he might need some counselling. Assange refused.

‘You know what he’s like,’ Gabriel told me.

The only therapy Assange was receiving were long walks with his wife Stella and their two children, Gabriele and Max and a spot of fishing in far north Queensland, where he’d spent some of his childhood.

* * *

In June 2024, Assange had climbed into a private jet, travelling halfway around the world to appear in a court on a remote US island in the Northern Marianas and then onward to a rapturous reception in Canberra.

Three months later, remarkably, he was headed back to Europe. He’d been invited to speak to the Council of Europe, comprising more than forty countries that had signed up to protect democracy and human rights. Symbolically it’s housed in Strasbourg on the French–German border—a reminder of what happens when authoritarians take power. The Council’s legal affairs committee had already issued a report condemning Assange’s disproportionately harsh treatment for his journalism and later that day the full Council would pass a resolution naming him as a political prisoner, citing the UN report which found he had been psychologically tortured. Notably the UK representatives voted against the resolution.

Assange had not spoken publicly since being freed and even on this autumn day, as he walked into the building after a customary clenched fist salute to the crowd, Assange understood the cost of his freedom. By accepting that he had broken the US Espionage Act by carrying out journalistic work, the plea deal had opened the door for other journalists to be extradited using the same laws. It is ironic that it was the First Amendment right to freedom of speech in the US Constitution—something Assange strongly supported—that led to the United States caving in and the subsequent plea deal. What is intriguing is that US law explicitly prevents foreigners claiming protection under the First Amendment. The UK courts knew this, and UK prosecutors knew Assange’s free speech arguments were unsustainable for him in the US—and he would be discriminated against, thus greatly weakening the case against him.

Four years later it was this single point of discrimination that led to Assange’s freedom. Why it took so long to reach this conclusion may be found in the often slow and prosaic way the wheels of justice turn. Whatever the reason, Assange spent four years in the UK’s harshest prison when a simple decision of the court could have freed him.

* * *

When I caught the train from Paris to Strasbourg to see Assange speak, I reflected on my chronicling of WikiLeaks over the years. When I first met Julian in a pub in Melbourne not far from his home where he’d conceived the idea of WikiLeaks, where he spoke of his desire to hold both governments and journalists accountable, publishing original documents so the public could make up its own mind who was telling the truth. The enthusiasm of others over the years, including some of the world’s best journalists, who welcomed him in and showered him with awards was palpable. It wasn’t long though, before the US military intelligence, and their media servants, began blackening his name. Assange’s judgement of people wasn’t always the best as he often took people on face value, an endearing Australian trait, but a tragic flaw in such a brilliant mind. Yet it was this brilliance which kept him one jump ahead of those who either wanted him dead or jailed for life. How he survived for seven years inside the Ecuadorian Embassy while governments plotted to have him removed, is a testament to his resilience. Not content with trying to trash his reputation in the media, the United States plotted to kill or kidnap him. The coverage of these outrages were muted, particularly in his home country, yet all the while his supporters, a vast army around the world, campaigned for his freedom. They saw the battle in stark terms: the United States and the United Kingdom were torturing a journalist who told the truth.

Now Assange is out living in a world he would barely recognise. The so-called rule of law, which so suited America’s arguments at times, is now being flagrantly disregarded by the US President. The need for WikiLeaks and its truth telling role has never been more important particularly in the US, as major news outlets fold under pressure from the Trump administration. The question is: what will Assange do next? It seems unlikely that Assange will be able to stay away for long from his passion for journalism and public discourse. Journalists are now in the front line if democracy is to be saved.

All the advice Assange has been receiving from his friends and family are that he needs time to recuperate. As he addressed the members of the Council of Europe, flanked by his wife Stella (they married while he was in Belmarsh Prison) and his long-time friend Kristinn Hrafnsson, Assange spoke clearly, although his voice appeared tired by the struggle. It was easy to understand why:


The experience of isolation for years in a small cell is difficult to convey; it strips away one’s sense of self, leaving only the raw essence of existence.

I am not yet fully equipped to speak about what I have endured—the relentless struggle to stay alive, both physically nor mentally, and the deaths by hanging, murder, and medical neglect of my fellow prisoners.

I apologize in advance if my words falter or if my presentation lacks the polish you might expect in such a distinguished forum.

Isolation has taken its toll, which I am trying to unwind, and expressing myself in this setting is a challenge.

However, the gravity of this occasion and the weight of the issues at hand compel me to set aside my reservations and speak to you directly.

I have traveled a long way, literally and figuratively, to stand before you today.

I eventually chose freedom over unrealisable justice after being detained for years and facing a 175-year sentence with no effective remedy. Justice for me is now precluded as the US government insisted in writing into its plea agreement that I cannot file a case at the ECHR or even a freedom of information act request over what it did to me as a result of its extradition request.

I want to be totally clear. I am not free today because the system worked. I am free today because after years of incarceration I pleaded guilty to journalism. I pleaded guilty to seeking information from a source. I pleaded guilty to obtaining information from a source. I pleaded guilty to informing the public what that information was. I did not plead guilty to anything else.

As I emerge from the dungeon of Belmarsh, the truth seems less discernible, and I regret how much ground has been lost during this period when expressing the truth has been undermined, attacked, weakened, and diminished.

I see more impunity, more secrecy, more retaliation for telling the truth and more self censorship. It is hard not to draw a line from the US government crossing the Rubicon by internationally criminalizing journalism to the chilled climate for freedom of expression now.



Assange now understood that Daniel Ellsberg had been right all those years ago, when he warned of the threat to WikiLeaks: the more WikiLeaks revealed the truth, the more vulnerable to attack WikiLeaks—and therefore Assange—would become.


When I founded WikiLeaks, it was driven by a simple dream: to educate people about how the world works so that, through understanding, we might bring about something better.

Having a map of where we are lets us understand where we might go.

Knowledge empowers us to hold power to account and to demand justice where there is none.

We obtained and published truths about tens of thousands of hidden casualties and unseen horrors of war, about programs of assassination, rendition, torture, and mass surveillance.

We revealed not just when and where these things happened but frequently the policies, the agreements, and structures behind them.

If the situation were not already bad enough in my case the US government asserted a dangerous new global legal position. Only US citizens have free speech rights. Europeans and other nationalities do not have free speech rights. But the US Espionage Act still applies to them regardless of where they are. So Europeans in Europe must obey US secrecy law with no defences at all as far as the US government is concerned. An American in Paris can talk about what the US government is up to. But for a Frenchman in Paris to do so is a crime without any defence and he may be extradited just like me.

Now that one foreign government has formally asserted that Europeans have no free speech rights to talk about them, a dangerous precedent has been set.

Other powerful states will inevitably follow suit.

The criminalization of newsgathering activities is a threat to investigative journalism everywhere.

Journalism is not a crime; it is a pillar of a free and informed society.



Downstairs in the Council of Europe cafeteria after Assange had finished speaking, Hrafnsson, ex-UK ambassador Craig Murray, former senator Scott Ludlam and Stella Assange were milling around talking to WikiLeaks supporters. Not far from the coffee machine the former Ecuadorian President Rafael Correa, who had risked so much to give Assange shelter in the country’s London embassy when he was being hunted by the Americans, caught sight of Stella. They embraced and smiled.

It was an emotional reunion to witness. Like Albanese, Correa had also saved Assange’s life. For a few moments there was much to celebrate at the Council of Europe cafeteria, in a world grown dark by the shadow of authoritarianism.
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